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Introduction

This paper discusses the current correlation approach between congested cells and UEs within those cells and targets to motivate SA2 to re-think the envisaged approach requiring completely new interfaces between MME/SGSN and RCAF (Nq and Nq’) simply for the sake of detecting congested UEs only, which in addition does not work for certain handover scenarios either. An alternative approach is elaborated in more detail aiming that SA2 may compare it which the one currently going to be specified for UPCON.
Discussion
The PCRF performs congestion mitigation actions on a per UE bases, i.e. the PCRF requires information which UEs are in congested cells, before making policy decisions.

The OAM RAN system is configured to provide on a regular basis a list of congested cells to the RCAF. The list does not provide identities of UEs that are camping in those cells, i.e. RCAF cannot simply forward the list of congested cells towards the PCRF as the PCRF is unaware which UEs are in which cells, thus cannot adapt PCC rules on a per UE basis.

Therefore SA2 decided to use the information available in MME / SGSN to collect identities of UEs camping in congested cells, i.e. the RCAF takes the list received from OAM RAN about congested cells and queries the MMEs / SGSNs to identify the UEs within the congested cells. Once RCAF has identified which UEs are impacted by congestion (identified by their IMSIs), it informs the PCRF via RUCI reports. PCRF in turn executes congestion mitigation measures on a per UE basis.

So far so good but the ECGI stored in the MME may be obsolete information as the eNB is not required to inform the MME / SGSN about all cell changes. Intra-eNB cell changes, i.e. handovers between cells hosted by the same eNB, do not require that MME / SGSN are informed about such a cell change. Also inter-eNB handover, so-called X2 handovers where two eNBs have a direct signalling connection, do not necessarily require that MME / SGSN are informed immediately.

As MME / SGSN have not always accurate information regarding the cell via which a UE is currently connected to the network, the query sent by the RCAF containing congested cells and the response sent by MME / SGSN back to RCAF may provide wrong results, which implies that UEs currently camping in a non congested cell erroneously suffer by congestion mitigation measures. Or the other way around, UEs camping in a congested cell but assumed to be in a non congested cell by the MME / SGSN, can continue generating huge amount of traffic and so prolonging the congestion state of the cell.

On top of that it can be questioned whether the current solution envisaged by SA2 that RCAFs have to query MMEs / SGSNs for identifying the impacted UEs is really the best approach. A solution which enables the PCRF to identify impacted UEs without involving the RCAF and more importantly the MME / SGSN and without introducing new and unnecessary interfaces like Nq / Nq’ would be beneficial. 
In summary the current solution has the following drawbacks:

1. The current location of the UE is not always known accurately by the MME / SGSN as the RAN is not required to report all cell changes (e.g. intra eNB cell change) to the core network.

2. The solution requires new interfaces between RCAF and MME / SGSN, which increases the complexity in the network. 

3. The solution requires that MME / SGSN are searching through their whole context data table with cell ID as search key just to find a probably small number of affected UEs and return the corresponding IMSIs. Such a context data table may have several hundred thousand or even millions of entries. Current solution also assumes that MME sends LU request to eNB for all IMSIs found in the context data.
4. The new functional entity RCAF and other entities involved in this solution (OAM, MME / SGSN, PCRF) have to store context information (either per cell, per UE or both). The RCAF needs to correlate cell ID, TAI, IMSI and PCRF data.

The fundamental issue with the UPCON solution as currently envisaged is the missing direct correlation between information available in PCRF based on user identities like IMSI and information available in RAN nodes (eNBs) based on cell IDs. For security reasons the IMSI cannot be sent to RAN, thus cannot be used as correlation ID. As a consequence the UPCON solution requires that new interfaces towards MME / SGSN are introduced just for the sake to provide a mapping between cell ID and IMSI.

One possibility for a correlation ID is the UE’s IP address as the IP address is known by RAN (it is sent via the user plane in the IP headers) and by the PCRF. A drawback of this option is that in certain deployments the same (private) IP address can be allocated by different PGW / GGSN to different UEs (requiring NAT in the PGW / GGSN). If the same PCRF serves these UEs, PCRF cannot separate the UEs based on IP addresses.

Another proposal discussed in SA2 suggested to encrypt the IMSI stored in MME and to send the encrypted IMSI to eNB, which forwards it to RCAF to avoid MME queries (i.e. to avoid new interfaces Nq / Nq’). However, this requires that RCAF decrypts the IMSI requiring key management in the network, i.e. generating keys centrally in a secure manner, distributing them securely to all RCAF and MME / SGSN and renewing keys in regular time intervals. This proposal also doesn't help to determine the correct PCRF where aggregated RUCI reports (i.e. reports for a set of UEs) has to be sent to. Thus, the proposal was not adopted by SA2.
An Alternative without requiring new Interfaces
For simplicity we focus on EPC and E-UTRAN while in principle the following ideas can also be adopted for UTRAN:
1. In the alternative given here the PCRF would generate an ID for correlation, let’s call it “Correlation RUCI ID” (e.g. C-RUCI-ID), for a particular user and / or PDN connection (or more general for a user and / or IP-CAN session). The C-RUCI-ID is generated per user or PDN connection. In case it generates it for a user, PCRF checks whether a C-RUCI-ID for a given IMSI already exists before generating a new one. In case it generates it per PDN connection, the PCRF can check whether a correlation ID for a given IMSI and APN already exists before generating a new one. PCRF can store C-RUCI-ID either locally or in the SPR for the lifetime of a PDN connection. 
2. The PCRF sends the C-RUCI ID to the PGW via the Gx interface. The P-GW forwards the C-RUCI-ID via GTP-C signalling on S5/S8 and S11 interfaces to the MME during PDN connection establishment.
3. The MME stores C-RUCI-ID in its (mobility or session management) context data and provides it via S1 signalling to the eNB (e.g. in the Initial Context Setup Request). Whenever the UE goes in idle mode and returns to connected mode, MME provide the C-RUCI-ID again in S1 signalling to the eNB. 
4. When the eNB reports to RAN OAM that a certain cell is congested, it reports also all C-RUCI-IDs of UEs connected via this cell. This assures that C-RUCI-ID to ECGI mapping is always accurate, even in intra-eNB handover cases. RAN OAM provides these data to RCAF. If the C-RUCI-ID is structured in a way that it contains a “PCRF ID”, RCAF can easily identify the PCRF from C-RUCI-IDs to which congestion reports (single or aggregated reports) need to be sent.
5. In case the UE moves between cells, C-RUCI-ID is sent during handover via X2 and S1 signalling from source to target eNB. Thus, target eNB can provide C-RUCI-ID in its next congestion report to OAM / RCAF (in case the target cell is congested), while source eNB does not provide the C-RUCI-ID of a UE that has moved to another cell in subsequent reports. 

With the introduction of C-RUCI-ID, querying of the MME is not needed anymore. RCAF needs to send only one report per PCRF, i.e. it can easily aggregate user and cell information destined for a particular PCRF into one congestion report instead of sending congestion reports for individual users. This reduces the amount of signalling between RCAF and PCRF.
The current assumption in SA2 is that RCAF needs to inform PCRF whenever the status of UE’s change from congested to not-congested (either the cell status changed or the UE moved to a new cell, which is not congested). This requires that RCAF stores information on the mapping between C-RUCI-ID, cell ID and congestion status.

There are two possible assumptions for the underlying solution described for UPCON when no report is received from the cell i.e. due to no-congestion. The solution can work in either case when we introduce C-RUCI-ID:
Assumption 1: RAN OAM detects change in the congestion status from “congested” to “non-congested” and reports this to RCAF.

Assumption 2: No assumption that RAN OAM reports change in cell congestion status from “congested” to “non-congested” to RCAF.

When taking assumption 1 into account (congestion change indication available): 

1. The RAN OAM detects change in congestion for a certain cell and reports this to RCAF.

2. The RCAF maps the cell report to the list of C-RUCI-ID(s) and sends it to the PCRF (assuming that RCAF stores mapping between cell ID and C-RUCI-ID(s)).

3. The PCRF updates the status for the UE which is identified by C-RUCI-IDs.

When taking assumption 2 into account (no congestion change indication available): 

1. The PCRF detects that no report is received for a C-RUCI-ID for a certain time (e.g. longer than two subsequent reporting periods) and clears the congestion status accordingly. This can be done based on a validity timer in PCRF. Clearing the congestion status for a certain UE / C-RUCI-ID means that PCRF updates or removes policy rules for the affected UE.

2. States in the RCAF are not required; the RCAF simply passes any congestion reports to PCRF(s). These reports include at least cell ID, congestion status and C-RUCI-IDs. PCRF updates “congestion status” for the UE whenever it obtains new reports from the RCAF. If it does not obtain a congestion report for a certain time, it clears the congestion status.

Proposal

The alternative described above suggests a different model as currently envisaged by SA2 but we think such a solution is simply better and SA2 should not close the door too early. The mayor advantage of this alternative is to avoid that RCAF needs to query MME / SGSN (in fact no new interfaces at MME / SGSN are required) and also avoids that RCAF is required to store the mapping of user identities and cell IDs to PCRF, which makes the RCAF implementation easier. 

It is proposed to continue elaborating better alternatives on UEs are correlated to congested cell correlation in the network and suggests that SA2 may take the above alternative solution into account. 
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