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Abstract of the contribution: This contribution reviews the identifiers that are used in the Restricted Discovery and proposed the corresponding definitions for TR 23.713. .
1.
Introduction
In SA2#104, the following principles are agreed for the Restricted ProSe Direct Discovery:

-
The Restricted ProSe Direct Discovery allows permission defined at application layer by Announcing/Discoveree UE to determine the capability of the Monitoring/Discoverer UE to discover the Announcing/Discoveree UE.  

-
The Restricted ProSe Direct Discovery solution should be developed based on existing ProSe architecture in TS 23.303 [3].

-
The permission information for the Restricted Direct Discovery is maintained by the ProSe application server.

This contribution presents the identifiers that need to be introduced for the Restricted Direct Discovery to address the following FFSs documented in clause 5.2 of the TR 23.713:
-
It is FFS how to conceal the application layer user identity to the 3GPP network and 3GPP layer identity to the application layer in Restricted ProSe Direct Discovery procedures;

-
It is FFS whether the ProSe Function allocates one ProSe Application Code per UE for Restricted Discovery, or at least one ProSe Application Code for each application that is using ProSe.
The definitions of the new identifiers and principles on their handling are proposed.      
2.
Discussions 
2.1
New identifiers for identity concealment
2.1.1
Hiding of application layer identity  
This aspect is covered by the agreed principle, "The permission information for the Restricted Direct Discovery is maintained by the ProSe application server".

When the permission is created by user, it is normally expressed with application layer identifiers: e.g. User_A@App_1 is allowed to discover User_B@App_1.   However, to use it for ProSe control, the ProSe Application Server may covert the User_A and User_B portion into a form that is recognized by itself, in order to conceal the application layer user identity to 3GPP network. For example, when presented to the ProSe layer, the information becomes 0xFBC012345@App_1 is allowed to discover 0xFBE0234567@App_1.  
The obfuscation of the application layer user identity and the creation of the mapping can only be performed by the ProSe Application Server, and such information is distributed to the UE using mechanism out of scope of 3GPP.  
Proposed general principle 1: The application layer user identity is concealed from 3GPP network by ProSe Application Server obfuscating the user identities. The mapping of the obfuscated user identity (Restricted ProSe App ID) and actual application layer identity is maintained by the ProSe Application Server.
The obfuscated user identity, e.g. 0xFBE0234567@App_1, will be used by the ProSe procedures for the discovery operation, e.g. request for a code to be announced, etc. In the following discussion, this obfuscated user identity is named Restricted ProSe App ID, to simplify the descriptions. 
2.1.2
Hiding of 3GPP layer identity
The signalling between UE and the ProSe Function happens only within the 3GPP domain, and therefore it is using the 3GPP layer UE identity, e.g. IMSI, as specified in TS 23.303. However, in Restricted Direct Discovery, some form of UE identifier would be also required at application realm for the permission control purpose, for at least the following reasons:

- 
to help verify that an Announcing UE requesting a Restricted ProSe App ID is the legitimate owner of this Restricted ProSe App ID;

- 
to help verify that an Monitoring UE is supplying a legitimate Restricted ProSe App ID for the permission verification.

Since this UE identifier would be revealed to the application layer, and therefore, it should be different from the 3GPP defined UE identity. In the ProSe operation, this new UE identifier could be created by the ProSe Function and provided to the UE using existing ProSe procedures. The mapping between the 3GPP layer UE ID and the new UE identity can be maintained within the ProSe Function only. In the following discussion, it is proposed to name the new UE identity as ProSe Discovery UE ID. Depends on operator policy, the ProSe Discovery UE ID can be a new random number, or include anything the ProSe Function like to embed, etc. 
Proposed general principle 2: The 3GPP layer identity of the UE is concealed from application layer by ProSe Function creating a ProSe Discovery UE Identity. The mapping of the ProSe Discovery UE ID and the 3GPP layer UE ID is maintained by the ProSe Function.
2.1.3
Management of the identifiers for Restricted Direct Discovery

Figure 1 presented the identifiers related to the Restricted Direct Discovery, and their storage and mappings maintained by different entities.  
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Figure 1: ProSe related IDs in different domains 

As mentioned above, different identifiers are used over different reference points for the ProSe Restricted Direct Discovery operation to achieve the identity concealment. 

For example, the Application layer user ID, Restricted ProSe App ID, and ProSe Discovery UE ID will be used over PC1 reference point (which is out of scope of 3GPP). The bindings of Restricted ProSe App ID and ProSe Discovery UE ID is created here, without revealing any 3GPP layer identity.

On the other hand, the 3GPP layer UE ID, Restricted ProSe App ID, and ProSe Code are used over PC3 reference point, and again without revealing any application layer user identity. 
In order to verify and authorize the permission in the ProSe Function, the Restricted ProSe App ID and ProSe Discovery UE ID binding needs to be exchanged over PC2 reference point between ProSe Application Server and the ProSe Function.

In the Restricted Direct Discovery, the binding between the Restricted ProSe App ID and the ProSe Discovery UE ID can be quite dynamic, and therefore cannot be placed into the subscription profile. Therefore, it has to be provided by the ProSe Application Server to the ProSe Function. This is different from the Open Direct Discovery, where the ProSe App ID ownership is relatively static. 

Proposed general principle 3: The binding of Restricted ProSe App ID and ProSe Discovery UE ID is maintained by the ProSe Application Server, via mechanism out of scope of 3GPP. This binding information is exchanged over reference point PC2. 
For Restricted Direct Discovery, there could be multiple ProSe applications running on the same UE, and therefore could results in multiple Restricted ProSe App IDs to be announced. In that case, it could be desirable if the over the air code could be reused for identifying these multiple Restricted ProSe App IDs. If it is allowed and supported by security policies and RAN operation, the ProSe Function could be configured to allocate the same ProSe Code for the UE for multiple Restricted ProSe App IDs. This does not have to be understood by the Application layer. 
Proposed general principle 4: The ProSe Function can decide if the ProSe Code is associated with multiple Restricted ProSe App IDs or a single Restricted ProSe App ID.  
3.
Proposal

Add the following general principles to TR 23.713 for Restricted Direct Discovery.

**************Start of First Change ****************

5.1
Solution for restricted ProSe Direct Discovery

5.1.1
Functional Description
Editor’s note:
General description, assumptions, and principles of the solution. 
TS 22.278 [4] specified the requirements for the Restricted ProSe Discovery as "Subject to user and operator settings, a ProSe-enabled UE shall be able to be discoverable only by other ProSe-enabled UEs in proximity that are explicitly permitted by the discoverable ProSe-enabled UE."
The solution for Restricted ProSe Direct Discovery follows the following principles:

-
The Restricted ProSe Direct Discovery allows permission defined at application layer by Announcing/Discoveree UE to determine the capability of the Monitoring/Discoverer UE to discover the Announcing/Discoveree UE.  

-
The Restricted ProSe Direct Discovery solution should be developed based on existing ProSe architecture in TS 23.303 [3].

-
The permission information for the Restricted Direct Discovery is maintained by the ProSe application server.
-
The application layer user identity is concealed from 3GPP network by ProSe Application Server obfuscating the user identities. The mapping of the obfuscated user identity (Restricted ProSe App ID) and actual application layer identity is maintained by the ProSe Application Server.
-
The 3GPP layer identity of the UE is concealed from application layer by ProSe Function creating a ProSe Discovery UE Identity. The mapping of the ProSe Discovery UE ID and the 3GPP layer UE ID is maintained by the ProSe Function.
-
The binding of Restricted ProSe App ID and ProSe Discovery UE ID is maintained by the ProSe Application Server, via a mechanism out of scope of 3GPP. This binding information is exchanged over reference point PC2.
-
It is up to the policy in the ProSe Function whether to allocate the same ProSe Code for all Restricted ProSe App IDs or different ProSe Codes for the different Restricted ProSe App IDs.  
5.1.2
Procedures

Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.
5.1.2.x
Identifier definitions for Restricted Direct Discovery
For the Restricted Direct Discovery, the following new identifiers are defined: 
ProSe Code: ProSe Code is allocated by the ProSe Function in the HPLMN for Restricted Direct Discovery and is associated with one or more Restricted ProSe App IDs based on the policy of the ProSe Function that allocates it. The ProSe Code is sent by the announcing UE over the air. 
ProSe Discovery UE ID: A temporary identifier assigned by the ProSe Function in the HPLMN to the UE for the restricted direct discovery service. It includes the PLMN ID and a temporary identifier that uniquely identifies the UE in the HPLMN.

Restricted ProSe App ID: An identifier associated with the Application Layer User ID in the ProSe Application Server in order to hide/protect the application level user identity from the 3GPP layer. It unambiguously identifies the user within a given application. The format of this identifier is outside the scope of 3GPP.

Editor's note:
The Application Layer User ID is defined in TS 23.303.
5.1.3
Impact on Existing Entities and Interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.

5.2 
Topics for further study for restricted Direct Discovery

Editor’s note:
Topics `FFS will be collected for this particular functionality. 

Following issues need to be resolved:

-
It is FFS whether procedures defined for Open Discovery can be reused for Restricted Discovery with extensions or optimizations. 

-
It is FFS whether ProSe Restricted Discovery permission granting/revocation involves the ProSe function.

-
It is FFS if extension or enhancements are required for ProSe service authorisation and provisioning for Restricted Direct Discovery. 


-
It is FFS how to support identifying a group of users instead of a single user by a ProSe Application Code and in a discovery request for Restricted ProSe Direct Discovery;  


-
It is FFS how to adapt the Restricted ProSe Direct Discovery for Public Safety use, e.g. when real time interaction with the ProSe Function is not possible.   

**************End of changes ****************
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