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Abstract of the contribution: This contribution analyses the behaviour of SIP-like protocols over usual transport in worst case radio conditions and determines the requirements that should be met by the underlying transport protocol for the MCPTT signalling channel.
1. Introduction

The MCPTT shall work in degraded conditions with as limited impact as possible on the performance. A situation which does not exist in usual commercial word (fortunately) is the situation where Public Safety officers are under heavy shooting and have to protect themselves by hiding behind metallic obstacles. The result is a very strong degradation of radio conditions and a correlative increase of the packet loss rate on the air interface beyond limits that could be corrected by better coding. Consequences of this performance requirement on the signalling channel transport have to be analysed.
2. SIP transport and timer management
The most common transport protocols for the transport of SIP messages are TCP, UDP and SCTP. A comparison between these different protocols in the context of SIP transport may be found in RFC 4168. This RFC is stating as advantage of SCTP transport over UDP:
“Fast Retransmit: SCTP can quickly determine the loss of a packet, because of its usage of SACK and a mechanism that sends SACK messages faster than normal when losses are detected.  The result is that losses of SIP messages can be detected much faster than when SIP is run over UDP (detection will take at least 500 ms, if not more).  Note that TCP SACK exists as well, and TCP also has a fast retransmit option.  Over an existing connection, this results in faster call setup times under conditions of packet loss, which is very desirable.  This is probably the most significant advantage of SCTP for SIP transport.
It is then stated in the same RFC:

It is important to note that most of the benefits of SCTP for SIP occur under loss conditions. 

The underlying reason of this benefit of SCTP (with IMMEDIATE SACK) as a transport for SIP is the fact that retransmission is not triggered by the expiration of a SIP-level timer which is in most cases of several seconds, but the transport acknowledgement which is much quicker. If in nominal radio conditions, the normal LTE mechanisms provided by the chosen QCI will be sufficient to maintain a low packet loss rate after HARQ and RLC driven repetitions, a transport mechanism is mandatory to quickly with the higher packet loss rate described above.
3. SCTP and NATs
If SCTP is a transport of choice for SIP, the management of NAT traversal is known to be still problematic. The main reason is the fact that the checksum has to be recomputed in case of any change in the packet and that port change in middle boxes is of such nature.
Even if some work is ongoing in IETF on this subject (SCTP aware NATs) it would not be safe to assume that every single middle box in the path is SCTP-aware, but it does not preclude to use SCTP when adding a UDP encapsulation as specified by RFC 6951.
4. Encryption
When encryption of the signalling up to the C-plane access point of CCA is required, two options have been documented by IETF.
In the first option, the stack is SCTP/DTLS/UDP, i.e. the stack used by RTCWEB data channel. This approach has several advantages like the commonality of the stack with WebRTC, the ability to have one single protected tunnel (DTLS) for several SCTP streams, allowing sharing the same protection for several applications and the decoupling of the access security with the SIP level authentication.
In the second approach, the stack is TLS/SCTP/UDP. This solution may be more appropriate when SIP proxy is the only allowed access point but is less flexible.
5. Conclusion
The following text is proposed for insertion in TR 23.779.
*********************START OF CHANGES*********************************

4.2.X
Requirement on unicast signalling transport
The MCPTT signalling channel transporting SIP signalling shall be based on SCTP with immediate SACK.
When NAT are involved in the signalling path, SCTP shall be encapsulated in UDP as provided by RFC 6951.

Encryption of the signalling channel is FFS.

************************END OF CHANGES*********************************
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