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Abstract of the contribution: Addressing the cases where a UE has a behaviour that can be regarded as normal from the perspective of the mobile network, although from a service perspective, it is misbehaving.
Discussion
In some situations, a UE that is supposed to be used for MTC has a behaviour that can be regarded as normal from the perspective of the mobile network, although from a service perspective, it is misbehaving. For example:

-
 a UE is supposed to send some data to a given Application Server only, but in addition to doing that, the UE sends some traffic to some other destinations. This cannot be detected by the Application Server, and the owner of the UE may only discover the misbehaviour by analysing the bills, if the volume of unexpected traffic is significant.
-
a UE attempts to send some data to an Application Server, but the front-end of this AS is down or misbehaving and the UE gets a 5xx response to an HTTP request. The UE keeps retrying the same request, while the logs of the AS may wrongly indicate that the UE has no activity. Consequently, the owner of the may wrongly believe that there is a problem with the UE or with the mobile network.
As an added service to the MTC customer, it would be beneficial for the MTC customer to define what is the expected traffic of a UE (e.g. whitelist of peer IP addresses/prefixes, min/max data volume, types of applicative messages), and to be alerted by the network as soon as the UE deviates from it.

Proposed changes to TR 23.789
5.1.2
Required Functionality

The following architectural requirements need to be met -

Configuration of Monitoring Events and actions by 3rd party application provider:
-
It needs to be possible to configure following monitoring events in the 3GPP system, 
· monitoring the association of the MTC Device and UICC and/or new IMSI-IMEI-SV association 
· change  of the location (geographical position and/or point of attachment in the network) of the MTC Device 
· loss of connectivity 
· Communication failure, i.e. a UE has connectivity but application-level communication between the UE and an Application Server fails
· Abnormal communication: communication with end-points that are not part of a configured whitelist, volume below or above configured thresholds, usage of protocols or messages not compliant with what is configured.
-
It needs to be possible to configure the action to be executed by the network when configured monitoring event is detected, for example - reduce services provided to the UE, restrict access of the UE, detach the UE, notify the application server, etc.
-
It needs to be possible to configure the maximum time between the actual loss of connectivity and its detection.

-
It needs to be possible for the network to authorize a Service Request to activate/deactivate subscribed monitoring events/actions from 3rd party application provider.

Editor's note: the terminologies of the "configuration", "subscription ", and "activation/deactivation" need to be revisited.

Detection of Monitoring Events:

-
It needs to be possible for the network to detect monitoring events. On detection of the monitoring event the Network may execute a configured action.

Reporting of Monitoring Events to 3rd party application provider:

-
It needs to be possible for the UE or network to report the detected events to the 3rd party application provider. Event reporting may provide more detailed information like the cause for a detected communication failure event. Application layer reporting of monitoring events is outside the scope.

Editor's note: It is FFS whether there are any events that need to be monitored by the UE based on requirements defined in TS 22.368 [2].
Next Change 

** Table rows to be merged with table in S2-143005 if agreed **

7
Overall Evaluation

7.X
Monitoring Event Analysis
	
	
	Presently Available (denotes whether the event is available at the given node)
	Presently Available (denotes whether the event is available on external interface from  the given node)
	

	
	Monitoring Event
	at HSS
	at PCRF
	at MME/SGSN
	From HSS (Sh)
	From PCRF (Rx)
	Remarks

	
	Communication failure
	No
	No
	No
	No
	No
	Could be detected by packet inspection in the GGSN/P-GW.

	Abnormal communication
	communication with end-points that are not part of a configured whitelist
	No
	Yes
	No
	No
	No
	

	
	volume below or above configured thresholds
	No
	Yes
	No
	No
	No
	

	
	usage of protocols or messages not compliant with what is configured
	No
	No
	No
	No
	No
	Could be detected by packet inspection in the GGSN/P-GW.
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