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Abstract of the contribution: This contribution reviews the different aspects of ProSe Restricted Discovery, and proposes some general principles for the solutions.
1.
Introduction
Restricted ProSe Discovery is defined in TS 22.278 as the "ProSe Discovery that only takes place with explicit permission from the ProSe-enabled UE being discovered". 

Within Release 12, the ProSe architecture and procedures are defined in TS 23.303. These include the general support of the ProSe Direct Discovery, but the procedures only cover the open direct discovery. 

In the approved Release-13 ProSe2 WID (SP-140385), it has been agreed that “Restricted ProSe Direct Discovery for non-Public Safety use” would be covered in the TR phase. 

Therefore, aspects of the Restricted ProSe Direct Discovery are reviewed in this contribution, with the intention to derive general principles for developing the solution details for Restricted ProSe Direct Discovery in Release 13.   
2.
Discussion
2.1
Use cases of Restricted ProSe Discovery

The use case for Restricted ProSe Discovery was described in TR 22.803 clause 5.1.1. Based on the illustrated scenario, User A and User B are running an Application, and User B would be able to detect User A in proximity, when User A gives permission to User B to discover him/her. On the other hand, if no permission is given by User A, User B would not be able to detect if User A is in proximity.
Comparing to Open Direct Discovery that was standardized in Rel-12, the major function required is the permission granting/revocation.    
In addition, the requirements specified in TS 22.278 clause 7A on ProSe Discovery apply to both open and restricted discovery, with only the following exceptions:

Subject to user and operator settings, a ProSe-enabled UE shall be able to be discoverable only by other ProSe-enabled UEs in proximity that are explicitly permitted by the discoverable ProSe-enabled UE.

Note:
'explicitly permitted' refers to Restricted ProSe Discovery.

Subject to user and operator settings, a ProSe-enabled UE shall be able to be discoverable by all other ProSe-enabled UEs in proximity without explicit permission. The ProSe-enabled UEs can be served by the same or different PLMN, including when roaming.

Note:
'without explicit permission' refers to Open ProSe Discovery.

It is also clear from here that the difference between the Restricted ProSe Discovery and Open ProSe Discovery is providing the “explicit permission”. 
Conclusion 1: The major new required feature for supporting Restricted ProSe Direct Discovery on top of the existing procedures for Open ProSe Direct Discovery is the mechanism for permission handling. 

2.2
Architecture considerations

The ProSe Architecture has been defined in TS 23.303. This architecture supports all the ProSe operations, i.e. Direct Discovery, Direct Communication, EPC-level Discovery, and EPC support for WLAN direct discovery and communication. 
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Figure 1: Non-roaming ProSe reference architecture
In this architecture, the ProSe Function controls the ProSe Direct Discovery operations on the UE over the user plane PC3 reference point, e.g. Service Authorization, Discovery Requests, and Match Report. This architecture allows maximum operator control by allowing the ProSe Function to control the ProSe App Code allocation for announcing and monitoring UE, and the ProSe App Code resolution for matched codes at monitoring UEs. 

It would be desirable to keep the same network architecture for Restricted ProSe Direct Discovery, to allow the operators to reuse the backend operations, e.g. charging infrastructure, that were designed for Release 12.  
Proposed principle 1: The Restricted ProSe Direct Discovery solution should be developed based on existing ProSe architecture in TS 23.303. 
2.3
Authorization and provisioning
Service Authorization has been defined in TS 23.303 (clause 5.2), which allows a PLMN to authorize the UE on using the ProSe services, i.e. ProSe Direct Discovery and/or ProSe Direct Communication. 

When the same ProSe architecture is used, the Service Authorization mechanism can be used for Restricted ProSe Direct Discovery as well. 

With the Release 12 design, the service authorization and provisioning for the ProSe Direct Discovery does not differentiate Open or Restricted Discovery. 
In Release 13, to support the Restricted Direct Discovery, the provisioning and authorization data may need to carry additional parameters for the specific service, e.g. allowed applications, etc.  

Proposed principle 2: Service authorization and provisioning for Restricted ProSe Direct Discovery is provided by ProSe Function over OMA-DM.  

Proposed FFS: It is FFS if the Restricted Direct Discovery requires any additional parameters in the provisioning and authorization data. 
2.4
Permission information handling
Permission information handling, whereby a user’s discovery preferences are made known and enforced, is crucial to Restricted Discovery. There are different possible methods to achieve this permission control.  A detailed discussion on this topic is presented in S2-142440.  

2.5
ProSe Identifiers management

Based on the ProSe Direct Discovery design in TS 23.303, the following ProSe Identifiers may be involved in the discovery process: 
ProSe Application ID is an identity used for ProSe Direct Discovery, identifying application related information for the ProSe-enabled UE. Each ProSe Application ID is globally unique.

ProSe Application Code is contained in the message that is actually transmitted over the radio interface (on PC5) by a UE engaged in the ProSe Direct Discovery procedure to "monitoring" UEs.

Application Layer User ID: An identity identifying a user within the context of a specific application (e.g. alice@social.net). The format of this identifier is outside the scope of 3GPP.

Application ID: A globally unique identifier identifying a specific application (e.g. social networking application)

In Open Direct Discovery, the ProSe Application Code is assigned by the ProSe Function in the Announcing UE’s HPLMN using the Announce Request procedure. The ProSe Function keeps track of the assigned Code for each UE identifier. For the monitoring UE, Discovery Filter(s) to monitor the ProSe Application Code(s) over the radio interface (on PC5) are obtained from its HPLMN ProSe Function using the Monitor Request procedure.  

For Restricted Direct Discovery, such design principle should be followed, in order to preserve the inherent operator control on ProSe. 

Proposed principle 3: The ProSe Application Code to be used for announcements by the UE is allocated by the ProSe Function in its HPLMN.  
As the ProSe Application ID is defined for the Open Direct Discovery, in Restricted Direct Discovery, its counterpart is defined as Restricted ProSe Application ID:

Restricted ProSe Application ID is an identity used for Restricted ProSe Direct Discovery, providing application related information for the ProSe-enabled UE for permission control and management of the ProSe Application Code.
In Open ProSe Discovery, the ProSe Application ID contains two parts, the ProSe Application ID Name and the PLMN ID. For the Restricted Discovery, the contents of the Restricted ProSe Application ID Name may be different depending on the permission control scheme used. For example, it could be set to the Application Layer User ID, e.g. userA_ID@socialApp. Recall that users create permission information based on these ALUIDs. 
Proposed principle 4: In Restricted ProSe Direct Discovery,  the Restricted ProSe Application ID Name may include an  Application Layer User ID. The Restricted ProSe Application ID should include the PLMN ID of the assigning network, and this Restricted ProSe Application ID Name.
2.6
UE procedures for Restricted ProSe Direct Discovery
For Open Discovery, the Announcing UE needs to use the Announce Request procedure to obtain the ProSe Application Code from its HPLMN ProSe Function, and then it can announce the received ProSe Application Code. In Restricted Discovery, it is envisaged that a similar procedure would be used. However, for the Announcing UE, it might perform additional operation on the received ProSe Application Code before announcing it, e.g. apply security processing as it will be determined by SA3. 
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Figure 2: Announce Request procedure for Restricted Discovery (non-roaming)

Figure 2 provides an example of an Announcing UE operation. For simplicity, only non-roaming case is shown, as roaming does not affect UE procedure aspect. 
0.
The Announcing UE configures via PC1 the Restricted ProSe Application ID to use for the Restricted Direct Discovery, and set the discovery permission. 

1. 
As in step 1 of TS 23.303 clause 5.3.3.2, with following difference: the request includes a type to indicate it is for Restricted Direct Discovery, the ProSe App ID is replaced with the UE's Restricted ProSe Application ID.
2. 
This is identical to step 2 of TS 23.303 clause 5.3.3.2.

3.
As in step 3 of TS 23.303 clause 5.3.3.2, with following difference: the ProSe Function allocates the ProSe App Code based on the Restricted ProSe Application ID (as it is done in Open Discovery with the ProSe App ID.
Proposed principle 5: In Restricted ProSe Direct Discovery, the Announce Request procedure is similar to that of Open ProSe Direct Discovery, with the difference that in the Discovery Request message, the Restricted ProSe Application ID is used instead of the Prose Application ID, and Type is set to Restricted Direct Discovery. 
For the Monitoring UE, the Monitor Request procedure of Open Discovery could be reused to obtain the filter for the monitoring of the discovery messages. However, the filter for Restricted Discovery may by default enable full matching, since the announcer knows exactly who it is looking for, and Restricted ProSe Application IDs may not have a structure (amenable to filtering/masking) at any rate. In view of the above, the operation of the Announcing UE and Monitoring UE would see some differences from that of the Open Discovery. Following is an example of the operation in a non-roaming case. 
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Figure 3: Monitor Request procedure for Restricted Discovery (non-roaming)

Figure 3 provides an example operation of the Monitoring UE. For simplicity, only non-roaming case is shown, as roaming does not affect UE procedure aspect. 
0.
The Monitoring UE configures its Restricted ProSe Application ID, and obtains the Restricted ProSe Application  ID of the Announcing UE it wants to discover. 

1. 
As in step 1 of TS 23.303 clause 5.3.3.4, with following difference: the request includes a type to indicate it is for Restricted Direct Discovery, the Restricted ProSe Application ID of the Announcing UE to be discovered, and the Requester’s Restricted ProSe App ID.

2. 
This is identical to step 2 of TS 23.303 clause 5.3.3.4.

3.
As in step 3 of TS 23.303 clause 5.3.3.4, with following difference: the ProSe App ID is replaced by Restricted ProSe Application ID of the Announcing UE to be discovered, and the Requester Restricted ProSe Application ID of the Monitoring UE is also included.

3.a
The ProSe Function receives the request and potentially queries the ProSe Application Server for Permission Control information. Details are discussed in (S2-142440).  
4.
As in step 4 of TS 23.303 clause 5.3.3.4, with the following difference: the ProSe App Code/Mask is retrieved based on the Restricted ProSe Application ID, and the Discovery Filter may contain ProSe App ID Codes but no Masks.
5.
As in step 5 of TS 23.303 clause 5.3.3.4. 

Proposed principle 6:  In Restricted ProSe Direct Discovery the Monitoring Request procedure is similar to that of Open ProSe Direct Discovery, with the difference that ProSe Restricted Application IDs are used—both that of the requester and those wished to be monitored for. In addition, the ProSe Function may require a permission verification step, possibly in consultation with the ProSe App Server. 
Lastly, for the monitoring UE, the Match Report procedure of Open Discovery could be reused in Restricted ProSe Direct Discovery. Figure 4 provides an example operation of the Monitoring UE. For simplicity, only non-roaming case is shown, as roaming does not affect UE procedure aspect.
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Figure 4: Match Report procedure for Restricted Discovery (non-roaming)
1. This is identical to step 1 of TS 23.303 clause 5.3.4.1.

2. This is identical to step 2 of TS 23.303 clause 5.3.4.1.

3. This is identical to step 3 of TS 23.303 clause 5.3.4.1.

4. This is identical to step 4 of TS 23.303 clause 5.3.4.1.

5. This is identical to step 5 of TS 23.303 clause 5.3.4.1.

6. As in step 6 of of TS 23.303 clause 5.3.4.1., with the difference that the received parameter is the Restricted ProSe Application ID Name.

7. As in step 7 of of TS 23.303 clause 5.3.4.1., with the difference that the received parameter is the Restricted ProSe Application ID Name.

Proposed principle7: In Restricted ProSe Direct Discovery, the Match Report procedure is similar to that of Open ProSe Direct Discovery with the exception that the ProSe Application ID received from the ProSe Function is set to the value of Restricted ProSe Application ID of the announcing UE.

2.7
The ProSe App Code and security considerations for Restricted Direct Discovery
SA3 has discussed in TR 33.833 security requirements specific to Restricted Discovery. 
It is up to SA3 to decide whether and if so what additional information needs to be provided by the ProSe Function to the UEs for the security processing of ProSe Application Codes.         
Proposed FFS: It is up to SA3 to decide whether/what additional information needs to be provided by the ProSe Function over PC3 to support the security of the PC5 discovery message for Restricted ProSe Direct Discovery.  
For a particular UE, it is also highly possible that multiple applications using the restricted Direct Discovery functionality are active. In that case, the UE could obtain multiple Restricted ProSe Application IDs for the Restricted Direct Discovery used by the respective applications.
In Rel.12 TR 23.703, it was discussed in the context of various solutions whether one ProSe Application Code is assigned to the UE or multiple ProSe Application Codes, i.e. one per ProSe Application ID. This topic has to be discussed again and resolved in Rel.13.

Proposed FFS: It is FFS whether the ProSe Function allocates one ProSe Application Code the per UE for Restricted Discovery, or at least one ProSe Application Code for each application that is using ProSe.  
3.
Proposal

Add the following general principles to TR 23.713 for Restricted Direct Discovery.

**************Start of First Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 41.001: "GSM Release Specifications".

[x]
3GPP TS 23.303: "Proximity-based services (ProSe)"
**************Next Change ****************

5
Restricted ProSe Direct Discovery (non-public safety use)
Editor’s note:
This clause is intended to document the agreed architecture solution for restricted discovery (non-public safety use). 
5.1
Solution for restricted ProSe Direct Discovery

5.1.1
Functional Description
Editor’s note:
General description, assumptions, and principles of the solution. 
TS 22.278 specified the requirements for the Restricted ProSe Discovery as "Subject to user and operator settings, a ProSe-enabled UE shall be able to be discoverable only by other ProSe-enabled UEs in proximity that are explicitly permitted by the discoverable ProSe-enabled UE."
The solution for Restricted ProSe Direct Discovery follows the following principles:

-
The Restricted ProSe Direct Discovery allows permission defined at application layer by Announcing/Discoveree UE to determine the capability of the Monitoring/Discoverer UE to discover the Announcing/Discoveree UE.  
-
The Restricted ProSe Direct Discovery solution should be developed based on existing ProSe architecture in TS 23.303.
-
The permission information for the Restricted Direct Discovery is maintained by the ProSe application server.
5.1.2
Procedures

Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.

5.1.3
Impact on Existing Entities and Interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.

5.2 
Topics for further study for restricted Direct Discovery

Editor’s note:
Topics for FFS will be collected for this particular functionality. 
Following issues need to be resolved:
-
It is FFS whether procedures defined for Open Discovery can be reused for Restricted Discovery with extensions or optimizations. 
-
It is FFS whether ProSe Restricted Discovery permission granting/revocation involves the ProSe function.
-
It is FFS if extension or enhancements are required for ProSe service authorisation and provisioning for Restricted Direct Discovery. 
-
It is FFS how to conceal the application layer user identity to the 3GPP network and 3GPP layer identity to the application layer in Restricted ProSe Direct Discovery procedures;
-
It is FFS how to support identifying a group of users instead of a single user by a ProSe Application Code and in a discovery request for Restricted ProSe Direct Discovery;  

-
It is FFS whether the ProSe Function allocates one ProSe Application Code per UE for Restricted Discovery, or at least one ProSe Application Code for each application that is using ProSe.
-
It is FFS how to adapt the Restricted ProSe Direct Discovery for Public Safety use, e.g. when real time interaction with the ProSe Function is not possible. 
5.3
Conclusions on restricted ProSe Direct Discovery (non-public safety use)
Editor’s note:
Conclusions will be collected for this particular functionality
**************End of changes ****************
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