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1. Introduction
This paper provides a solution for Restricted Discovery for in-coverage scenarios (commercial use cases). The solution is built on the agreements made for Open Discovery in Release 12, namely, the use of ProSe Application IDs and ProSe Application Codes.
2. Discussion

2.1 Authorisation for restricted discovery

The stage 1 requirements for restricted discovery are captured below (section 7A.1 of TS 22.278 v12.4.0):
Subject to user and operator settings, a ProSe-enabled UE shall be able to be discoverable only by other ProSe-enabled UEs in proximity that are explicitly permitted by the discoverable ProSe-enabled UE.

Note:
'explicitly permitted' refers to Restricted ProSe Discovery.

In Release 12, it was agreed that the user's profile in the HSS contains the subscription information to give the user permission to use ProSe. The same principle is proposed to be used for restricted discovery where the HSS would additionally contain authorisation for restricted discovery.

Proposal 1: Authorisation for restricted discovery is based on subscription information stored in the HSS
2.2 Configuration for restricted discovery

Based on proposal 1 the authorisation of restricted discovery is based on subscription information stored in the HSS. However, a procedure is also required to allow the user to explicitly define which ProSe-enabled UEs are explicitly allowed to discover the discoverable ProSe-enabled UE. 

In Release 12, during the ProSe TR phase there were a number of solutions providing different procedures on how the user configures the restricted discovery lists. Most of the solutions were proposing the ProSe Function to maintain restricted discovery lists. In such approach each UE must provide to the ProSe Function over PC3 the user IDs of users that are explicitly permitted by the discoverable UE which requires the ProSe Function to manage the restricted discovery lists of each user. The disadvantage with this approach is that given the user may have multiple restricted discovery lists in a given application, it would require a lot of coordination between the ProSe app in the UE and the ProSe Function in order to maintain up-to-date restricted discovery list(s) for each user. Such approach will have high processing impact on the ProSe Function. 
It is proposed to agree on a solution where impact to the ProSe Function is kept to a minimum. 
Proposal 2: User configuration for restricted discovery should have minimum impact to the ProSe Function
Less signalling coordination between the UE and the ProSe Function would be required if the restricted discovery list(s) are maintained by the ProSe application. In such approach the ProSe Function assigns discovery identifiers that are shared to the application. Hence, while proximity discovery between ProSe-enabled UEs is handled by the 3GPP network, user proximity is handled by the application.
Proposal 3: Application(s) maintains restricted discovery lists: Discoverable UEs providing to the ProSe Function a list of applications where restricted discovery is allowed. ProSe Function assigning identifiers for discovery.
2.3 Identifiers for restricted discovery

In the release 12 ProSe TR phase there were three main options on the method to allocate identifiers for restricted discovery. These were:
· Option 1: UE is assigned by the ProSe Function one discovery identifier for restricted discovery that is shared with all applications authorised for ProSe.
· Option 2: UE is assigned by the ProSe Function multiple discovery identifiers for restricted discovery. Each discovery identifier is unique to the user & application.
· Option 3: UEs is assigned by the ProSe Function discovery identifier(s) that is specific to the restricted list(s) of an application (i.e. a group identifier).
Option 1 has the advantage that there is minimum signalling between the UE and the Prose Function on allocation of discovery codes and minimum impact to the ProSe Function. However, option 1 also suffers from the disadvantage of a rogue application using the UEs identifier without user consent.
Option 2 has the advantage of maintaining user privacy since each UE will have an identifier that is unique on per user and application. However, such approach impacts the ProSe Function, since the ProSe Function needs to maintain the restricted discovery list(s) of each UE on per application basis.
Option 3 is the preferred approach that keeps signalling and ProSe Function impact to a minimum, since, UEs are only need to be informed of restricted discovery group identifier(s) per application. In addition, user privacy is maintained since the ProSe Function assigns discovery identifiers that are unique on per application/restricted group basis. 
Proposal 4: It is proposed to adopt a solution where UEs share a discovery identifier on per restricted group/application basis. 

2.4 Procedure to allocate identifiers for discovery
2.4.1 Registration for discovery

When the UE sends a request for Open Discovery to the ProSe Function, the UE includes the ProSe Application ID. According to TS 23.303 the ProSe Application ID identifies application related information and is globally unique. 
For restricted discovery it is proposed to use the same semantics defined for Open Discovery. The identifier provided by the UE, when the UE sends a request for restricted discovery to the ProSe Function, would include information to allow the ProSe Function to identify the service as well as information about the restricted discovery group. To summarise, the UE would include in the request a ProSe Application Group ID. The ProSe Application Group ID would uniquely identify the service as well as the group of UEs that have provided explicit permission to be discovered by other ProSe enabled UEs in the same group (i.e. option 3 of section 2.3).

Proposal 5: When the UE sends a request for restricted discovery the UE include a ProSe Application Group ID that uniquely identifies the service as well as the group of UEs that have provided explicit permission to be discovered by other ProSe enabled UEs in the same group

The semantics of the ProSe Application Group ID can be similar to the Public ProSe Application ID details. The ProSe Application Group ID includes information of the service the UE requests as well as an identifier to uniquely identity the restricted discovery group. A user may have more that one restricted discovery groups in an application, hence while the identifier that identifies the service will be the same, the ProSe Application Group ID may contain different identifiers for the restricted discovery groups. 
An example of a ProSe Application Group ID is: “MCC.MNC.Service_ID.restricted_group_ID”
How the UE is configured with the structure of the ProSe Application Group ID is out of scope of 3GPP.
2.4.2 Identifiers broadcasted for restricted discovery

Based on the ProSe Application Group ID the ProSe Function allocates a code (ProSe Application Group Code) that uniquely identifies the restricted discovery group of this application. All UEs of the same group will be able to discover each other by monitoring the ProSe Application Group Code. In order to ensure that the ProSe Application Group ID is valid the ProSe Function may contact the application server in order to authenticate the identifier.
In order to allow user identification, the ProSe Function includes in the ProSe Application Group Code a temporary identifier that corresponds to the user/UE announcing the code.
Proposal 6: The ProSe Function assigns a ProSe Application Group Code that uniquely identifies the restricted discovery group. The ProSe Application Group Code includes a temporary identifier that identifies the UE broadcasting the code
3. Summary of proposals and proposed changes to ProSe_Ext TR

Proposal 1: HSS stores subscription details on authorisation for restricted discovery

Proposal 2: User configuration for restricted discovery should have minimum impacts to the ProSe Function 
Proposal 3: Application(s) maintains restricted discovery lists: Discoverable UEs providing to the ProSe Function a list of applications where restricted discovery is allowed. ProSe Function assigning identifiers for discovery.

Proposal 4: It is proposed to adopt a solution where UEs share a discovery identifier on per restricted group/application basis. 

Proposal 5: When the UE sends a request for restricted discovery the UE include a ProSe Application Group ID that uniquely identifies the service as well as the group of UEs that have provided explicit permission to be discovered by other ProSe enabled UEs in the same group

Proposal 6: The ProSe Function assigns a ProSe Application Group Code that uniquely identifies the restricted discovery group. The ProSe Application Group Code includes a temporary identifier that identifies the UE broadcasting the code
******************************* START OF CHANGES *************************************

5.x
Solution for restricted Direct Discovery (Model A) by using a ProSe Application Group ID

5.x.1
Functional Description

Editor’s note:
General description, assumptions, and principles of the solution. 

The solution re-uses the semantics and the procedures defined for Open Discovery in Release 12. It is proposed to support restricted discovery through the use of a ProSe Application Group ID that is unique to an application and a group of ProSe enabled-UEs that have explicitly permitted restricted discovery. The UE sends a request for restricted discovery to the ProSe Function including the ProSe Application Group ID. The ProSe Function assigns a code that is shared to all UEs that are members of the restricted discovery group.
Once ProSe-enabled UEs have received and identified proximity based on the ProSe Application Group Code, the may contact the ProSe Function in order to be informed of the user identify of the UE in proximity.

A high level summary of the solution is as follows:

· Authorisation for restricted discovery is contained within subscription information in the HSS

· ProSe-enabled UEs send a request to be discoverable to the ProSe Function. The request includes a ProSe Application Group ID. The UEs then broadcast a ProSe Function assigned ProSe Application Group Code

· ProSe-enabled UEs sends a monitoring request to the ProSe Function in order to discover ProSe-enabled UEs of the same group. The ProSe Function provides to the UEs the ProSe Application Group Code to monitor.

5.x.2
Procedures

Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.

5.x.2.1 Authorisation for restricted direct discovery

Similar to the Open Discovery procedure, the HSS will contain subscription information regarding support of restricted discovery (announce or monitor).

The following subscription information is additionally defined for restricted discovery:

-
subscription for restricted ProSe Direct Discovery.

5.x.2.2 Configuration & identifiers for restricted direct discovery

It is assumed that restricted discovery groups are configured in an application. The UE sends a request for restricted discovery to the ProSe Function including the ProSe Application Group ID. The ProSe Function assigns a ProSe Application Group Code and a time to live value.

A ProSe Application Group ID includes information of the service the UE requests (i.e. a ProSe Application ID name) as well as an identifier to uniquely identity the restricted discovery group. How the UE is configured with the structure of the ProSe Application Group ID is out of scope of 3GPP.
An example of a ProSe Application Group ID is: “MNC.MCC.ProSe_Service_ID_name.restricted_group_ID”. 

A ProSe Application Group Code includes a temporary identity that corresponds to the ProSe Application Group ID. Additionally, the ProSe Application Group Code includes a temporary identity (assigned by the ProSe Function) that corresponds to the user announcing the code.

5.x.2.3 Announce request procedure
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Figure 1: Announce request procedure for restricted discovery (non-roaming)

0.
The UE is configured with the data structure of the ProSe Application Group IDs corresponding to HPLMN. This step is performed using mechanisms that are out of scope of 3GPP.

1.
If the UE is authorised to announce in HPLMN and is triggered to announce, it shall establish a secure connection with the ProSe Function and it shall send a Restricted Discovery Request (ProSe Application Group ID, UE Identity, announce command, application identity) message for announcing. The ProSe Application Group ID indicates information of the service the UE requests as well as an identifier to uniquely identity the restricted discovery group. The ProSe Function may check with the application server that provided the ProSe Application Group ID whether this identifier is valid.
2.
If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for restricted discovery and create a new context for this UE that contains the subscription parameters for this UE for the duration of the validity timer. If the UE does not issue a new announce request within the duration of the validity timer the ProSe Function shall remove the UE context. .

3.
If the Restricted Discovery Request is authorised, then the ProSe Function shall respond with a Restricted Discovery Response (ProSe Application Group Code, validity timer) message. The ProSe Application Group Code is provided by the ProSe Function and corresponds to the ProSe Application Group ID that was contained in the Restricted Discovery Request. The ProSe Application Group Code also includes a temporary identifier that corresponds to the user/UE announcing the code. The validity timer indicates for how long this ProSe Application Group Code is going to be valid. The UE is authorised to announce this ProSe Application Group Code for the duration of validity timer as long as it remains in the HPLMN. When the validity timer expires or the UE changes its registered PLMN the UE needs to request a new ProSe Application Group Code.

4.
The UE may start announcing the provided ProSe Application Group Code in HPLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.

5.x.2.4 Monitoring request procedure
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Figure 2: Monitor request procedure for restricted discovery (non-roaming)

0.
The UE is configured with the data structure of the ProSe Application Group IDs corresponding to PLMNs the UE is authorised to monitor. This step is performed using mechanisms that are out of scope of 3GPP.

1.
If the UE is authorised to monitor in at least one PLMN and is interested to monitor certain ProSe Application Group ID(s), it shall establish a secure connection with ProSe Function in the HPLMN to which it shall then send a Restricted Discovery Request (ProSe Application Group ID(s), UE Identity, monitor command, application identity) message for monitoring.  The ProSe Application Group ID indicates information of the service the UE requests as well as an identifier to uniquely identity the restricted discovery group. The ProSe Function may check with the application server that provided the ProSe Application Group ID whether this identifier is valid.
2.
If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for restricted discovery and create a new context for this UE that contains the subscription parameters for this UE for the duration the Discovery Filters will be valid. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery. If the UE does not issue a new monitor request within the duration the Discovery Filters are valid the ProSe Function shall remove the UE context.

If the Restricted Discovery Request is authorised, and the ProSe Application Group ID sent by the UE in step 1 indicates another Local PLMN then steps 3-6 are executed, otherwise (i.e. the ProSe Application Group ID indicates HPLMN) only steps 5-6 are executed:

3.
The ProSe Function in HPLMN shall contact other Local PLMNs in order to send the ProSe Application Group ID. The request shall also include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in Local PLMN to perform charging. The ProSe Function may check with the application server that provided the ProSe Application Group ID whether this identifier is valid.
4.
If the ProSe Function of the Local PLMN stores valid ProSe Application Code(s) corresponding to the requested ProSe Application Group ID(s), then the ProSe Function of the Local PLMN returns the related code(s) and the corresponding TTL for each.

NOTE 2:
If the ProSe Function of the Local PLMN does not return any code, than the ProSe Function in the HPLMN notifies the UE that the Discovery Request has been rejected.

5.
The ProSe Function in the HPLMN shall respond with a Restricted Discovery Response (Restricted Discovery Filter(s), Filter ID) message. The Discovery Filter(s) consists of the ProSe Application Group Code(s). The Discovery Filter(s) include the TTL(s). The TTL(s) in the Discovery Filter(s) indicates for how long the Discovery Filter(s) is going to be valid.

NOTE 3:
The UE can randomize the request for assignment of new Discovery Filter in order to guard against a peak of Discovery Requests when the TTL expires.

NOTE 4: In steps 4 and 5 the ProSe Application Group Code will not contain a temporary user identifier. The UE uses the ProSe Application Group Code as a Mask to discover all UEs of the same restricted discovery group
6.
The UE may start monitoring using the Discovery Filter(s) in the radio resources that are authorized and configured by the PLMN(s) to be used for ProSe as defined in RAN specifications.

5.x.2.5 Match procedure

A match is valid when the monitoring UE identifies a “known” ProSe Application Group Code and derives the ProSe Application Group ID. The UE may then contact the ProSe Function in order to identify the user that is in proximity. Details are shown below.
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Figure 3: Match procedure for restricted discovery (non-roaming)

1.
The UE finds a ProSe Application Group Code(s) that matches the Discovery Filters and derives the ProSe Application Group ID. The UE may send a Match Report in order to identify the user id of the announcing UE in proximity. In such a case the UE sends a Match Report including the ProSe App Group Code that includes the temporary user identity of the announcing UE.

2.
The ProSe Function shall check the context for this UE that contains its subscription parameters. The authorisation information also contains the PLMN that this UE is allowed to perform discovery.

3.
The ProSe Function analyses the ProSe Application Group Code and derives the user identity of the announcing UE.

If the PLMN ID that assigned the given ProSe Application Code is another Local PLMN then steps 4-7 are executed, otherwise (i.e. the ProSe Application Code was assigned by HPLMN) only step 7 is executed:

4.
The ProSe Function in HPLMN sends a Match Report (ProSe Application Group Code, temp user id, user identity) to the ProSe Function of the PLMN that assigned the ProSe Application Code. The UE identity information e.g. IMSI or MSISDN can be used by the ProSe Function in Local PLMN to perform charging.

5.
The ProSe Function analyses the ProSe Application Group Code and derives the user identity of the announcing UE.

6.
The ProSe Function in Local PLMN shall send Match Report Acknowledgement (user identity of announcing UE).

7.
The ProSe Function in HPLMN shall send Match Report Acknowledgement (user identity of announcing UE)

5.x.3
Impact on Existing Entities and Interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.
3GPP
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3. Discovery Resp. (ProSe App Group Code including temp user ID, validity timer)
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