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Abstract of the contribution: This contribution reviews the possible approaches for the Restricted Discovery permission handling, and proposed the general principles for developing solutions.
1.
Introduction
In S2-142439 (principles and FFS), different aspects of Restricted Direct Discovery are reviewed, and several issues for further study are identified. Among them, the permission control handling is one of the most important issues to address, since it is one of the major features that differentiate Restricted Discovery from Open Discovery. In this contribution, the potential approaches for the permission control are reviewed and evaluated. General principles for the topic are derived.     
2.
Discussions 
2.1
Permission information basics
2.1.1
Permission information creation
Based on the use cases for the Restricted Discovery, the permission information is normally generated at application layer, using some application layer identifier. An example of a discovery permission involves two identifiers, User_A and User_B, and asserts that “User_A is allowed to be discovered by User_B”.

This could be for example a typical social networking application friend list, or circles. Alternatively, this could be dynamically granted or revoked, by entering such information using some ProSe supported applications. It is therefore reasonable to assume that such permission information is maintained by the Application Server. It should be noted that this does not prevent the case of Application Server being managed by the operator. 
In view of the above, the permission information creation and maintenance for the Restricted ProSe Direct Discovery should be out of scope of 3GPP. No architecture or procedure enhancement is required. 
Proposed Working Assumption 1: The permission information is created at application layer and maintained by the ProSe Application Server, via means out of scope of 3GPP.
2.1.2
Enforcing permission in Restricted Direct Discovery
In order to enforce the permission control for Restricted Direct Discovery, the permission information needs to be used within the Restricted Direct Discovery procedures. 
In Rel-12, there are already mechanisms defined for EPC-level discovery for the permission control over PC2 reference point, e.g. the Map Request/Response defined in TS 23.303 clause 5.5.5. The same mechanism can be reused for Restricted Direct Discovery. Some adaptation of the parameters might be necessary, e.g. there is no EPUID involved. The example operations for the Announcing UE and Monitoring UE are presented below:
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Figure 1: Announce Request operation for Restricted Direct Discovery (roaming)
As shown in Figure 1:

0.
The Announcing UE obtains its Restricted ProSe App ID from the ProSe App Server, and sets the permission for the restricted discovery. Optionally, if the App Server supports, the Announcing UE also provides the UE ID to the ProSe App Server. The UE ID could be for example IMSI or MSISDN. 

NOTE:
These procedures are out of scope of 3GPP. 

1- 6.
These are identical to those of the clause 5.3.3.3 of TS 23.303, with the following difference:

-
The ProSe App ID is replaced with Restricted ProSe App ID;

-
There is an indication added to Discovery Request to convey this message is for Restricted Direct Discovery;
2.a and 2.b
Optional verification reusing the Map Request/Response mechanism, as that of step 2 and 3 of clause 5.5.5 of TS 23.303, defined for EPC-level Discovery.  Further details of this are explained in section 2.1.3.   
NOTE: 
Whether step 2.a/b is executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the Application Server enforces permission control at application layer, these steps are not needed. 
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Figure 2: Monitor Request operation for Restricted Direct Discovery (roaming)

As shown in Figure 2:

0.
The Monitoring UE obtains its Restricted ProSe App ID from the Application Server, and at the same time obtains the Restricted App ID for the Announcing UE it wants to discover. Optionally, if the App Server supports, the Monitoring UE also provides the UE ID to the ProSe App Server. The UE ID could be for example IMSI or MSISDN. 
These are out of scope of 3GPP. 
1.
This is the same as step 1 of clause 5.3.3.5 of TS 23.303, with the following difference:

-
ProSe App ID is replaced with Announcing UE's Restricted ProSe App ID;

-
Monitoring UE's Restricted ProSe App ID is also provided, as the Requester Restricted ProSe App ID;

-
An indication is added that this is for Restricted Direct Discovery.  

2.
This is the same as step 2 of clause 5.3.3.5 of TS 23.303.

3.
This is the same as step 1 of clause 5.3.3.5 of TS 23.303, with the same addition as in step 1.

3.a
-3.c These are optional procedures, as step 2 and 3 of clause 5.5.5 of TS 23.303 defined for EPC-level discovery, with the following difference:

-
An indication is added to indicate that this is for Restricted Direct Discovery;

-
In Map Request, the Restricted ProSe App IDs are used to replace the ALUID;

-
In Map Response, the UE ID corresponds to the Requester Restricted ProSe App ID is returned.
Same as that in the EPC-level discovery, the permission verification is carried out at the ProSe App Server. 

NOTE 1: 
Whether step 3.a-3.c are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the Application Server enforced permission control at application layer, these steps are not needed. 

NOTE 2: 
When supported by the Application server, step 3.a-3.c may be executed in a batch mode, i.e. the ProSe Function places a wildcard for the Requester Restricted ProSe App ID. This is essentially downloading the Announcing UE's permission list to the ProSe Function. This is an optimization that can be decided between the operator and Application Server operator (e.g. when they are the same operator). 

NOTE 3: 
The reason that the UE ID is included in step 3c is because the ProSe Function may be configured to verify that the UE ID provided by the monitorer indeed is the one that is associated with the claimed Requster’s Restricted ProSe App ID in the same Discovery Request message. See section 2.1.3. 

4-6. These are identical to that of clause 5.3.3.5 of TS 23.303.
It is obvious from the above that the permission control mechanism of the Rel-12 EPC-level Discovery can be reused for the Restricted Direct Discovery. It requires minimum change to the existing Rel-12 architecture and procedures.  Therefore, if this principle is followed, Restricted Direct Discovery could be realized in Rel-13 based on the Open Direct Discovery framework.
Proposed Principle 1:  The permission control for Restricted Direct Discovery is based on the mechanism over PC2 reference point defined for EPC-level Discovery in Rel-12. The additional operations occurs in the application layer are out of scope of 3GPP.  
2.1.3
ProSe related identifier mapping and maintenance

If the Direct Discovery procedures defined in TS 23.303 are used for Restricted Direct Discovery, there are two places that the relationship between UE identity and Restricted ProSe App ID needs to be verified. 

The first place is during the Announce Request, when the ProSe Function needs to verify that the Announcing UE owns the Restricted ProSe App ID (replacing the ProSe App ID) it requests a Code for. 
The second place is during the Monitor Request, when the ProSe Function needs to verify that the Requester Restricted ProSe App ID provided is owned by the Monitoring UE.  Note that in some deployments such verification may not be requried, since the permission control can be done in application layer (thus the Monitoring UE does not need to send its own Restricted ProSe App ID to the ProSe Function). 
Figure 1 below shows the relationship between the identifiers involved in ProSe Restricted Discovery in the different domains. 
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Figure 3: ProSe related IDs in different domains 

The Application realm maintains the Application IDs,  Restricted ProSe App ID, UE IDs . 
On the other hand, the 3GPP realm maintains the UE ID (and associated credentials) and ProSe Application Code(s) assigned to the UE. The UE ID could be IMSI or MSISDN according to TS 23.303. 

Therefore, in the Announce Request, when the UE passes the Restricted ProSe App ID to the ProSe Function over PC3 interface, the ProSe Function needs to verify the Restricted ProSe App ID  against the UE ID, which it can use to authenticate the UE. To this end, ProSe Function requires assistance from the Application Realm, i.e. the ProSe App Server, since the Restricted ProSe App ID is allocated and maintained there. Obviously, the mapping between the Restricted ProSe App ID and the UE ID needs to be created before the Announce Request. This means some sort of UE ID needs to be provided by the UE to the ProSe App Server over PC1. These procedures are out of scope of 3GPP.
Similarly, in the Monitor Request, the UE would pass its own Restricted ProSe App ID  to the ProSe Function over PC3 interface. The ProSe Function would also need to obtain assistance from the ProSe App Server for the verification against the UE ID. This requires the UE ID to be available at the ProSe App Server as well. 
In the above two cases, the mapping of the application layer ID, i.e. Restricted ProSe App ID , to the UE ID, e.g. MSISDN or IMSI, are created at the application layer. And, ProSe Function needs to have access to them for the Restricted Discovery permission control. 

We also note that a in a typical use case, a user may access the same application on different mobile devices at different times or locations, e.g. mobile phone, tablets, etc., assumingly all ProSe-enabled UEs. Therefore, there could be quite a dynamic relationship between the device identity and the application layer identity. Such mapping would naturally be managed by the ProSe Application Server.
Proposed Working Assumption 2: The Restricted ProSe App ID to UE ID mapping is created and maintained by the ProSe Application Server, and it is made available to the ProSe Function for Restricted ProSe Direct Discovery, similar to that of the EPC-level Discovery case.

2.1.4
Update of Permissions
The permission information could be dynamically updated at application layer, e.g. when a user adds a new friend to his/her list, or the user decides to remove/block users in the friend list. This could happen frequently depending on the social interactions of the users. 

Similar to the permission information creation, such updates originate from application layer, and result in updates of the permission information maintained therein. 

The removal of a member in permissions would require the Application Server initiated revocation of the permission of a removed member already authorized via a past Monitoring Request.  The ProSe Application Server can either inform the ProSe Function right away of the change, or else wait until the next time the ProSe Function asks for permission information, presumably whenever the Code expires or a new Monitoring Request procedure for this user is initiated. 
In any case, the dynamic permission update should be supported and new permission needs to be enforced. However, if realtime permission updates are not required, the effect of timely permission changes can be achieved via shorter expiration timers on the ProSe Application Codes for Restricted Discovery. This is up to the policy configured at the Application Server. 
Proposed Principle 2: Dynamic permission update is supported in Restricted Direct Discovery. 
3.
Proposal

Add the following general principles to TR 23.713 for Restricted Direct Discovery.

**************Start of First Change ****************

5
Restricted ProSe Direct Discovery (non-public safety use)
Editor’s note:
This clause is intended to document the agreed architecture solution for restricted discovery (non-public safety use). 
5.1
Solution for restricted Direct Discovery

5.1.1
Functional Description
Editor’s note:
General description, assumptions, and principles of the solution. 
The following working assumptions apply to Restricted Direct Discovery:

-
The permission information is created at application layer and maintained by the ProSe Application Server, via means out of scope of 3GPP.
-
The Application Layer User ID to UE ID  mapping is created and maintained by the ProSe Application Server, and it is made available to the ProSe Function for Restricted ProSe Direct Discovery, similar to that of the EPC-level Discovery case.
The solution for Restricted ProSe Direct Discovery follows the following principles:

-    The permission control for Restricted Direct Discovery is based on the mechanism over PC2 reference point defined for EPC-level Discovery in Rel-12. The additional operations occurs in the application layer are out of scope of 3GPP.  
-
Dynamic permission update is supported in Restricted Direct Discovery. 
5.1.2
Procedures

Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.

5.1.3
Impact on Existing Entities and Interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.

5.2 
Topics for further study for restricted Direct Discovery

Editor’s note:
Topics for FFS will be collected for this particular functionality. 
5.3
Conclusions on restricted ProSe Direct Discovery (non-public safety use)
Editor’s note:
Conclusions will be collected for this particular functionality
**************End of changes ****************
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