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Abstract of the contribution: This contribution discusses the mechanism for restriction check in order to enable restricted discovery.  Two potential options are identified and analysed. One option is to perform restriction check by the announcing UE.  The other option is to utilize the ProSe Function for restriction check.  Pros. and cons. of these two options are provided and it is concluded that the second option is preferred.
Background
During Rel-12 discussion, SA2 has specified the definitions of open and restricted discovery in TS 23.303.  Open discovery is the case where there is no explicit permission that is needed from the UE being discovered, whereas restricted discovery only takes place with explicit permission from the UE that is being discovered.  However, stage-2 solution for restricted discovery is not specified in normative specifications during Rel-12.  This feature is now in the scope of Rel-13.
Compared with open discovery, restricted discovery requires certain security mechanisms.  SA3 has analysed the security threats, requirements as well as the possible post Rel-12 solutions which are captured in TR 33.833.  Security parameters needed for restricted discovery are to be specified in SA3.  
From SA2 perspective, one key issue for restricted discovery is how to conduct the “explicit permission” i.e. restriction check.  This paper addresses this issue and two options are identified.  One option is to perform restriction check by the announcing UE.  The other option is to utilize the ProSe Function for restriction check.  Pros. and cons. of two options are analyzed and we finally conclude the second option is preferred for Rel-13 restricted discovery. 
Two options for restriction check
Figure 1 shows the ProSe architecture for non-roaming case (cited from TS 23.303).  It is noted that in this paper we mainly consider E-UTRAN-based ProSe direct discovery as example.  Referring to Figure 1, the announcing/monitoring UE, (i.e., UE A as announcing UE and UE B as monitoring UE), ProSe Function and HSS may be involved for restriction check.  From our point of view, there can be two potential options for restriction check as follows.
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Figure 1.  ProSe architecture for non-roaming case (cited from TS 23.303 Section 4.2)
· Option 1: UE-based mechanism for restriction check.

With this option, the announcing UE maintains the restriction information including which UEs are allowed to discover.  Permission check signaling is terminated by the announcing UE.  ProSe function may be involved to fetch the user subscriber information but it doesn’t maintain the restriction information for the announcing UEs registered.  An example signaling procedure for option 1 is provided as follows.
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Figure 2.  Example procedure for option 1

Referring to Figure 2, in step 1a/b, similar to Rel-12 procedures for open discovery specified in TS 23.303 5.3.2, service authorization is conducted for both announcing and monitoring UEs.  The ProSe Function may contact HSS to fetch user subscription data in order to create ProSe-related context for each announcing/monitoring UE.  
In step 2a, for the announcing UE, it needs to send Discovery Request message over PC3 interface to ProSe Function.  Upon receiving the Discovery Request, ProSe Function detects UE A support restricted discovery and then allocates ProSe Application Code, validity timer (which are specified for Rel-12) as well as security parameters (as mentioned in background section, detailed security parameters are to be decided by SA3 for Rel-13) to protect the ProSe application code in PC5 interface.  The security parameters are required to prevent those unauthorized UEs to decode the ProSe Application Code of UE A.  In step 3a, such parameters are delivered to UE A in step 3a before discovery over PC5 interface.

In step2b, the monitoring UE needs to send Discovery Request message over PC3 interface to ProSe Function in step 2b. Upon receiving this message, the ProSe Function obtain the potential UEs to be discovered and if some of these UEs are performing restricted discovery, ProSe Function needs to initiate restriction check message to the announcing UE(s) in step 2b’.  In step 3b’, restriction check is conducted by the announcing UE and result is firstly replied to the ProSe Function.  If the result is “permitted”, the ProSe function need to provide the ProSe application code(s), mask(s) as well as the security parameters which are needed to decode the discovery message by monitoring UE.

Finally, discovery over PC5 interface is performed by announcing and monitoring UEs.

From the above analysis, it can be observed that for this option, the announcing UE need to maintain the restriction information regarding to which UEs are allowed to discover it and OTA (over-the-air) signalling occurs for each restriction check.  In case the announcing UE is approaching to a dense UE area, such restriction check may cause frequent OTA signalling which may cause considerable signalling load and also power consumption.  The monitoring UE’s identifier maintained in the announcing UE might be a critical info.  At least, IMSI should not be used due to security and privacy concern.
· Option 2: ProSe Function-based mechanism for restriction check.

With this option, ProSe function maintains the restriction information including which UEs are allowed to be discovered by which UEs per certain applications.  Permission check signaling can be terminated by ProSe Function without the involvement of the announcing UE for each discovery.
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Figure 3.  Example procedure for option 2

Referring to Figure 3, signalling procedures over PC3 interface in step 1a/b, 2a and 3a are similar to option 1.  The major difference from option 1 are reflected in the procedures for the monitoring UE in step 2b and 3b.  In option 2, for the monitoring UE, it needs to send Discovery Request message over PC3 interface to ProSe Function in step 2b.  Upon receiving this message, the ProSe Function obtains the potential UEs to be discovered and if some of these UEs are performing restricted discovery, ProSe Function could conduct restriction check for the announcing UE.  As long as the restriction information is available in ProSe Function, there is no need to involve the announcing UE for each restriction check.  In step 3b, similar to option 1, if the restriction check result is “permitted”, ProSe function provides the ProSe function need to provide the ProSe application code(s), mask(s) as well as the security parameters which are needed to decode the discovery message by monitoring UE.

From the above analysis, we can observe that for this option, the ProSe Function maintains the restriction information regarding to which UEs are allowed to discover an announcing UE and OTA(over-the-air) signalling doesn’t occurs for each restriction check.  This can avoid the issue of option 1 in terms of OTA signalling.
Pros. and cons. of two options
Based on the above analysis of two options, a summary table on the pros. and cons. are provided as follows.
	
	Function split/main feature
	Pros.
	Cons.

	Option 1
	· Restriction information maintained in announcing UE 

· Restriction check performed by announcing UE
	· No impact on ProSe Function for restriction check and restriction information maintenance
	· Increased UE signaling load
· Increased UE complexity

	Option 2
	· Restriction information maintained in ProSe Function

· Restriction check performed by the ProSe function
	· Reduced UE signaling load
· Reduced UE complexity
	· ProSe function needs  to maintain restriction information and also restriction check


Proposal 1:  We propose SA2 to take into account the pros. and cons. of the two options when evaluating the restricted discovery solution.

Meanwhile, regarding to whether ProSe Function is suitable to maintain the restriction information, we think ProSe function is suitable to carry out this task due to the following reasons:
1) ProSe Function can interact with HSS to fetch user subscriber data if maintenance of the restriction information need, over PC4a interface, either MSISDN or IMSI can be used.  Also, ProSe Function can interact with ProSe Application Server via PC2 interface to collect application related information if the restriction information requires.  Therefore, from architecture point of view, ProSe function is suitable to maintain such restriction information for D2D pairs.
2) As an EPC node in operator’s domain, ProSe Function can maintain the identifier of the monitoring UE either by IMSI and MSISDN.  If the restriction information maintained by announcing UE, IMSI cannot be used.  There is no such constraint for option 1 as ProSe Function can know the IMSI of the monitoring UE without privacy concern.
Considering the pros. and cons. as well as the above analysis, we propose

Proposal 2:  SA2 agree option 1 is not preferred and option 2 is considered as the baseline for restriction check.
Conclusion and proposal
In this paper, we discussed two options for restriction check to support restricted discovery and as conclusion we have the following proposal:

Proposal 1:  We propose SA2 to take into account the pros. and cons. of the two options when evaluating the restricted discovery solution.
Proposal 2:  SA2 agree option 1 is not preferred and option 2 is considered as the baseline for restriction check.
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