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Abstract of the contribution: By doing a re-route before the NAS security is setup, the initial assignment of DÉCOR can be simplified and the total system impact reduced.  
Discussion

It was identified during the Q4 investigation of Overlay CN (e.g. S2-133909) that a Re-route command from one MME to an Overlay MME has a security issue. Once the NAS security between the first MME and the UE had been established, the Overlay MME could not communicate with the UE without significant impacts to the existing attach procedure.
(5.3) Initial Assignment of DÉCOR MME/SGSN in E-UTRAN.
By extending the initial authentication signaling between the MME and the HSS, the impacts to the attach procedure and the total system could be kept limited. The Authentication Information Request/Answer messages would be amended with one new parameter, “CN type”.
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Figure 1: Re-routing before NAS security setup
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Figure 2: Initial assignment of DÉCOR at E-UTRAN Attach
Each MME is assumed to have a pre-configuration which CN type it is, “MME CN type” in the figure above. That information is included in the AIR message at step 7. The HSS checks the UE CN Type in its subscription info, and if the UE CN Type differs from the MME CN Type the AIA message is returned without allocating any security vectors. If the UE CN Type and the MME CN Type are the same, security vectors are allocated as normally and the AIA message returned with vectors and the UE CN Type.

The MME initiates a re-routing if the UE CN Type differs from the MME CN Type and no security vectors are returned in the AIA message. The re-routing parameters to the eNB are provided by MME. 

In some situations a re-routing may be initiated before the HSS has been contacted. In the figure above when the MME have done up to step 6 and not yet started step 7, it may be possible to evaluate available information about the UE (e.g. IMSI, information received in the NAS such as MS/UE network capabilities, subscription information that might have been retrieved from an old MME/SGSN, etc) and based on that take a decision if there are any Dedicated CN that should better serve the UE than the present CN/MME. Some examples where this could be appropriate are:

· It is a roaming UE and any CN type of the HPLMN would not be useful

· An old SGSN/MME context with the UE CN type is present

· It is a roaming Cat-0 UE (i.e. constrained MTC LTE device) and the operator has decided to move all Cat-0 to a specific Dedicated CN for constrained MTC devices

· The MME has a configuration that the HSS in the HPLMN does not support Dedicated CN 

· etc
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Figure 3: Initial assignment of DÉCOR at E-UTRAN TAU 
The specific case when the UE CN Type changes in HSS, should be possible to handle using the normal procedure for update of subscription parameters. The CN type parameter is pushed down to the serving MME together with other subscription parameters. A change of the CN type parameter should be a quite rare event and it might not be urgent to transfer the UE to the new dedicated CN when it happens. MME implementation may consider how to handle the event.
Advantages

The advantages with doing a re-route before the NAS security is established, is that the initial assignment of DÉCOR can be simplified and the total system impact reduced. For example. the procedure in the Overlay MME would execute as normal with no or just minimal impacts, the CN domains in Shared Network configurations would be less coupled, etc. It is proposed evaluate this possibility further and add relevant parts of the discussion above to the TR.  
Proposal

It is proposed evaluate this possibility further and add the parts marked with changed marks in the discussion above to the TR under clause 5.3 Initial Assignment of DÉCOR MME/SGSN in E-UTRAN.
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From this point the attach procedure executes normally
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