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1. Introduction

1.1 The "Why"

This document proposes a solution to address Key Issue 5.1 (delivery of message to a group) using PDN connection(s). During the first presentation of the high-level solution during SA2#104 offline call, some companies questioned the need for this solution. Given that this we are in early Rel-13 stages, the authors of this paper consider such questions to be inappropriate, and belonging more to the evaluation phase. Nonetheless, in the spirit of advancing the work, the authors explain the rationale below:
TR 23.887 defines three solutions for handling the issue of delivering messages to user(s) in a group. CBS-based, eMBMS-based, and IP multi-cast based. 
Use of CBS/PWS in E-UTRAN requires a UE to be attached to the network. In LTE, at the time of attach the UE is granted atleast a default PDN connection. In order for UE to remain attached to LTE, atleast one PDN connection must exist. 

Observation 1: CBS/PWS solution for this issue requires at least one PDN connection to be maintained at the UE, and in the network.
When using eMBMS in E-UTRAN, the UE is required to be LTE attached.
Observation 2: eMBMS (or derivates thereof eg GCSE) solution for this issue requires at least one PDN connection to be maintained at the UE, and in the network.
When using IP mutli-cast solution in E-UTRAN, the UE is also required to be LTE attached.
Observation 3: IP-multicast solution for this issue requires at least one PDN connection to be maintained at the UE, and in the network.
Observation 4: All existing solutions documented in TR23.887 require, at minimum, atleast for E-UTRAN, the UE to have at least one PDN connection to be maintained at UE and in the network.
The use-cases used for justifying requirements for this work in both SA1 and SA2 do indicate usage of power meters, smart meters, street lamps etc to serve as possible target UEs (belonging to a group). It is not unreasonable to assume such devices have bare minimal LTE functionality (e.g. bare bones LTE stack with only one (default) PDN connection throughout its lifetime). Support of eMBMS, PWS etc places additional burden not only on the processing on the UEs but also on battery life, cost of such devices etc.  
Rel-12 defined an optional feature of Power Savings Mode (PSM) wherein if supported and enabled, a UE is allowed to shut off its Access Stratum (AS) for the duration of the received "Active Time". At the time of authoring of this paper, only UE and MME are aware of use of this feature, and the corresponding values involved. In order for UE to perform MO communication while Active Timer is running, UE first has to perform relevant NAS procedures (e.g. TAU or SR). If PSM is employed by the UE (which is not a far-fetched assumption to make for low-cost devices being discussed above) any broadcast based solution (such as CBS, eMBMS) would require enhancements to support the key-issue being discussed in this paper regardless.
Observation 5: To allow Rel-12 PSM to work, solutions ported from TR 23.887 would require enhancements anyways.
Conclusion 1: In light of observations #4, and #5, the authors of this paper believe that a solution based on least common denominator (PDN connection) could be included in the TR, and at least studied.
1.2 Let us get on the same page

What does group identifier identify?

During the SA2#104 offline call, there were plenty of discussions on the meaning of "group identifier":
· Distinguishing between internal (to 3GPP) vs external (to 3GPP) group identifiers

· Uniqueness of group identifiers (per PLMN? Per operator? Across operators? Globally? etc)

Although such discussions are covered in the formulation of new key issue for "Group addressing", and aren't of direct concern to the key issue being addressed here, the colloquial conclusion was that group identifiers for addressing/messaging (key issue #5.1) could be different from group identifiers for policing (key issue #5.3) E.g. a customer may group half of its devices in smaller groups of a 10,000 devices for group based addressing, whilst bundling all its one million devices in one big group based addressing group.
Conclusion 2: Key issue (either #5.1, #5.3, or new key issue for addressing) should be updated to indicate that group identifiers used for addressing can be different from group identifiers used for policing.
Observation 6: Group identifiers used for policing are required to select the same PDN GW (in HPLMN) and same PCRF for all users belonging to the group.

How can these group identifiers used for addressing/message be exchanged, and with whom?

In this proposal, the group identifier used for addressing/messaging is denoted by 3gpp-group-id. HSS subscription is updated with 3gpp-group-id on a per user per APN basis (e.g. APN=”internet”, “group-id-messaging=A, B, C”). Each 3gpp-group-id will also be associated with an external group identifier to be used for addressing/messaging. 3gpp-group-id is sent by HSS to the MME (as part of normal EPS signalling), and to MTC-IWF (when requested over S6m).

When received, MME stores 3gpp-group-id(s) information in the UE MM context. Therefore, at the time of user's attachment to the network the MME is informed of the association of APN to 3gpp-group-id(s). At the time of PDN connection for each UE, the 3gpp-group-id(s) are communicated by the MME to SGW and PGW. Both SGW and PGW store 3gpp-group-id(s) in the EPS  bearer context for the UEs. In addition, the 3gpp-group-id(s) are sent to the UE as part of EMM/ESM signalling during PDN connection establishment. 
Observation 7: Because a UE may belong to multiple groups and multiple group identifiers for addressing/messaging may trigger same or different applications/services running in the UE, the knowledge of 3gpp-group-id allows for appropriate message routing/handling within the UE. 
How to handle message delivery to UE(s) in a group for which PSM is activated?

At the time of authoring of this paper, Rel-12 activation of PSM feature is known only to UE and MME (at the NAS layer). As the UE's AS layer is shut down, any network-initiated (CN or RAN) attempt to "wake-up" the UE will not work. The authors of this solution feel the least non-intrusive way to solve it would entail 
a) Make the "delivery of message to a group" which involves PSM enabled devices as a configuration option

b) And if configured, then MME making SGW aware of the largest wait time (largest "Active time" remaining) involved. 
2. Proposal

Introduce the following key issue to new TR for GROUPE.
* * * Next Change * * * *

5.1.3
Solutions

5.1.3.X
Solution: Delivery of messaging to a group using PDN connection(s) 
5.1.3.X.1
General

This solution proposes to deliver messages to a group by using UE's (which are part of the target group) existing PDN connection via S1-U tunnel. 

Although the detailed solution is outlined for an E-UTRAN network, the concepts equally apply to GERAN and UTRAN networks as well.
5.1.3.X.2
High-Level Architecture
The high-level architecture of this solution is as shown below:
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NOTE 1:
"*" in figure above indicates enhancements to existing interfaces
NOTE 2:
"+" in figure above indicates optional enhancements, without the employment of which, the solution still works.

The solution introduces a new interface "Tg" between the MTC-IWF and the PGW.

NOTE 3:
Use of existing protocols such as DIAMETER is seen feasible, or other light-weight protocols such as XMPP is also possible. Details such as the exact message names used, protocol of choice etc for Tg interface is left up to Stage 3.
At the high-level the following is sequence of events involved in delivery of message to a group

1. SCS sends the message destined for a group to the MTC-IWF using Tsp. The target group is identified via “external” group id. Other necessary parameters such as geo/RAT restriction, message expiration timer, source IP address of the sender of the message etc are also sent.
2. MTC-IWF performs similar checks as described in TS 23.682 for SCS validation etc. In addition, it requests translation of "external" group id (received in step 1) to "internal" group id (used only by 3GPP system).
3. After verification, MTC-IWF using "Tg" interface sends the message to PGW.
4. PGW uses a new group GTP user-plane tunnel to deliver the message to SGW via DOWNLINK DATA.
5. SGW upon receiving this message from PGW acts as follows

a. For ECM_CONNECTED users where SGW has existing S1-U tunnel(s), it sends the message using the S1-U tunnel corresponding to the PDN connection used for the group APN

b. Delivery of message to ECM_IDLE UE(s) in a group is an operator configuration. If configured, then SGW page UEs (via MME) to request switching to ECM_CONNECTED before delivering the message per /5.a/ above.
5.1.3.X.3
Node Selection
SCS selecting MTC-IWF
SCS selection of the MTC-IWF follows mechanisms specified in TS 23.682.

MTC-IWF selecting PGW

HSS is aware of the PGW to which a UE's PDN connection to a particular APN is established. HSS maintains for each 3gpp-group-id(s) the list of PGW selected across all the UEs of the group. Along with 3gpp-group-id(s), the HSS sends PGW address to the MTC-IWF. MTC-IWF sends the message to each PGW as indicated from the HSS.

NOTE  :  If the group identifier used for addressing/messaging are the same as the one used for group policing, then it means only a single PGW will exist for all the addressed users. 
5.1.3.X.4
S5/S8 Group tunnel establishment
Today, GTP "session" is a per UE per PDN connection level granularity. The solution extends this concept on S5/S8 and proposes to have new Group-specific TEIDs for control (C-) plane, and user (U-) plane. Various options on how group tunnels get established exist, such as:
· Pre-configured / reserved TEID for 1 Group C- and 1 Group U-tunnel (to be used for messages to all groups)

· Signalling means (e.g: Create/Delete Group Tunnel Request and Response similar to Create Session Request and Resposne) to establish/tear-down TEID for Group C- and U- plane tunnel 

NOTE 1:
The choice of method(s) can be left to Stage 3 discussions.

Group C- plane and U-plane tunnel is only employed for delivery of messages to a group of users.

NOTE 2:
If additional use-case(s) are identified, then the use of group tunnel can be expanded.

Only one Group C- plane and U- plane tunnel is established between a given SGW and PGW. It is established when the first user belonging to a group connects to the PDN via that SGW. In roaming scenarios where S8 is employed, establishment of group tunnel is based on operator configuration.
5.1.3.X.5
Detailed Solution
The following figure describes how the 3GPP system delivers a message intended to be sent to users in a group.
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1. SCS sends the message destined for a group to the MTC-IWF using Tsp. The target group is identified via “external” group id. Per existing Tsp spec, SCS identifier is included. Optionally other information such as source IP address of the originator of the message payload, location/area restriction information, RAT(s) restriction information, message expiration/validity timer are also sent.
NOTE 0:  The source IP address of the origination of the message payload is optionally sent to allow proper population of source IP address for the GTP-u packet by SGW.
NOTE 1:  location/area restriction can be in geo-coordinates, civic address or TAI/ECGI granularity. If received in geo-coordinates or civic address format, MTC-IWF converts it to TAI/ECGI level granularity. The details of such conversion are outside the scope of specifications.
2. MTC-IWF performs similar checks as described in TS 23.682 5.2.1 for SCS identification validation, quota or rate violation etc with the HSS. 
NOTE 2:  The format of internal group id (3gpp-group-id) can be decided during normative specification. It is expected to uniquely identify an addressing/messaging group within a PLMN.
NOTE 3:  MTC-IWF may optionally perform message payload size validation. If the payload exceeds either the SLA agreement or a maximum configured size, then MTC-IWF may reject the message delivery request from the SCS.

3. HSS translates "external" group id  to "internal" group id (3gpp-group-id). HSS may be configured with message delivery RAT restriction as well. In such cases, information sent by the HSS to the MTC-IWF overrides information received over Tsp. HSS also sends the PGW identities selected for handling users belong to the group identified by 3gpp-group-id.
4. After verification, MTC-IWF uses "Tg" interface to send the message to all PGW identities received from the HSS. If location/area restrictions exist, then after conversion to TAI/ECGI, this information is also sent to the PGW. If the location / area restriction is needed at a cell level (ECGI level), then the ECGI list can be sent as <TAI, ECGIs in this TAI> tuple. Sending the ECGI list as <TAI, ECGIs in TAI> tuple helps the MME in determining which HeNBGW to page in case the ECGI represents a HeNB behind a HeNBGW. Step 9 below explains this procedure. If RAT restrictions exist, then after appropriate validation this information is also sent to the PGW. Any information received over Tsp (as mentioned above) such as source IP address of the originator of the message payload, message expiration/validity timer are also sent. MTC-IWF also sends 3gpp-group-id to the PGW. In addition, a message-id to identify the message transmission on Tg is included.
5. Using 3gpp-group-id, PGW retrieves EPS bearer context of all associated UEs (identified via IMSIs) to which the delivery of the group message is intended for. PGW sends DOWNLINK DATA via Group U-plane tunnel to each SGW anchoring the UEs in the group.
NOTE 4:  If a given 3gpp-group-id involves users spanning multiple PGWs, then each PGW sends DOWNLINK DATA message to each SGW peer identified via EPS bearer context.
NOTE 5:  location/area restriction, RAT(s) restrictions, message expiration/validity timer, message-id etc are proposed to be sent in DOWNLINK DATA as GTP-U headers as well.
Editor's Note: If GTP-U message bloating is a concern (due to # of TAI/ECGI) then it also possible to send this information via Group C-plane tunnel via a new nodal level message.
NOTE 6:  Message-id is used by the SGW to avoid re-transmissions of the same group message when received from multiple PGWs.
6. For ECM_CONNECTED users where SGW has existing S1-U tunnel(s), it sends the message, keeping the provided RAT and TAI/ECGI restriction in mind, using the S1-U tunnel corresponding to the PDN connection used for the group APN. In order for the SGW to know the ECGI/TAI/eNB ID from where the UE last sent Service Request from or the ECGI where UE last handed over to, the following modifications to existing S11 signalling are proposed
a. In the Modify Bearer Request/Modify Access Bearer Request triggered due to Service Request procedure, MME can always include the ULI IE (currently it is included only if PGW had requested ULI reporting) along with an indication flag stating that this ULI has to be locally consumed by SGW without forwarding to PGW. 
b. In the Modify Bearer Request triggered due to X2 handover / S1 handover procedures, the MME can always include the ULI IE (currently it is included only if PGW had requested ULI reporting) along with an indication flag stating that this ULI has to be locally consumed by SGW without forwarding to PGW.

c. Such inclusion of ULI in Modify Bearer Request can be done only for UEs and the PDN connections belonging to the APN that have a 3gpp-group-id-messaging provisioned.

This would allow the SGW to know the ECGI/TAI/eNB ID from which the UE last went into ECM-CONNECTED mode. This will be used by SGW to forward the downlink group data to UEs in ECM-CONNECTED mode if the geo restriction is at eNB or TAI level. However SGW will not know about any further intra eNodeB inter cell handovers (change in ECGI). If the received downlink packet for the group has ECGI level geo restriction, then the SGW need not forward the group data to all the ECM-CONNECTED mode UEs of that group immediately. The SGW has to follow the "Group message delivery for ECM-CONNECTED UEs with ECGI level geo restriction" procedure described later.
For those UEs who have been allocated an IPv4 address for the PDN connection SGW creates GTP-U packet by framing the IP packet with source address as either the user payload's source address received via Tsp(T5(S5/S8 route or SGW's own IP address. The destination address is the UE's IPv4 address. This framed IP packet is tunnelled over the GTP-U towards eNB. If the IPv4 address for UE is allocated through DHCPv4 as specified in clause 5.3.1.2.4 of 3GPP TS 23.401 (deferred IPv4 allocation) then the PGW shall inform the SGW through an Update Bearer Request message of the allocated IPv4 address for the UE.
For those UEs who have been allocated an IPv6 address for the PDN connection SGW creates GTP-U packet by framing the IP IP packet with source IP address as either the user payload's source address received via Tsp(T5(S5/S8 route or SGW's own IP address. The destination IP address is the link-local address of the UE. 

NOTE 7:  link-local address address for UE is constructed as FE80 + Interface Identifier which is received from PGW in PAA IE in Create Session Response at the time of PDN creation (per existing specs).
Until the message expiration/validity timer (received via Tsp(T5(S5/S8 route) expires, SGW buffers the message for delivery for idle mode UEs converting to connected mode. After its expiration, SGW discards the message. If SGW receives "largest active time remaining" value, and if configured to accommodate message delivery for PSM devices, then SGW replaces the message expiration/validity timer with this value. This allows SGW to buffer the message until the last PSM-activate UE connects to the network, thereby ensuring message delivery to such device.
7. eNB sends the downlink data via S1-tunnel to the UEs. 
Delivery of message to ECM_IDLE UE(s) in a group is an operator configuration. If configured, then two alternatives are proposed here.
Alternative 1

8. SGW uses TEID of any one of the user belonging to 3gpp-group-id to send a single Downlink Data Notification with (3gpp-group-id, EBI, ARP, ECGI/TAI restriction). 

NOTE 8:  EBI and ARP are existing parameters. Shown here for brevity.

8a. If MME has activated PSM for any of the UE(s) being addressed by 3gpp-group-id, and if configured to accommodate message delivery for PSM devices, then it sends in Downlink Data Notification Acknowledgement to the SGW, the largest of Active Time remaining. If SGW receives different values from each MME, then it picks the largest of the received value (termed "largest active time remaining"). 
NOTE 9:  For each PSM-activated UE, MME keeps track of expiration of Active Time per existing Rel-12 specs today.

9. MME uses the presence of 3gpp-group-id to decide whether to page the group identified by 3gpp-group-id or just the UE whose MM context is represented by the S11 TEID this message is received on. If former, then MME sends PAGING message, to only those eNBs matching TAI/ECGI restriction criteria, with the paging identity set to 3gpp-group-id. If the paging has to be restricted at an ECGI level, the MME determines the eNB to be paged based on the MSB 20 bits of ECGI. But if the ECGI represents the cell ID of a HeNB behind a HeNBGW, then the MSB 20 bits will not match any of the eNB ID connected to MME. If the MME cant determine which eNB ID it has to send the paging to, it will use the TAI to which this ECGI is part of to identify the HeNBGW. Each HeNBGW serves a distinct set of TAIs. This is where sending ECGI as <TAI, ECGI List> tuple as mentioned in step 4 helps.
10. eNB sends the group page. If ECGI is included, then the group page is restricted to ECGIs identified by the MME. UE(s) belonging to the group respond by using TS 23.401 5.3.4.3 step 5 "Service Request procedure" to convert from ECM_IDLE to ECM_CONNECTED.
Editor's Note:  The details of the paging mechanism are for RAN2 to work out. 
11. After UEs transition to ECM_CONNECTED mode, SGW delivers the message to the UE via S1-U tunnel per steps 6-7 above. 
Alternative 2 (Not shown, and not recommended)
If this alternative is used, then SGW could either initiate DDN for each UE belonging the group. MME then uses existing paging mechanisms to page each UE in the group individually. This approach ensures no impact to S1-AP, and Uu interface procedures due to paging procedures.

5.1.3.X.5
Group Message Delivery for ECM-CONNECTED UEs with ECGI level Geo Restriction
This procedure is applicable only when the group message needs to be delivered with geo-restriction applicable at ECGI level. This procedure is not applicable when geo-restriction is needed at TAI / eNB level.
If the SGW receives a group specific downlink data with ECGI level geo restriction, then it cant immediately forward the data to the ECM-CONNECTED UEs of the group since it cannot accurately know the current ECGI where the UE is in. For this case, the SGW employs the following procedure shown in figure below
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1. SGW sends a new group specific S11 message (Request-UEs-In-ECGI-Report message) to MME requesting the MME to report all the UEs in the given ECGI. If the SGW is sending Downlink Data Notification message to the MME for ECM-IDLE UEs as per Alternative 1 described above, then this request to report UEs in an ECGI can be carried as an indication in the DDN message itself instead of sending a separate message.

2. MME activates one time Location Reporting procedure (i.e Location Reporting Control with Request Type set as Direct reporting) for all the UEs belonging to the group only towards the eNB that owns the ECGI (MSB 20 bits of ECGI is the eNB ID).
If the MSB 20 bits of the ECGI does not map to any eNB that the MME is connected, then this could mean that this is the ECGI of a HeNB behind a HeNBGW. For such cases, MME can immediately look up all the UEs that are in this ECGI and need not activate any location reporting for such UEs.

3. The eNB sends the Location Report for each UE.

4. Once the E-UTRAN returns the Location Report for all the UEs, the MME can send a single S11 message for the group with the S11 SGW TEIDs of all the UEs in the requested ECGI.
5. SGW will then start forwarding the downlink data over S1-U only for these reported UEs.
5.1.3.1.2
Impacts on existing nodes and functionality

Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW etc.).
SCS:

· New procedure to allow sending of message(s) destined for a group 

MTC-IWF:

· New procedure on Tsp to allow sending of message(s) destined for a group

· New "Tg" interface to allow sending of message(s) destined for a group

HSS

· Mapping of "external" to "internal" group identifier for addressing/messaging
PGW:

· New "Tg" interface to allow sending of message(s) destined for a group

· Support of Group control and user plane tunnel to SGW to enable sending of message(s) destined for a group

SGW:

· Support of Group control and user plane tunnel to PGW

If Alternative 1:

MME:


Support Downlink Data Notification for the group


Support group paging


Support ECM-CONNECTED UE retrieval within the ECGI as per 5.1.3.X.5 above

eNB:


Support group paging mechanism

UE:


Respond to group paging
5.1.3.1.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

5.1.4
Overall evaluation

Editor's note:
Use this section for evaluation of key issues.

* * * End Change * * * *
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