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1. Overall Description:

In the work item phase of ProSe WID (SP-130715), SA3 has investigated the security for open discovery. 
In a previous LS to RAN2 (CC: RAN1, SA1, SA2), S3-140226, SA3 has agreed to answer the following question on discovery message size from RAN2:
“RAN2 would also like to ask SA3 whether Access Stratum needs to perform security; and what fields, with expected size could be needed for security.”

SA3 has identified that the security for open discovery (in coverage) requires the use of a Message Integrity Check (MIC) to be sent over the air interface along with the transmitted ProSe Application Code. 
This MIC is to be 32 bits in length. CT1 is specifying the calculation of the MIC which is verified in the ProSe Function in the network, so the Access Stratum does not need to perform security procedures for open discovery. However, the MIC and discovery slot time count needs to be provided by the monitoring UE to the ProSe Function to enable the MIC verification. 
In addition, SA3 has agreed the attached version of the ProSe security TS 33.303. It is provided for information to RAN2 and CT1 to help further their work on ProSe. In particular RAN2’s attention is drawn to clause 6.2.3 where SA3 is proposing to add security related fields to the PDCP header for one-to-many communications to enable ciphering of the data packet.
2. Actions:

To CT1, RAN2
ACTION: 
SA3 respectfully asks CT1 and RAN2 to take into account the above considerations in their work on the ProSe/D2D item.
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