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1. Overall Description:

SA3 thanks CT for their LS on impact of PC3 transport protocol on PC3 security (C1-131548/S3-140717). SA3 considered the question asked by CT1 and agreed the following responses:

1) Whether using HTTP, SIP over TCP only, or SIP over UDP/TCP as the PC3 transport protocol will make any difference in the choice of the security mechanism for PC3

Answer: All the protocols could be secured to the same level. The issue for SA3 is integrating the chosen security method with existing key management. On the latter point, the choice of HTTP would result in the least amount of specification work for SA3, as SA3 already has a solution for this case.

2) Whether one of the above-mentioned transport protocols is better suited to the security mechanism(s) considered by SA3 for the PC3 interface.

Answer: Currently in the ProSe TR, the only complete security solution for the PC3 interface for Direct Discovery assumes that HTTP is used as the transport mechanism as it proposes the same security for both OMA DM and other signalling (i.e. psk-TLS with GBA keys and GBA Push used exactly as in ANDSF). For EPC-level discovery, there are currently no proposals for the security of the signalling between the UE and ProSe Function.

2. Actions:

To CT1
ACTION: 
SA3 asks CT1 group to take SA3’s response into account on their work on this issue.
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