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*********************** 2nd CHANGE ***********************
4.8.2b
WLAN Selection based on WLANSP

When the UE has valid 3GPP subscription credentials (i.e. a valid USIM) and WLANSP policies, the UE shall perform WLAN selection based on these policies, the applicable user preferences and the corresponding procedures specified in this document. User preferences take precedence over the WLANSP policies.

The following text specifies how the UE determines the most preferred WLAN access network (and possibly connects to this network, as clarified in clause 4.8.2a.2), when a WLAN access network cannot be selected based on user preferences (e.g. when there are no user preferences or when there is no user-preferred WLAN access network available).

If the UE supports S2a connectivity (see clause 16), then:

-
The UE shall be able to discovery WLANs that support S2a connectivity. This discovery shall be performed by using ANQP procedures (as specified in the HS2.0 Rel‑2 specification [75]) to retrieve the 3GPP Cellular Network information advertised by WLANs. The 3GPP Cellular Network information (see IEEE 802.11-2012 [64]) advertised by a WLAN indicates the PLMNs that interwork with the WLAN. In addition, the 3GPP Cellular Network information indicates the PLMNs to which the WLAN supports S2a connectivity.

-
The UE may decide to select a WLAN that supports S2a connectivity to HPLMN, RPLMN or both HPLMN and RPLMN. This decision is based on UE implementation specific mechanisms and the "S2a connectivity preference" provisioned in the UE by the home ANDSF. The "S2a connectivity preference" is either set or not set.

-
When the "S2a connectivity preference" is set, it indicates that the home operator prefers the UE to establish PDN connections over WLAN by using the applicable S2a procedures specified in clause 16. In this case, when the UE attempts to select a WLAN and determines that a PDN connection will be required over this WLAN, the UE shall attempt to select a WLAN that supports S2a connectivity unless other procedures are applicable for this PDN connection (e.g. S2b or S2c procedures).

The UE shall use the active WLANSP rule, the PSPL and the "S2a connectivity preference" (if it supports S2a connectivity) to determine the most preferred available WLAN access network. The WLAN selection shall be performed with the following steps.

i.
Step 1: The UE constructs a prioritized list of the available WLANs by discovering the available WLANs and comparing  their attributes / capabilities against the groups of selection criteria in the active WLANSP rule. The UE may need to perform ANQP procedures (as specified in the HS2.0 Rel‑2 specification [75]) or other procedures in order to discover the attributes / capabilities of the available WLANs. The WLAN(s) that match the group of selection criteria with the highest priority are considered as the most preferred WLANs, the WLAN(s) that match the group of selection criteria with the second highest priority are considered as the second most preferred WLANs, etc. For example, the UE may construct the following prioritized list:

-
WLAN-1 (most preferred)

-
WLAN-4, WLAN-2 (second most preferred)

-
WLAN-3 (third most preferred), supports S2a connectivity to PLMN-a and PLMN-b)

ii.
Step 2: If the UE decides to select a WLAN that supports S2a connectivity to one or more PLMNs (as specified above), then from the prioritized list contructed in the previous step the UE shall select the highest priority WLAN that support S2a connectivity to these PLMNs (e.g. WLAN-3 in the example shown above). If the UE does not discover a WLAN that supports S2a connectivity, or the UE does not decide to select a WLAN that supports S2a connectivity, then from the prioritized list contructed in the previous step the UE shall select the most preferred WLAN without considering its capability to support S2a connectivity (e.g. WLAN-1 in the example shown above).

-
If the UE cannot select a single WLAN in this step, i.e. when there are multiple WLANs that could be selected but all have the same priority, then the UE shall select the one that interworks with the most preferred service provider. The most preferred service provider is determined in step 3.

iii.
Step 3: When 3GPP-based access authentication is performed, the UE shall construct the NAI based on the PSPL contents as follows:

-
If the UE is roaming and the PSPL is set to "prefer 3GPP RPLMN", then the UE shall consider the 3GPP RPLMN as the most preferred service provider and shall construct a NAI that includes the realm of the 3GPP RPLMN.

-
Otherwise, the UE shall determine the most preferred service provider that interworks with the selected WLAN based on PSPL and shall construct a NAI that includes the realm of this service provider.

NOTE 1:
The UE performs the WLAN selection based on the active WLANSP rule without taking into account real-time events associated with the active ISRP rule. As specified in clause 4.8.2a.2, the active ISRP rule is used only for routing decisions and does not impact the selection or reselection of the WLAN access network. For example, when a new IP flow in the UE matches an active ISRP rule in which the highest priority access network is a WLAN other than the selected WLAN, this event should not trigger WLAN re-selection. If the conditions for WLAN selection change every time a new application runs or when certain IP flows are detected, the WLAN selection in the UE will be complex and may lead to frequent WLAN re-selections that would negatively affect the user experience and the battery consumption.

NOTE 2:
Events such as change of WLAN load information, change of UE location, change of time of day may lead to WLAN (re-)selection based on the WLANSP rule.

*********************** 3rd CHANGE ***********************
16.1.2
High level functions

The detailed functional split within a Trusted WLAN Access Network (TWAN) is not in the scope of 3GPP. Nevertheless, the procedures specified in the subsequent sections assume the following functions in the TWAN:

-
A WLAN Access Network (WLAN AN). WLAN AN includes a collection of one or more WLAN access points. An access point terminates the UE's WLAN IEEE 802.11 link defined in IEEE Std 802.11-2012 [64].

-
A Trusted WLAN Access Gateway (TWAG). This function terminates S2a.

-
When the TWAN provides access to EPC in Transparent Single-Connection mode or in Single-Connection mode, it forwards packets between the UE-TWAG point-to-point link and the S2a tunnel for that UE. The association in the TWAN between UE-TWAG point-to-point link and S2a tunnel is based on the UE MAC address.

-
When the TWAN provides access to EPC in Multi-Connection mode, it forwards user plane packets between the UE-TWAG point-to-point link corresponding to a specific PDN connection and the associated S2a tunnel for that UE. The UE's MAC address and a TWAG's MAC address that is assigned for a specific PDN connection are used to identify the point-to-point link between the UE and its serving TWAG, which corresponds to the S2a tunnel for the associated PDN connection.

-
When the TWAN provides access to EPC in Multi-Connection mode, the WLCP signaling is used between the UE and the TWAG.

-
A Trusted WLAN AAA Proxy (TWAP). This function terminates STa. It relays the AAA information between the WLAN Access Network and the 3GPP AAA Server or Proxy in case of roaming. It establishes the binding of UE subscription data (including IMSI) with UE MAC address on the WLAN Access Network. If L2 attach triggers are used, it informs the TWAG of L2 attach events. It is aware of UE L2 Detach from the WLAN Access Network and informs the TWAG of L2 Detach events. It provides the TWAG with UE subscription data during initial attach or at UE subscription data modification.
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Figure 16.1.2-1: Trusted WLAN Access Network functional split

A per-UE point-to-point link between the UE and the TWAG is required when traffic for that UE is routed via S2a. Additionally, in Multi-Connection mode, one point-to-point link between an UE and its serving TWAG is required for transporting user plane traffic for every PDN connection. The UE's MAC address and an associated TWAG's MAC address are used to identify the point-to-point link between the UE and its serving TWAG that is associated to a specific PDN connection. In particular,it is assumed that the WLAN AN enforces upstream and downstream forced-forwarding between the UE's WLAN IEEE 802.11 association and the TWAG. The aspects of point-to-point link described in RFC 5213 [8] and RFC 5844 [17] also apply to the point-to-point link between UE and TWAG. The implementation of the point-to-point link, including how and when it is setup, is out-of-scope of 3GPP.

NOTE 1:
In TSCM from the UE's perspective the SWw reference point appears as a shared medium / link as any other IEEE 802.11 WLAN and thus the UE can use the subnet prefix / mask and the default GW address for its packet routing decisions. The point-to-point nature of the link is realized by the TWAN enforcing that packets sent from, and received by the UE are respectively forwarded to, and forwarded by the TWAG.


In SCM and MCM from the UE's perspective an EPC routed PDN connection over the SWw reference point appears as a point-to-point link similar to how it is in 3GPP access. Shared link parameters such as netmask and default router IP address are not used in these modes.

NOTE 2:
Gxa interface is not used for S2a-PMIP in Trusted WLAN within this Release of the specification. No policy interworking solution based on S9a is defined for Fixed Broadband access interworking via S2a within this Release of the specification.

NOTE 3： Whether multiple TWAN functions are mapped to a single entity, or a single TWAN function is distributed among multiple entities is out-of-scope of 3GPP.

In order to support EPC access through S2a over Trusted WLAN the following functions shall be supported by the UE:

-
WLAN specifications as per IEEE Std. 802.11-2012 [64].

-
3GPP-based network access authentication with EPC over WLAN as defined in clause 4.9.1, using IEEE Std 802.1X-2004 [65].

-
IPv4 and/or IPv6 support:

-
For IPv4: IETF RFC 791 [66], IETF RFC 2131 [28]

-
For IPv6: IETF RFC 2460 [67], IETF RFC 4861 [38], and IETF RFC 4862 [58]

The following features are supported: handover of PDN connections with IP address preservation between 3GPP and Trusted WLAN access, PDN connections to a non-default APN, multiple simultaneous PDN connections as well as simultaneous PDN Connectivity and connectivity for NSWO.

Three different modes of operation are distinguished: Transparent Single-Connection mode, Single-Connection mode and Multi-Connection mode. The UE and the network negotiate the mode of operation as part of the authentication procedure based on extensions to the EAP-AKA', (IETF RFC 5448 [72]) signaling between the UE and the network.

The Single-Connection mode only supports NSWO or a single PDN connection at a given time over a Trusted WLAN. On the other hand, the Multi-Connection mode supports simultaneous one or more PDN connections and/or NSWO over Trusted WLAN. Both Single-Connection mode and Multi-Connection modes support IP address preservation between 3GPP and Trusted WLAN access and PDN connectivity to a non-default APN.

The Single-Connection mode does not require additional protocols than EAP-AKA' in order to establish NSWO or PDN connectivity.

The multi connection mode uses a specific protocol (WLCP, specified in clause 16.1.4A3.1) after the access authentication procedure to trigger PDN connection establishment / release.

The negotiation of connection mode is further detailed in clause 16.4.A.1.

In Transparent Single-Connection mode, handover-indicator from the UE, APN indication from the UE and PCO via WLAN are not supported. As a consequence the following features are not supported: handover between TWAN and 3GPP access with IP address preservation; connectivity to a non-default APN; UE initiated connectivity to additional PDN.
*********************** 4th CHANGE ***********************
16.1.3.2
SWw reference point

The SWw reference point connects the WLAN UE to the WLAN Access Network per IEEE Std 802.11-2012 [64]. The definition of IEEE Physical and Medium Access Control layers protocols (e.g. Layer 1 and Layer 2 defined by IEEE Std 802.11-2012 [64]) is out of the scope of 3GPP.

The SWw reference point also includes:

-
The support of EAP (IETF RFC 3748 [11]) and EAP-AKA' (IETF RFC 5448 [72]) for UE authentication and authorization, as well as extensions to EAP-AKA' described in clause 16.1.4A.1;

-
The support of WLCP signalling protocol used for establishment / release of PDN connections in the case of Multi-Connection mode;

-
The support of multiple TWAG MAC addresses as user plane transport mechanism for the multiplexing of multiple PDN connections user data in the case of Multi-Connection mode.

*********************** 5th CHANGE ***********************
16.1.4
Protocol Stacks

The following protocols are supported on S2a:

-
GTP.

-
PMIPv6.

IPv4 address and IPv6 prefix allocation considerations are equally valid for GTP and PMIPv6 S2a options.

The figure below illustrates the control plane for S2a Tunnel Management and the user plane for GTP option, respectively for Transparent Single-Connection mode, Single-Connection mode and for Multi-Connection mode.
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Legend:

802.11:
This refers to Layer 1 and Layer 2 defined by IEEE Std 802.11-2012 [64]. Layer 2 of 802.11 is used as L2 attach and detach triggers. L2 attach trigger is mandatory with IPv6 and IPv4v6 PDN Types, and optional for IPv4 PDN Type.

L3 trigger:
This refers to DHCPv4 which can be used as optional L3 attach trigger with IPv4 PDN Type.

GTP-C:
The GPRS Tunnelling Protocol control plane consists of signalling messages between the Trusted WLAN Access Gateway and the PDN- GW over the S2a interface. It is defined in TS 29.274 [57].

GTP-U:
The GPRS Tunnelling Protocol user plane tunnels user data between the Trusted WLAN Access Gateway and the PDN GW over the S2a interface. It is defined in TS 29.281 [63].

UDP:
This is the transport layer protocol onto which both GTP-C and GTP-U are layered.

IPv4/IPv6:
This refers to network layer protocols. On the TWAN this includes termination of the UE-TWAN link-local protocols (e.g. IPv6 Neighbor Discovery, ARP) and forwarding of user plane IP packets between the UE-TWAN point-to-point link and the relevant S2a tunnel.

Figure 16.1.4-1: Protocols for control and user planes of GTP-based S2a for Transparent Single-Connection mode
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Legend:

802.11:
This refers to Layer 1 and Layer 2 defined by IEEE Std 802.11-2012 [64]. Layer 2 of 802.11 is used as L2 attach and detach triggers.

GTP-C:
The GPRS Tunnelling Protocol control plane consists of signalling messages between the Trusted WLAN Access Gateway and the PDN- GW over the S2a interface. It is defined in TS 29.274 [57].

GTP-U:
The GPRS Tunnelling Protocol user plane tunnels user data between the Trusted WLAN Access Gateway and the PDN GW over the S2a interface. It is defined in TS 29.281 [63].

UDP:
This is the transport layer protocol onto which both GTP-C and GTP-U are layered.

IPv4/IPv6:
This refers to network layer protocols.

Figure 16.1.4-2: Protocols for control and user planes of GTP-based S2a for Single-Connection mode
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Legend:

802.11:
This refers to Layer 1 and Layer 2 defined by IEEE Std 802.11-2012 [64]. The TWAG MAC address is used as a multiplexing identifier between multiple PDN connections which belong to the same UE.

WLCP:
WLAN Control Protocol (WLCP) is used to establish and release PDN connections. The functionality of WLCP is defined in 16.1.4A.3.1.

GTP-C:
The GPRS Tunnelling Protocol control plane consists of signalling messages between the Trusted WLAN Access Gateway and the PDN- GW over the S2a interface. It is defined in TS 29.274 [57].

GTP-U:
The GPRS Tunnelling Protocol user plane tunnels user data between the Trusted WLAN Access Gateway and the PDN GW over the S2a interface. It is defined in TS 29.281 [63].

UDP:
This is the transport layer protocol onto which both GTP-C and GTP-U are layered.

IPv4/IPv6:
This refers to network layer protocols.

Figure 16.1.4-3: Protocols for control and user planes for GTP-based S2a for Multi-Connection mode

When PMIP based S2a is used with Trusted WLAN, the PMIPv6 protocol stacks described in clause 6.1.1 apply.

*********************** 6th CHANGE ***********************
16.1.7
Access Network information reporting in case of a TWAN Access

In order for an Application Function (e.g. the P-CSCF) to be able to determine the NPLI (Network Provided location Information) of an UE in case of a TWAN access, the TWAN shall report over S2a TWAN related Access Network Information at PDN connection establishment, at bearer creation / modification / release and at PDN connection release. Such TWAN related Access Network Information may correspond to a "TWAN Identifier" and/or to a UE Time Zone.

The TWAN Identifier (reported over S2a, Gx, Gy..) shall include the SSID of the access point to which the UE is attached and should include at least one of:

-
the BSSID (see IEEE Std 802.11-2012 [64]);

-
civic address information of the AP to which the UE is attached;

.
line identifier (Logical Access ID see ETSI ES 282 004 [77]) of the access point to which the UE is attached.

NOTE:
The Information carried as part of theTWAN Identifier should be defined to cater for extension in future releases.

The TWAN Id may also contain the identifier of the operator of the TWAN. When the TWAN is operated by a mobile operator, this corresponds to a PLMN-ID. When the TWAN is not operated by a mobile operator, this corresponds to an operator Name (e.g. in Realm format).
*********************** 7th CHANGE ***********************
16.2.1
Initial Attach in WLAN on GTP S2a
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Figure 16.2.1-1: Initial attachment in WLAN on GTP S2a for roaming, LBO and non-roaming scenarios

The home routed roaming, LBO and non-roaming scenarios are depicted in the figure 16.2.1-1:

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and vice versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the home routed roaming and non-roaming cases, the vPCRF is not involved. In the non-roaming cases, the 3GPP AAA Proxy is not involved. In home routed roaming case, the 3GPP AAA Proxy is not involved in steps 5 and 12.

This procedure is also used to establish the first PDN connection over a trusted WLAN with S2a when the UE already has active PDN connections only over a 3GPP access and wishes to establish simultaneous PDN connections to different APNs over multiple accesses.

Either scenario (A) or scenario (B) is performed:

-
Scenario (A) is defined as the TWAP sending the layer 2 attach trigger to the TWAG. This is done at successful EAP authentication (step 2). Completion of EAP authentication with the TWAP informing the UE of EAP success is deferred until step 8 after the tunnel was established (steps 3-7). The attach trigger signal sent from TWAP to TWAG includes MAC address and subscription data (including IMSI) of the UE. Steps 10-14 are omitted in scenario (A). Scenario (A) is applicable for all existing PDN Types (IPv4, IPv6, IPv4v6) and is the recommended way. Scenario (A) is only applicable for single-connection mode and transparent single-connection mode.

-
Scenario (B) is defined as the TWAG using the layer 3 attach request (i.e. a DHCPv4 message) sent by the UE as the attach trigger. In this scenario steps 3-7 are omitted. Step 9 triggers the TWAG to establish the tunnel (steps 10-14). Between step 2 and step 10, the TWAG obtains subscription data (including IMSI) for the UE from the TWAP, based on the MAC address of the UE. How this is performed is out-of-scope for 3GPP. Scenario (B) is only applicable for transparent single-connection mode with PDN Type IPv4.

The steps below only refer to TWAN, not to specific functions internal to TWAN (i.e. TWAG, TWAP and WLAN AN).

1.
The initial TWAN specific L2 procedures are performed. These procedures are TWAN specific and are outside the scope of 3GPP.

2.
The EAP authentication procedure is initiated and performed involving the UE, the TWAN and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. When receiving the first EAP message from the UE, the TWAN transfers it to the AAA server with an indication of the modes of operation that it supports and, if TWAN supports multi-connection mode, with the supported TWAG IPv4, IPv6 or both control plane addresses for WLCP transport. Subscription data is provided to the TWAN by the HSS/AAA in this step. The list of all the authorized APNs, including additional PDN GW selection information is returned to the TWAN as part of the reply from the 3GPP AAA Server to the TWAN as described in clause 4.5.1. The Subscription data may also include a default APN for WLAN that, in case of transparent single-connection mode, may be different from the default APN for other accesses. The 3GPP AAA Server also returns to the TWAN the User Identity to be used to identify the UE in the Create Session Request (step 3 or 10).


During the EAP authentication procedure, the UE may negotiate with the AAA Server a connection mode (e.g. single-connection or multi-connection mode) as described in clause 16.1.4A. In addition, the UE may provide connectivity parameters during EAP authentication, as described below.


If the UE requests single-connection mode, the UE provides a connectivity parameter indicating the type of requested connectivity, i.e. whether it requests EPC access or non-seamless WLAN offload. If the UE requests EPC access, it may provide additional connectivity parameters such as the PDN type, attach type (initial attach), the requested APN and Protocol Configuration Options. These connectivity parameters are sent to the 3GPP AAA Server during the EAP-AKA' authentication procedure. The 3GPP AAA Server sends these connectivity parameters to the TWAN.


If the UE requests multi-connection mode and, if this request is accepted by the network, the UE is also made aware if non-seamless WLAN offload is authorized. If non-seamless WLAN offload is authorized, then the UE receives the address or prefix of the non-seamless WLAN offload connection as part of steps 9 and 15. In multi-connection mode, steps 3-7 and steps 10-14 are skipped. If the UE requests multi-connection mode and this request is accepted by the network, the AAA server using EAP-AKA' procedure provides the UE with the supported TWAG control plane address(es), among which the UE selects a single address to be used for WLCP.


If the 3GPP AAA server does not provide network connection mode capabilities or, if the 3GPP AAA server does not receive a connection mode request from the UE, then the transparent single-connection mode is used.

NOTE 1:
If the transparent single-connection mode is used, then it is recommended that the default APN for TWAN is different from any APN that the UE may use on the 3GPP side. Nevertheless, for an UE the default APN for TWAN may be used on other access technologies. In that case:

-
The TWAN may select a single or different PDN GWs for PDN connections to this APN that are active at the same time via the 3GPP access network and the TWAN. If a single PDN GW is selected then the APN-AMBR is enforced for all PDN connections for that APN. If different PDN GWs are selected then the APN-AMBR is enforced separately in the respective PDN GW for the PDN connection, i.e. the UE will receive double amount of bandwidth for the APN;

-
The PDN GW identity provided by the 3GPP AAA server to HSS as part of the Initial Attach on TWAN may be different from and overwrite the PDN GW identity provided, for the same APN, by the MME/SGSN or by another PDN GW. Therefore, to avoid interfering with the PDN Connections over 3GPP access, the HSS should not be updated with the selected PDN GW identity for Trusted WLAN access. The 3GPP AAA Server could be configured to not provide the PDN GW identity selected as part of the Initial Attach on TWAN to HSS. This applies to step 5 and step 12 of this procedure. Depending on operator deployment there may also be proprietary means in the HPLMN to ensure that the HSS is not updated with the selected PDN GW identity for Trusted WLAN access.

-
The PDN GW identity provided by the MME/SGSN to HSS as part of the Initial Attach on 3GPP may be different from the PDN GW identity selected for the same APN by the TWAN. As there is no mobility support, no action from the TWAN is expected when the TWAN is updated with the selected PDN GW identity for 3GPP access;

-
PMIP-based S5/S8 with dynamic PCC can not be deployed since it will result in wrong session linking between Gateway Control Session and Gx session in the PCRF.


IEEE Std 802.1X-2004 [65] is used over the WLAN air link to carry EAP as defined by IEEE Std 802.11-2012 [64].


The TWAN may provide to the 3GPP AAA server via STa the SSID selected by the UE to access the TWAN and an indication whether it supports S2a, non-seamless offload, or both.


If the transparent single-connection mode is used, then the HSS/AAA may indicate via STa whether access to EPC via S2a or the use of NSWO or both are allowed for this subscriber. The HSS/AAA decision to allow EPC access or NSWO or both could be based on information elements such as subscriber profile, access network, and/or SSID selected. If the HSS/AAA decides to allow both EPC access and NSWO, the TWAN determines based on pre-configured information whether or not to establish S2a. If the TWAN determined that S2a shall not be used steps 3-7 and 10-14 are skipped. Instead, if it is authorized, the TWAN performs NSWO for the subscriber.

NOTE 2:
For transparent single-connection mode, the authorization of both NSWO and EPC routed traffic by the 3GPP AAA is only applicable in non-roaming scenarios.


If the UE requests single-connection mode, the HSS/AAA indicates via STa its decision to accept the single-connection mode with either EPC access or NSWO. The TWAN determines based on the indication from HSS/AAA whether or not to perform PDN GW selection and S2a connection establishment. If the UE requested NSWO and it was accepted by the network, steps 3-7 and 10-14 are skipped.

The following steps 3-7 are only performed in scenario (A):

3.
The TWAN selects the S2a protocol variant (either GTP or PMIP; GTP in this case). The TWAN may be configured with the S2a protocol variant(s) on a per HPLMN granularity, or may retrieve information regarding the S2a protocol variants supported by the PDN GW (PMIP or/and GTP) from the Domain Name Service function.


The TWAN selects the PGW as per the PGW selection procedure in clause 4.5.1; if the TWAN receives a PGW Identity under the form of a FQDN, it shall derive from the FQDN an IP address of a PGW for the selected mobility management protocol (GTP in this case).

NOTE 3:
As for existing principles, to support separate PDN GW addresses at a PDN GW for different mobility protocols (e.g. PMIP or GTPv2), when deriving a PDN GW address with the Domain Name Service function, the PDN GW Selection function takes into account the mobility protocol type.


If the UE did not provide a requested APN in step 2, the TWAN selects the default APN according to the subscription data received in step 2. If the UE requested EPC access and indicated an APN in step 2, the TWAN verifies that it is allowed by subscription and selects that APN. The TWAN sends a Create Session Request (IMSI, APN, RAT type, TWAN TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, Default EPS Bearer QoS, TWAN Address for the user plane, TWAN TEID of the user plane, APN-AMBR, Selection Mode, Dual Address Bearer Flag, Trace Information, Charging Characteristics, Serving Network, Additional parameters, Initial Attach Indication) message to the PDN GW. The RAT type indicates the non-3GPP IP access technology type. The PDN Type shall be set based on the result of step 2. The TWAN shall set the Dual Address Bearer Flag when the PDN type is set to IPv4v6. The TWAN shall include Trace Information if PDN GW trace is activated. The Serving Network parameter identifies the selected PLMN used for 3GPP-based access authentication i.e. the VPLMN in roaming case, and the HPLMN in non-roaming case. The optional Additional Parameters may contain information, for example, Protocol Configuration Options. Additionally, the Create Session Request includes the current TWAN Identifier as described in clause 16.1.7 and the UE Time Zone.


The PDN GW creates a new entry in its bearer context table and generates a Charging Id. The new entry allows the PDN GW to route user plane PDUs between the TWAN and the packet data network and to start charging.

NOTE 4:
The EPS Bearer Identity and Default EPS Bearer QoS parameters convey the S2a bearer identity and the default S2a bearer QoS.

4.
The PDN GW initiates the IP‑CAN Session Establishment Procedure with the PCRF, as specified in TS 23.203 [19]. The PDN GW provides information to the PCRF used to identify the session. The PCRF creates IP‑CAN session related information and responds to the PDN GW with PCC rules and event triggers. The PCRF may modify the APN-AMBR and send the APN-AMBR to the PDN GW in the response message.

5.
The selected PDN GW informs the 3GPP AAA Server of its PDN GW identity and the APN corresponding to the UE's PDN Connection. The message includes information that identifies the PLMN in which the PDN GW is located. This information is registered in the HSS as described in clause 12.


When informing the 3GPP AAA Server of the PDN GW identity, the selected PDN GW also indicates the selected S2a protocol variant (GTP in this case); this allows the option for the 3GPP AAA Server or 3GPP AAA Proxy not to return to the PDN GW PMIP specific parameters (e.g. static QoS Profile, Trace Information, APN-AMBR) if GTP is used over S2a; the PDN GW shall ignore those parameters if received from the 3GPP AAA Server or 3GPP AAA Proxy.

6.
The PDN GW returns a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer QoS, APN-AMBR, Additional parameters possibly including Protocol Configuration Options, Cause) message to the TWAN, including the IP address(es) allocated for the UE.


The PDN GW may initiate the creation of dedicated bearers on GTP based S2a (as it does on GTP based S5/S8 for an Attach on 3GPP access).

7.
The GTP tunnel is set up between the TWAN and the PDN GW.

8.
In single-connection mode, the TWAN informs the 3GPP AAA Server of the result of the tunnel setup, including APN, TWAG User Plane MAC address, accepted PDN Type, PDN Address and Additional Parameters received from the PGW. The UE is made aware if the requested connectivity type (non-seamless WLAN offload, EPC access with a requested APN) is accepted by the 3GPP AAA server. The TWAG User Plane MAC address is the MAC address of the TWAN which is used by the UE and the TWAN for encapsulating user plane packets. The 3GPP AAA server also indicates to the UE the TWAG User Plane MAC address, accepted PDN type, PDN Address, Additional Parameters. Also, if the UE requested EPC access without indicating a requested APN, then the network indicates the selected (default) APN. If the requested connectivity feature is not possible, the 3GPP AAA server rejects the request with a relevant authorization failure cause code.


In multi-connection mode, the TWAN shall be configured to accept WLCP traffic from the UE; otherwise the TWAN shall discard WLCP traffic from the UE.


TWAN sends EAP success to the UE thus completing EAP authentication.


After EAP authentication, UE traffic over the WLAN air link may be confidentiality and integrity protected as defined by IEEE Std 802.11-2012 [64].

NOTE 5:
In transparent single-connection mode, it is implementation dependent if step 8 is performed before, after or in parallel to steps 3-7.

9.
In transparent single-connection mode, the UE may send layer 3 attach request, (e.g. a DHCPv4 request as per IETF RFC 2131 [28]). In multi-connection mode, if UE uses IPv4, the UE obtains an IPv4 address to be used for WLCP transport and NSWO (if authorized) at this step.

NOTE 6:
The UE may send IPv6 Router Solicitation at any time after step 8.

NOTE 7:
It is assumed that, to identify the UE, the L3 attach request is transported in an L2 frame that contains the UE L2 address (MAC address).

10-14.
These steps are equal to step 3-7.

NOTE 8:
These steps are only performed for scenario (B), which is only possible in the case of transparent single-connection mode when the PDN type is IPv4 and a DHCPv4 request was sent in step 9.

15.
In transparent single connection mode and in multi-connection mode, a DHCPv4 message with allocated IPv4 address and/or Router Advertisement with IPv6 prefix is sent to the UE. The UE may perform additional IP layer configuration with the TWAN as per standard IETF procedures, e.g. IPv6 Stateless Address Autoconfiguration as per IETF RFC 4862 [58], and Stateless DHCPv6 as per IETF RFC 3736 [30].


For single-connection mode, a Router Advertisement with IPv6 prefix may be sent to the UE. The UE may perform additional IP layer configuration as per standard IETF procedures, e.g. IPv6 Stateless Address Autoconfiguration as per IETF RFC 4862 [58], and Stateless DHCPv6 as per IETF RFC 3736 [30].

NOTE 9:
For transparent single connection mode, a UE may request to get some IP configuration parameters (e.g. DNS server) by means of DHCP. These parameters sent by TWAN (acting as a DHCP server) to the UE in a DHCP reply. These parameters are retrieved by the TWAN from the PGW within Create Session Response.

NOTE 10:
For scenario (A), after step 8, the TWAN may send unsolicited IP layer configuration signalling, e.g. RA, over the point-to-point link towards the UE.

16.
In multi-connection mode, the procedure "UE initiated PDN connectivity request procedure in WLAN on S2a" in clause 16.8 may be performed to establish a PDN connection.

Editor's note:
Whether WCLP is transported over a new EtherType or over UDP/IP is still TBD. If UDP/IP is chosen as transport and the UE is not authorized to use NSWO, then the UE will need to setup a link-local address before step 16 for the purpose of WLCP signaling.

*********************** 8th CHANGE ***********************
16.3.1.1
UE/TWAN Initiated Detach and UE/TWAN requested PDN Disconnection Procedure in WLAN on GTP S2a
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Figure 16.3.1.1-1: UE/TWAN Initiated Detach and UE/TWAN requested PDN Disconnection on GTP S2a

The procedure for UE/ TWAN Initiated Detach is represented in Figure 16.3.1.1-1 and described below.

This procedure applies to the transparent single-connection mode. This procedure also applies to the single-connection mode with the exception that step1 refers to clause 16.7.1.1.

This procedure applies to the Non-Roaming, Home Routed Roaming and Local Breakout cases. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the Home Routed Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming and Home Routed Roaming case, the vPCRF is not involved at all.

If dynamic policy provisioning is not deployed, the optional steps of interaction between the PDN GW and PCRF do not occur. Instead, the PDN GW may employ static configured policies.

1)
To detach from EPC, the UE can send a disassociation or deauthentication notification according to 
IEEE Std 802.11-2012 [64]. Any time after the UE releases the IPv4 address using DHCPv4 or IPv4 address lease time expires, and if the PDN Type is IPv4, the TWAN initiates "TWAN initiated PDN Disconnection Procedure" procedure. If there is no traffic received from the UE for a configurable duration and the TWAN detects the UE has left based on unanswered probes (e.g., ARP Request, Neighbor Solicitation message), the TWAN triggers PDN disconnection.

2)
The TWAN releases the PDN connection by sending a Delete Session Request (Linked EPS Bearer ID) message for the PDN connection to the PDN GW. Additionally, the Delete Session Request includes the TWAN Identifier as described in clause 16.1.7, the Timestamp of this TWAN-Identifier and the UE Time Zone.

3)
The PDN GW informs the 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

4)
The PDN GW deletes the IP‑CAN session associated with the UE and executes a PCEF-Initiated IP‑CAN Session Termination Procedure with the PCRF as specified in TS 23.203 [19].

5)
The PDN GW acknowledges with Delete Session Response (Cause).

6)
The TWAN locally removes the UE context and deauthenticates and disassociates the UE at Layer 2 according to IEEE Std. 802.11-2012 [64].

NOTE:
The L2 disassociation serves as an indication to the UE that the previous IPv4 address/IPv6 prefix might no longer be valid. When UE connects to the network next time, the UE proceeds with re-validation or re-acquisition of its IPv4 address / IPv6 prefix.
*********************** 9th CHANGE ***********************
16.7.1.1
UE/TWAN Initiated Detach Procedure in WLAN on GTP S2a
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Figure 16.7.1.1-1: UE/TWAN-Initiated Detach in WLAN on GTP S2a

The procedure is similar to in clause 16.3.1.1, with the following differences:

-
Step1: To detach from EPC, the UE can send a disassociation or deauthentication notification according to IEEE Std 802.11-2012 [64]. If there is no traffic received from the UE for a configurable duration and the TWAN detects the UE has left based on unanswered probes (e.g. ARP Request, Neighbor Solicitation message), the TWAN initiates the detach procedure.

-
Step 2 to Step 5 refers to clause 16.9.1.

-
In the case of connectivity with multiple PDNs, the steps 2 to 5 are repeated for each PDN the UE is connected to.

*********************** END OF CHANGES ***********************
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