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4.5
High level functions
4.5.1
Provisioning for ProSe Direct Discovery and ProSe Direct Communication

4.5.1.1
Authorization and provisioning for ProSe
4.5.1.1.1
General

The basic principles of service authorization for ProSe Direct Discovery and ProSe Direct Communication are as follows:

-
The UE gets authorization from the HPLMN to use ProSe Direct Discovery on a per PLMN basis. The authorisation policy may:

-
authorise the UE from a HPLMN to use ProSe Direct Discovery in that Local PLMN without the need to contact the Local PLMN first;

-
conditionally authorise the UE by requiring it to also receive authorisation from the ProSe Functions of the Local PLMN; or

-
prohibit the UE from using ProSe Direct Discovery in that Local PLMN. The ProSe Functions, in the Local PLMNs are called local ProSe Functions.

NOTE:
The UE does not need to be registered in the Local PLMN to get authorization (if required) from the local ProSe Function since authorisation is performed "over IP".

-
If the UE is required to get authorisation from a local ProSe Function, it accesses that local ProSe Function to get PLMN specific Authorisation Information. These ProSe Functions include the one of the registered PLMN as well as those of other local PLMNs.

-
When the local ProSe Function is not in the HPLMN, the local ProSe Function always contacts the ProSe Function in the HPLMN to check authorization and the local ProSe function consolidates the authorization information. Final authorization always comes from the local ProSe Function.

The authorization can be revoked at any point by either the local ProSe Function or the ProSe Function in the HPLMN.

OMA DM is used as the protocol to authorise and provision the UE. Authorisation and provisioning is performed via the PC3 reference point.

4.5.1.1.2
Provisioning information for ProSe Direct Discovery and ProSe Direct Communication

4.5.1.1.2.1
General

The following information can be contained in the authorisation info that is provided by the ProSe Function to the UE for authorisation of using ProSe Direct Discovery and ProSe Direct Communication in a particular PLMN.

For Public Safety usage the operator may pre-configure ProSe-enabled Public Safety UEs with the required provisioning parameters for ProSe Direct Discovery and ProSe Direct Communication, without the need for the ProSe-enabled Public Safety UEs to connect to the ProSe Function to get this initial configuration. The following apply:

-
The provisioning parameters for ProSe Direct Discovery and ProSe Direct Communication may be configured in the UICC, in the ME, or in both the UICC and the ME.

-
The ME provisioning parameters shall have additional information that enables the ProSe-enabled Public Safety ME to determine whether ProSe Direct Discovery and ProSe Direct Communication are permitted to be used by the UE with the selected USIM.

-
ProSe Direct Discovery and ProSe Direct Communication shall be accessible only when a USIM authorized for ProSe Direct Discovery and ProSe Direct Communication is selected.

-
The ME provisioning parameters shall not be erased when a USIM is deselected or replaced.

-
If both the UICC application and the ME contain the same provisioning parameters, the parameter values from the UICC shall take precedence.

NOTE 1:
When radio parameters (to be used when the UE is not served by E-UTRAN) are configured in the UICC it is not possible to use any radio resource parameters that may have been provided to the ME at an earlier time while in coverage.

NOTE 2:
The UE can only use ProSe Direct Discovery and ProSe Direct Communication when it contains a UICC that has been configured for ProSe and the ME has been provisioned with information to permit the selected USIM.

4.5.1.1.2.2
Authorisation for ProSe Direct Discovery (non-Public Safety UE)

The following information is provisioned to the UE for ProSe Direct Discovery authorisation:

1)
ProSe Direct Discovery monitoring authorisation policy:

-
PLMNs in which the UE is authorised to perform ProSe Direct Discovery monitoring:

-
For each PLMN in the list, whether the UE is pre-authorised by the HPLMN to perform ProSe Direct Discovery monitoring or it is conditionally authorised, in which case the UE would need to contact the ProSe Function of that PLMN (e.g. when it is in that country) in order to obtain authorisation.

2)
ProSe Direct Discovery announcing authorisation policy:

-
Authorised discovery range (short/medium/long) for announcing per PLMN.

NOTE:
Given that ProSe Direct Discovery announcing can only be performed in the radio frequency bands of the registered PLMN this policy can only be provided by the registered PLMN.

4.5.1.1.2.3
Provisioning for ProSe Direct Discovery and ProSe Direct Communication (Public Safety UE)

4.5.1.1.2.3.1
General

The content of clause 4.5.1.1.2.3 is applicable to ProSe-enabled Public Safety UEs only.

Clause 3 provides the definition of a ProSe-enabled Public Safety UE. To comply with international and national regulations, the HPLMN shall endeavour to ensure that the UE only uses the specific Public Safety capabilities in territories in which the HPLMN is authorised to permit such rights to the UE.

4.5.1.1.2.3.2
Additional provisioning information for ProSe Direct Discovery

In addition to the parameters indicated in clause 4.5.1.1.2.2, the ProSe-enabled Public Safety UE is provisioned with the following information:

1)
Authorisation policy when the UE is "not served by E-UTRAN":

-
Indicates whether the UE is authorised to perform ProSe Direct Discovery when "not served by E-UTRAN"

2)
Radio parameters for when the UE is "not served by E-UTRAN":

-
Includes the radio parameters that need to be configured in the UE in order to be able perform ProSe Direct Discovery procedures when not "served by E-UTRAN". This includes e.g. frequency bands.

NOTE:
These parameters are defined in TS 36.xxx [27].

4.5.1.1.2.3.3
Provisioning information for one-to-many ProSe Direct Communication

NOTE 1:
ProSe Direct Communication one-to-one is not specified in this version of the 3GPP specifications.

The following information is provisioned to the UE for one-to-many ProSe Direct Communication:

1)
Authorisation policy:

-
When the UE is "served by E-UTRAN":

-
PLMNs in which the UE is authorised to perform one-to-many ProSe Direct Communication:
- 
For each PLMN in the list, whether the UE is pre-authorised by the HPLMN to perform one-to-many ProSe Direct Communication, or whether, it is conditionally authorised, in which case the UE would need to contact the ProSe Function of that PLMN (e.g. when it is in the corresponding country) in order to obtain authorisation.

-
When the UE is "not served by E-UTRAN":

-
Indicates whether the UE is authorised to perform one-to-many ProSe Direct Communication procedures when "not served by E-UTRAN".

2)
ProSe Direct Communication policy/parameters:

-
Include the parameters that enable the UE to perform one-to-many ProSe Direct Communication when provisioned from the DPF:

-
ProSe Layer-2 Group ID;

-
ProSe group IP multicast address;
-
an indication whether the UE should use IPv4 or IPv6 for that group;
-
for ProSe groups configured to operate using IPv4, optionally an IPv4 address to be used by the UE as a source address. If none is provisioned, then the UE shall use Dynamic Configuration of IPv4 Link-Local Addresses IETF RFC 3927 [16] to obtain a link local address for the ProSe group; and
-
include group security related content for one-to-many ProSe Direct Communication.

NOTE 2:
More details on the necessary security aspects will be defined in SA3 specifications.

-
Alternatively, these parameters can be provided from the 3rd party public safety provider application server (e.g. GCS AS as in TS 23.468 [26]). If a UE receives the same set of data from an AS that has been previously provided by the DPF then the UE uses the data set provided by the AS for one-to-many ProSe Direct Communication.

3)
Radio parameters for when the UE is "not served by E-UTRAN":

-
Includes the radio parameters that need to be configured in the UE in order to be able perform one-to-many ProSe Direct Communication procedures when "not served by E-UTRAN". These include e.g. frequency bands.

NOTE 3:
These parameters are defined in TS 36.xxx [27].

4.5.1.1.2.3.4
Additional provisioning information in support of ProSe UE-to-Network Relay

In addition to the parameters indicated in clauses 4.5.1.1.2.3.2 and 4.5.1.1.2.3.3, the ProSe-enabled Public Safety UE is provisioned with the following information in support of ProSe UE-to-Network Relay functions:

1)
Authorisation policy for acting as a ProSe UE-to-Network Relay when the UE is "served by E-UTRAN":

-
Indicates whether the UE is authorised to relay traffic for Remote UEs that are "not served by E-UTRAN"

NOTE:
The ProSe-enabled Public Safety UE gets the configuration parameters from the ProSe Functions in service authorization.

4.5.2
Subscription to ProSe
The user's profile in the HSS contains the subscription information to give the user permission to use ProSe.

At any time, the operator can remove the ProSe UE subscription rights from a user's profile in the HSS, and revoke the user's permission to use ProSe.

The following subscription information is defined for ProSe:

-
subscription for ProSe Direct Discovery;
-
subscription for EPC-level ProSe Discovery;
-
subscription for EPC support for WLAN direct discovery and communication;
-
subscription for one-to-many ProSe Direct Communication, applicable only to ProSe-enabled Public Safety UEs;
-
subscription for ProSe UE-to-Network Relay, applicable only to ProSe-enabled Public Safety UEs.

Additional parameters related to the ProSe Direct Discovery service may be stored in the user's profile, such as:

-
the list of the PLMNs where the UE is authorised to announce or monitor or both.

4.5.3
IP address allocation

For one-to-many ProSe Direct Communication:

-
When the UE is configured to use IPv6 on the direct link, the UE auto-configures a link local IPv6 Address following procedures defined in RFC 4862 [6]. This address can only be used as the source IP address for one-to-many ProSe Direct Communication.

-
When the UE is configured to use IPv4 for a certain ProSe group for one-to-many ProSe Direct Communication, then either it uses the configured IPv4 address for the ProSe group or, if it is not configured with an address for the ProSe group, it uses Dynamic Configuration of IPv4 Link-Local Addresses IETF RFC 3927 [16].

For communication with a ProSe UE-to-Network Relay:

a)
When the ProSe UE-to-Network Relay uses a PDN connection with PDN type IPv4 for the traffic with Remote UEs:

a1)
IPv4 address allocation and IPv4 parameter configuration via DHCPv4 is performed according to RFC 2131 [7] and RFC 4039 [8] procedures. The IPv4 address provided to the Remote UE from the ProSe UE-to-Network Relay by the DHCPv4 procedure shall correspond to a local IPv4 address range configured in the ProSe UE-to-Network Relay.

a2)
The DHCPv4 request from the Remote UE is always sent subsequent to the discovery of the ProSe UE-to-Network Relay. It is sent to the L2 link address of the relay corresponding to the PDN connection the Remote UE has selected.

a3)
If the IPv4 address is allocated by using the DHCPv4 procedure, then after the UE releases the IPv4 address using DHCPv4 or the IPv4 address lease time expires, the same IPv4 address shall not be allocated immediately to another Remote UE by the ProSe UE-to-Network Relay.

b)
When the ProSe UE-to-Network Relay uses a PDN connection with PDN type IPv6 for the traffic with Remote UEs:

b1)
 IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration is performed:

b1.1)
Router solicitation from the Remote UE is always sent subsequent to discovery of the ProSe UE-to-Network Relay. It is sent to the L2 link layer ID of the relay corresponding to the PDN connection the Remote UE has selected. The IPv6 network prefix assigned to the Remote UE is sent in the Router Advertisement.

b.1.2)
The IPv6 network prefix is assigned to the ProSe UE-to-Network Relay using existing procedures described in TS 23.401 [5] and TS 23.402 [9]. For stateless address auto-configuration however, the UE can choose any interface identifier to generate an IPv6 address, other than link-local, without involving the network. Any prefix that the ProSe UE-to-Network Relay will advertise to the Remote UE will be unique: therefore, there is no need for the Remote UE to perform Duplicate Address Detection for global uniqueness for any IPv6 address configured from the allocated IPv6 network prefix.

b2)
 IPv6 parameter configuration via Stateless DHCPv6: The UE may use stateless DHCPv6 for additional parameter configuration.

c)
When the ProSe UE-to-Network Relay uses a PDN connection with PDN type IPv4v6, or has both a PDN connection of type IPv4 and a PDN connection of type IPv6 available for the traffic with Remote UEs:

-
The IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration procedure, the IPv6 parameter configuration via Stateless DHCPv6 procedure and the DHCPv4 procedure are applicable and are the same as described for PDN type IPv6 or PDN type IPv4 in the previous bullet points.

4.5.4
ProSe UE-to-Network relaying

The ProSe UE-to-Network Relay shall include support for the following functions:

-
ProSe Direct discovery following Model A or Model B in order to allow the Remote UE to discover ProSe UE-to-Network Relay(s) in proximity.

-
ProSe Direct discovery in order to allow the Remote UE to discover a L2 address of the ProSe UE-to-Network Relay to be used by the Remote UE for IP address allocation and for user plane traffic corresponding to a specific PDN connection supported by the ProSe UE-to-Network Relay.

-
Acting as an "announcing" or "discoveree" UE on the PC5 reference point supporting direct discovery.

-
Acting as a default router to the Remote UEs, thereby forwarding IP packets between the UE-ProSe UE-to-Network Relay point-to-point link and the corresponding PDN connection.

-
Handling of Router Solicitation and Router Advertisement messages as defined in IETF RFC 4861[10].

-
Acting as a DHCPv4 Server and a stateless DHCPv6 Relay Agent.

-
Acting as a NAT, if IPv4 is used, replacing the locally assigned IPv4 address of the Remote UE with its own.

-
Mapping of the L2 link ID used by the Remote UE, as Destination Layer-2 ID, to the corresponding PDN connection supported by the ProSe UE-to-Network Relay.

NOTE:
The radio layers of the PC5 reference point are defined in RAN specifications.

4.6
Identifiers

4.6.1
Identifiers for EPC-level ProSe Discovery

The following identities are used for EPC-level ProSe Discovery: EPC ProSe Subscriber ID, Application Layer User ID and Application ID.

The ProSe Function is identified by an FQDN that the UE constructs using the HPLMN ID.

4.6.2
Identifiers for EPC support for WLAN direct discovery and communication

The following identifier is used, in addition to those referred to in clause 4.6.1, for EPC support for WLAN direct discovery and communication: WLAN Link Layer ID.

4.6.3
Identifiers for ProSe Direct Communication

4.6.3.1
ProSe UE ID

This is a link layer identifier assigned by the EPS that uniquely represents the UE in the context of ProSe Direct Communication. It is used as a source Layer-2 address in all the packets the UE sends for ProSe Direct Communication.

For support of multiple PDN Connections, the ProSe UE-to-Network Relay is assigned a different ProSe UE ID for each PDN Connection.

4.6.3.2
ProSe Layer-2 Group ID

This is a link layer identifier that identifies the required group in the context of one-to-many ProSe Direct Communication. It is used as a destination Layer-2 address in all the packets the UE sends to that group.

4.6.4
Identifiers for ProSe Direct Discovery

4.6.4.1
ProSe Application ID

The ProSe Application ID is an identity used for ProSe Direct Discovery, identifying application related information for the ProSe-enabled UE. Each ProSe Application ID is globally unique, e.g. it unambiguously identifies a service across all 3GPP PLMNs.

For Open ProSe Discovery, (as described in 3GPP TS 22.278 [25]) the ProSe Application ID is called the Public ProSe Application ID. The geographic scope of the Public ProSe Application ID may be PLMN-specific or country specific or global.
Each Public ProSe Application ID is composed of the following parts:

a. The ProSe Application ID Name is described in its entirety by a data structure characterized by different levels e.g., broad-level business category (Level 0) / business sub-category (Level 1) / business name (Level 2) / shop ID (Level 3). For the purpose of presentation, a ProSe Application ID Name is usually displayed as a string of labels in which the labels represent hierarchical levels.
b. The ProSe Application ID Operator Identifier that corresponds to the PLMN that assigned the ProSe Application ID Name.

NOTE:
If the Public ProSe Application ID is country specific then the Mobile Network Code (MNC) of the ProSe Application ID Operator Identifier is wild carded. If global, both the MCC and MNC are wild carded.

 4.6.4.2
ProSe Application Code

For the announcing UE, the ProSe Application Code is obtained from the ProSe Function in HPLMN using the Announce Request procedure (see clauses 5.3.3.1 and 5.3.3.2). The ProSe Application Code is contained in the message that is actually transmitted over the radio interface (on PC5), by a UE engaged in the ProSe Direct Discovery procedure (see clause 5.3), to "monitoring" UEs.

For the "monitoring" UE, a ProSe Application Code(s) to monitor over the radio interface (on PC5) are obtained by the ProSe Function in HPLMN using the Monitor Request procedure (see clauses 5.3.3.3 and 5.3.3.4).
Each ProSe Application Code is composed of the following parts:

a.
A temporary identity that corresponds to the ProSe Application ID Name. Given the hierarchical structure associated with the Public ProSe Application ID, each ProSe Application ID associated with a different temporary identity that is built by appending a new piece of identifier (specific to that node) to the identifier inherited by the parent node: this allows partial matching at the monitoring UE side using a mask, making more effective and flexible the filtering of the received temporary identity in a monitoring UE.

b.
The PLMN ID of the ProSe Function that assigned the ProSe Application Code, i.e. Mobile Country Code (MCC) and Mobile Network Code (MNC).

NOTE 1:
In this version of the specification the ProSe Application Code is always assigned by a ProSe Function in HPLMN.

ProSe Application Code matching considers all components listed above. In ProSe Application Code matching, the "monitoring" UE shall consider it a full match, if both PLMN ID and temporary identity match with the corresponding contents of the Discovery Filter. A partial match is obtained if the PLMN ID matches fully and the temporary identity matches partially with the corresponding contents of the Discovery Filter.

A ProSe Application Code is allocated per "announcing" UE and per application and has an associated validity timer that runs both in the ProSe Function and in the UE.

The ProSe Function may decide at any time to replace a previously allocated ProSe Application Code by providing the UE with a new ProSe Application Code in which the temporary (UE specific) identity is changed. Replacing a ProSe Application Code resets the corresponding validity timer both in the ProSe Function and in the UE.

In case of Open ProSe Discovery:

-
When the "announcing" UE wants to announce something, it shall send a Discovery Request containing the Public ProSe Application ID to the ProSe Function, and the ProSe Function assigns a ProSe Application Code.

-
When the "monitoring" UE wants to monitor something, it shall send a Discovery Request containing the full or a subset of the Public ProSe Application ID, e.g. it may provide 2 out of the n levels of the full Public ProSe Application ID.

NOTE 2:
The ProSe Application ID Name data structure is not expected to change often.

4.6.4.3
Identifiers for ProSe UE-to-Network Relay discovery and selection

The following information may be used for ProSe UE-to-Network Relay discovery and selection:

-
Message type identifier (e.g. identifying Model A or Model B discovery).
-
ProSe Relay (UE) ID: link layer identifier that is used for direct communication and is associated with a PDN connection the ProSe UE-to-Network Relay has established.

-
PLMN ID: this identifies the PLMN to which radio frequencies used on the link to the Remote UE belong. If these radio frequencies are shared between multiple PLMNs, or not allocated to any PLMN, then the choice of PLMN ID is configured by the HPLMN.

-
ProSe Application Relay Code: parameter identifying connectivity the ProSe UE-to-Network Relay provides. (e.g. including APN information).

-
Whether the UE can act as a relay.

-
Status/maintenance flags (e.g. indicating whether the relay is temporarily without connectivity or indicating that the battery is running low so that Remote UEs can seek/reselect another Relay).

Editor's note:
It is FFS if additional parameters are needed in order to protect the discovery message (e.g. restricted discovery).
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