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* * * Begin 1st change * * *
U.2.1.2
WIC registration of individual Public User Identity using IMS authentication

The WIC obtains information needed for IMS registration (e.g. Private User Identity and Public User Identity) via unspecified means. For example, some of this information might be stored in cookies or local browser storage after visiting a secure web site provided by the IMS operator.

Figure U.2.1.2-1 shows a registration call flow where IMS authentication is used to register the WIC.
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Figure U.2.1.2-1: WIC registration of individual Public User Identity using IMS authentication

1.
The user accesses a URI to the WWSF to initiate a HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. If the WIC is not initiated the WebRTC-enabled browser downloads and initializes the WIC from the WWSF.

2.
The WIC opens a WSS (secure Web Socket) connection to the eP-CSCF. Standard cross-origin resource sharing (W3C: CORS [86]) procedures are used to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3-6.
The WIC initiates a registration transaction with IMS via the eP-CSCF by sending a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The REGISTER request includes IMS Authentication parameters, Private User Identity, Public User Identity and other information as needed for proper IMS registration. This request is translated into an IMS registration process by the eP‑CSCF. This process leverages user credentials in HSS.

U.2.1.3
WIC registration of individual Public User Identity based on web authentication

Figure U.2.1.3-1 shows a registration call flow where the WIC registers with IMS based on web authentication with the WWSF.
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Figure U.2.1.3-1: WIC registration of individual Public User Identity based on web authentication

1.
The user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. If the WIC is not initiated, the WebRTC-enabled browser downloads and initializes the WIC from the WWSF. The WWSF authenticates the user using a common web authentication procedure. The WWSF determines the Private User Identity and Public User Identity for the WIC, issues a security token for the user and returns the IMS identities and the security token to the WIC.

2.
The WIC opens a WSS (secure Web Socket) connection to the eP-CSCF. Standard cross-origin resource sharing (W3C: CORS [86]) procedures are used to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3.
The WIC sends a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The request includes the Private User Identity and Public User Identity, as well as the security token received from the WWSF.
4.
The eP-CSCF validates the contents of the security token and confirms that the IMS identities being registered are authorized by the security token. The eP-CSCF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA (see TS 33.203 [19], Annex U) procedures, with an indication that the authentication has already been carried out.

5.
The S-CSCF responds with a 200 OK message are accepted.

6.
The eP-CSCF sends the OK response back to the WIC.

As the security token may be associated with a lifetime, the WIC may need to periodically refresh its registration. This registration refresh process entails all steps above with following exceptions:

-
For Step 1, the opening of the TLS connection, the authentication of the UE and the downloading of the WIC may not be needed.

-
Step 2 may not be needed.

* * * End change * * *
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