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Discussion

It is clear that communication with low-cost/low-energy/low-bitrate constrained devices, those typically used for sensors, meters and actuators have different requirements compared to smartphones and mobile broadband. These should also be useful requirements for many MTC use cases sometimes referred to as cellular Internet-of-Things [1] applications. 

Some of the most essential architecture requirements for low-cost/low-energy/low-bitrate constrained devices (“IoT”) used for MTC are believed to be:

· A message based model for communication with the constrained devices using special protocols for constrained devices such as CoAP [5], MQTT [6], XMPP [7], etc.  
· Buffering of downlink messages when devices are in PSM mode and delivery of buffered messages when the device become active or reachable.

· Downlink message delivery based on device identity instead of the device IP address (facilitate Information Centric Networking, ICN) 

· Protocol translation, e.g. between CoAP towards the device and HTTP towards external application servers, and between IPv6 towards the device and IPv4/IPv6 on the Internet. 

· Charging enhancement taking the messaging model into account and the massive number of these devices.

It is believed that it might be fairly straight forward to target these requirements with an approach as outlined in the figure below. 
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It is believed that several of the requirements don’t necessarily need any new standardization work, but that an architecture entity or function that simplifies realization of needed functionality should preferably be added. The “SCS-Proxy” in the figure above is believed it can be a base for solving several of these requirements. 
An operator may choose to terminate the constrained protocol in an SCS-proxy (e.g. by implementing the LWM2M Server part of [8] in the proxy). The complexity of sleeping and constrained devices can then be hidden and a more easy-to-use protocol can be exposed towards the MTC user, e.g. a REST protocol such as HTTP. This may also add value by mirroring device information (reduces load on radio resources), or facilitate usage of the 3GPP paging feature as a more energy efficient way for downlink communication to sleeping devices than polling.

An “SCS-Proxy” could be compared with the 3GPP defined SMS-SC, it implements SMS messaging (in the control plane using e.g. Diameter interfaces), it buffers messages when UEs are not reachable, but much of its functionality is out of 3GPP scope. One exception is the HSS interface where the SMS-SC receives notifications when specific UEs have become active e.g. at TAU. A similar approach could be taken for an SCS-Proxy, much of its functionality left out of 3GPP scope but standardizing an interface which can be used for activity notifications for devices using PSM. It might be the same mechanism as the SMS-SC uses, but some further study could be useful. A difference though is that the SCS-Proxy needs to be optimized for IP connectivity to fully benefit from the features of CoAP, MQTT etc. Hence the assumption that there is a need for an SCS-Proxy function on the SGi side. Further discussion on different possible proxy implementations can for example be found in [2] and [3].  

Downlink message delivery based on device identity instead of the device IP address is a problem that has been discussed several times in SA2. It is believed that a proxy could solve that problem e.g. by the application server sending the downlink message to a known SCS-Proxy using HTTP and including a device identity. The SCS-Proxy forwarding the message to the MTC device when it is reachable and using the IP address and device id from a prior registration the device did at the SCS-Proxy. 

Alternatively a device can of course always register at the application server when it attaches to the network, receives a device trigger, or changes IP address. However the operator can add value by offloading the application server from all that registration traffic. Especially at network problems, the operator may have better possibility to handle a storm of synchronized registrations from a large number of devices.
Entities similar to an SCS-Proxy have also been discussed in other contexts, see e.g. [4] 

Proposal
It is proposed to start work on IoT Messaging, base it on an architecture assumption that an SCS-Proxy exists on the SGi and focus a study on the following issues:

· How does a SCS-Proxy get the necessary activity or time information to be able to efficiently handle a device using PSM 
· Charging considerations for message based communication (SA2 aspects)
· Any specific issues or recommendations related to the protocol translations

Once the study is concluded and decision made, a normative phase may be progressed.
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