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[58]
3GPP TS 23.167: "IP Multimedia Subsystem (IMS) emergency sessions".

[59]
3GPP TS 29.333: "Multimedia Resource Function Controller (MRFC) - Multimedia Resource Function Processor (MRFP) Mp Interface; Stage 3".

[60]
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[61]
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[62]
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[63]
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[64]
3GPP TS 24.167: "3GPP IMS Management Object (MO); Stage 3".

[65]
IETF RFC 3022: "Traditional IP Network Address Translator (Traditional NAT)".

[66]
3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services".

[67]
3GPP TS 23.237: "IP Multimedia Subsystem (IMS) Service Continuity".

[68]
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[69]
3GPP TS 31.103: "Characteristics of the IP Multimedia Services Identity Module (ISIM) application".

[70]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[71]
3GPP TS 23.218: "IP Multimedia (IM) session handling; IM call model; Stage 2".

[72]
IETF RFC 3264: "An Offer/Answer Model with Session Description Protocol".

[73]
3GPP TS 23.333: "Multimedia Resource Function Controller (MRFC) - Multimedia Resource Function Processor (MRFP) Mp interface: Procedures Descriptions".

[74]
3GPP TS 23.334: " IMS Application Level Gateway (IMS-ALG) - IMS Access Gateway (IMS-AGW) interface: Procedures Descriptions".

[75]
3GPP TS 29.162: "Interworking between the IM CN subsystem and IP networks".

[76]
3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and interaction".

[77]
3GPP TS 22.153: "Multimedia priority service".

[78]
IETF Draft, draft-kaplan-enum-sip-routing-01 "Routing SIP Requests with ENUM".

Editor's Note:
The above document cannot be formally referenced until it is published as an RFC.

[79]
3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh Interface; Signalling flows and message contents".

[80]
3GPP TS 23.380: "IP Multimedia Subsystem (IMS); IMS Restoration Procedures".

[81]
ETSI TS 182 025; "Business trunking; Architecture and functional description".

[82]
3GPP TS 23.402: "Architecture Enhancements for non-3GPP accesses".

[83]
3GPP TS 33.328: "IP Multimedia (IM) Subsystem media plane security"

[84]
IETF Draft, draft-ietf-rtcweb-overview-08 "Overview: Real Time Protocols for Brower-based Applications".

Editor's note:
The above document cannot be formally referenced until it is published as an RFC.

[85]
W3C: "WebRTC 1.0: Real-time Communication Between Browsers", W3C Working Draft, 10 September 2013, http://www.w3.org/TR/2013/WD-webrtc-20130910/.

Editor's note:
The above document cannot be formally referenced until it is published as a candidate recommendation.

[86]
W3C: "Cross-Origin Resource Sharing", W3C Proposed Recommendation, 05 December 2013, http://www.w3.org/TR/2013/PR-cors-20131205/.

[87]
ITU-T Recommendation T.140: "Protocol for multimedia application text conversation".
[yy]
IETF RFC 6455: The WebSocket Protocol
[zz]
IETF RFC 7118: The WebSocket Protocol as a Transport for the Session Initiation Protocol (SIP)
Start of Next Change
U.1.1
Assumptions

-
This Release specifies an option to use a signalling interface from the UE to the network based on SIP over WebSocket [zz], which is used as the information model which may be used by other options. Options other than SIP over WebSocket, such as a REST/HTTP based interface (including CORS [86] as origin mechanism), XMPP over WebSocket, etc. are allowed but not described. Other application protocols, alternative message body formats such as JSON and alternatives to WebSocket transport are also not precluded. Any enhancements required to accommodate an unspecified signalling interface are considered compliant to the Release as long as other defined interfaces in the architecture are not impacted.

-
SDP offer/answer exchange is the mechanism used for media plane feature negotiation.

-
The architecture does not support media multiplexing that is defined for WebRTC clients. A WebRTC IMS Client (WIC) accessing IMS services should not allow usage of media multiplexing in the browser.

-
If an SDP offer with media multiplexing is sent to the network the part of the SDP offer associated with media multiplexing may be be removed at the entry of the IMS network.

-
WebRTC specific media plane extensions will be handled at the access edge and will not be propagated to other IMS functions.

-
For network based interworking between WebRTC and IMS, for 3GPP and EPC access from a WebRTC client:

-
Use of available techniques to select preferred access technologies and APNs, and to provide IP address continuity, are allowed but not described.

-
When the WebRTC client is served by an IP-CAN that supports PCC, it is possible to request QoS within the IP-CAN for WebRTC media.

NOTE:
To ensure full end to end QoS support, proper IP forwarding policies can be set in the path between the PGW and the Functions supporting media interworking to the IMS.

-
QoS can be provided in configurations where the IMS can identify the transport (TCP-UDP/IP) addresses handled by the PCEF and where based on this information PCC functions can identify the UE media flows to prioritize.

-
The eP-CSCF is located in the Home IMS domain of the IMS Public User Identity being registered via the eP-CSCF.

-
The WIC may have no way to access the content of an ISIM/USIM on the UE

U.1.2
Architecture and reference model

Figure U.1.2-1 shows the WebRTC IMS architecture. The WWSF (WebRTC Web Server Function) is located either within the operator network or within a third party network and is the web server contacted by the user agent (generally after clicking on a link or entering a URL into the browser). The P-CSCF enhanced for WebRTC (eP‑CSCF) is the endpoint for the signalling connection from the client and is located in the operator network.

NOTE 1:
The presence of dashed elements in the figure depends on the configuration.


PCC functional elements are present only for EPC access with QoS.


The corresponding PCC elements for fixed access are also optionally supported but not shown.


The NAT in figure U.1.2-1 is meant for non-cellular access to IMS.
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Figure U.1.2-1: WebRTC IMS architecture and reference model

NOTE 2:
A reference point between the WWSF and eP-CSCF might be considered in future Releases.

NOTE 3:
W3 corresponds to the output of the IETF RTCWEB discussions.

NOTE 4:
The enhanced network entities, such as the eP-CSCF, might be decomposed into multiple network elements (e.g. P-CSCF and WebRTC Signalling Function) in future Releases to address additional use cases and configurations.

Start of Next Change
U.1.3.1
WIC (WebRTC IMS Client)

A WebRTC IMS Client (WIC) is a WebRTC JS (JavaScript) application capable of interoperating with the WebRTC IMS access architecture defined in this Annex. The WIC application is downloaded from the WWSF within the operator network or a third party network and provides access to the communications services of the IMS. The WIC operates on any device supporting a browser (or equivalent JS execution environment) with WebRTC extensions. Any IP access network with access to the internet may be used by a WIC, nevertheless WebRTC traffic is subject to the QoS and reachability limitations of this access network.

Start of Next Change
U.1.3.3
eP-CSCF (P-CSCF enhanced for WebRTC)

The P-CSCF enhanced for WebRTC (eP-CSCF) is a P-CSCF including the IMS-ALG functionality and with the following additional functions:

-
The eP-CSCF shall support at least one WebRTC IMS client-to-network signalling protocol, e.g. SIP over WebSocket, REST/HTTP based interface (including CORS [86]), XMPP over WebsScket, etc.

NOTE 1:
Other application protocols, alternative message body formats such as JSON and alternatives to WebSocket transport are also not precluded.

-
The eP-CSCF provides interworking between W2 and Mw.

-
The eP-CSCF verifies that the UE is executing a WIC from an authorized WWSF.

-
In case of WIC registration of individual Public User Identity using IMS Authentication, the eP-CSCF shall relay the IMS authentication and registration information between W2 and Mw.

-
Otherwise, i.e. for users authorized by the WWSF:

-
The eP-CSCF shall verify any UE authorization information received from the WIC;

-
The eP-CSCF shall verify that the WWSF is authorized to allocate IMS identities;

NOTE 2:
For this purpose the eP-SCF can identify an existing trust relationship between the eP-CSCF and the WWSF.

-
The eP-CSCF shall perform Trusted Node Authentication (TNA) in IMS, as defined in TS 33.203 [19].

-
The eP-CSCF shall control the media plane interworking functions provided by the eIMS-AGW, including those additional media plane functions specific to WebRTC.

-
The eP-CSCF shall ensure via signalling that RTP streams are not multiplexed ("bundled") onto the same port if entities anchoring the session media path in the IMS domain do not support that capability.

-
The eP-CSCF shall ensure via signalling that RTP and RTCP flows of an RTP stream are not multiplexed onto the same port if entities anchoring the session media path in the IMS domain do not support that capability.

-
The eP-CSCF is located in the domain of the operator that provides the WWSF or with which the WWSF has a  service level agreement.

Start of Next Change
U.2.1.2
WIC registration of individual Public User Identity using IMS authentication

The WIC obtains information needed for IMS registration (e.g. Private User Identity and Public User Identity) via unspecified means. For example, some of this information might be stored in cookies or local browser storage after visiting a secure web site provided by the IMS operator.

Figure U.2.1.2-1 shows a registration call flow where IMS authentication is used to register the WIC.
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Figure U.2.1.2-1: WIC registration of individual Public User Identity using IMS authentication

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF.

2.
The WIC opens a WSS (secure WebSocket) connection using the origin mechanism to the eP-CSCF. The standard WebSocket origin mechanism is used to allow connections only from WICs originated from a WWSF that is authorized to access this eP-CSCF.
3-6.
The WIC initiates a registration transaction with IMS via the eP-CSCF by sending a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The REGISTER request includes IMS Authentication authentication parameters, Private User Identity, Public User Identity and other information as needed for proper IMS registration. This request is translated into an IMS registration process. This process leverages user credentials in HSS.
U.2.1.3
WIC registration of individual Public User Identity based on web authentication

Figure U.2.1.3-1 shows a registration call flow where the WIC registers with IMS based on web authentication with the WWSF.
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Figure U.2.1.3-1: WIC registration of individual Public User Identity based on web authentication

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF authenticates the user using a common web authentication procedure. The WWSF determines the Private User Identity and Public User Identity for the WIC, issues a security token for the user and returns the IMS identities and the security token to the WIC.

2.
The WIC opens a WSS (secure WebSocket) connection using the origin mechanism to the eP-CSCF. The standard WebSocket origin mechanism [zz] is used to allow connections only from WICs originated from a WWSF that is authorized to access this eP-CSCF.
3.
The WIC sends a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The request includes the user identity extracted from the claims in the security token, as well as the security token received from the WWSF as an attachment to the request.

4.
The eP-CSCF validates the contents of the security token and confirms that the IMS identities being registered are authorized by the security token. The eP-CSCF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA (see TS 33.203 [19], Annex U) procedures, with an indication that the authentication has already been carried out.

5.
The S-CSCF responds with a 200 OK message are accepted.

6.
The eP-CSCF sends the OK response back to the WIC.

As the security token may be associated with a lifetime, the WIC may need to periodically refresh its registration. This registration refresh process entails all steps above with following exceptions:

-
For Step 1, the opening of the TLS connection, the authentication of the UE and the downloading of the WIC may not be needed.

-
Step 2 may not be needed.

End of Changes
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2. Open secure WebSocket using the origin mechanism
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