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**** FIRST MODIFIED SECTION ****

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Application ID: A globally unique identifier identifying a specific application. It is up to stage-3 to determine whether an operating system specific identity would suffice or a namespace needs to be defined by 3GPP that would be common across all operating systems.
Application Layer User ID: An identity identifying a user within the context of a specific application (e.g. alice@social.net). The format of this identifier is outside the scope of 3GPP.

Destination Layer-2 ID: A link-layer identity that identifies a device or a group of devices that are recipients of ProSe communication frames.

EPC ProSe User ID: An identifier for EPC-level ProSe Discovery and EPC support for WLAN direct communication that uniquely identifies a UE registered for ProSe. This identifier can be occasionally reassigned by the ProSe Function.

EPC-level ProSe Discovery: A ProSe Discovery procedure by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity.

Model A: involves one UE announcing "I am here"
Model B: involves one UE asking "who is there" and/or "are you there"
ProSe Direct Communication: A communication between two or more UEs in proximity that are ProSe-enabled, by means of user plane transmission using E-UTRA technology via a path not traversing any network node.

ProSe Direct Discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with E-UTRA technology.

ProSe Discovery: A process that identifies that a UE that is ProSe-enabled is in proximity of another, using E-UTRA (with or without E-UTRAN) or EPC.

ProSe Function ID: An FQDN that identifies a ProSe Function.

ProSe Layer-2 Group ID: A pre-configured layer-2 group identifier that may be used to address a set of users at the 3GPP lower layers. It is typically associated with a ProSe Application ID.

ProSe-enabled non-Public Safety UE: A UE that supports ProSe procedures but not capabilities specific to Public Safety.

ProSe-enabled Public Safety UE: A UE that the HPLMN has configured to be authorized for Public Safety use, and which is ProSe-enabled and supports ProSe procedures and capabilities specific to Public Safety. The UE may, but need not, have a USIM with one of the special access classes {12, 13, 14}.

ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated otherwise, a Prose-enabled UE refers both to a non-Public Safety UE and a Public Safety UE.

ProSe UE-to-Network Relay: A UE that provides functionality to support connectivity to "unicast" services for Remote UE(s).

Remote UE: A ProSe-enabled Public Safety UE, that is not served by E-UTRAN, and that communicates with a PDN via a ProSe UE-to-Network Relay.
Source Layer-2 ID: A link-layer identity that identifies a device that originates ProSe communication frames.

WLAN Link Layer ID: A link layer identity used for WLAN direct discovery and/or WLAN direct communication. Depending on the WLAN technology it can be temporary (e.g. temporary MAC address) or permanent (e.g. permanent MAC address). The format of this identifier depends on the WLAN technology and is outside of 3GPP scope.
**** NEXT MODIFIED SECTION ****

4.5.1.1.1
General

The basic principles of service authorization for ProSe Direct Discovery and ProSe Direct Communication are as follows:

-
the UE gets authorization from the HPLMN to use ProSe Direct Discovery on a per PLMN basis. The authorisation policy may:
-
authorise the UE from a HPLMN to use ProSe Direct Discovery in that Local PLMN without the need to contact the Local PLMN first;
-
conditionally authorise the UE by requiring it to also receive authorisation from the ProSe Functions of the Local PLMN; or
-
prohibit the UE from using ProSe Direct Discovery in that Local PLMN. The ProSe Functions, in the Local PLMNs are called local ProSe Functions.

NOTE:
The UE does not need to be registered in the Local PLMN to get authorization (if required) from the local ProSe Function since authorisation is performed "over IP".

-
If the UE is required to get authorisation from a local ProSe Function, it accesses that local ProSe Function to get PLMN specific Authorisation Information. These ProSe Functions include the one of the registered PLMN as well as those of other local PLMNs.

-
When the local ProSe Function is not in the HPLMN, the local ProSe Function always contacts the HPLMN ProSe Function to check authorization and the local ProSe function consolidates the authorization information. Final authorization always comes from the local ProSe Function.

The authorization can be revoked at any point by either the local ProSe Function or the HPLMN ProSe Function.

OMA DM is used as the protocol to authorise and provision the UE. Authorisation and provisioning is performed via the PC3 reference point.
**** NEXT MODIFIED SECTION ****

4.6.4.1
ProSe Application ID

The ProSe Application ID is an identity used for ProSe Direct Discovery, identifying application related information for the ProSe-enabled UE. Each ProSe Application ID is globally unique, e.g. it unambiguously identifies a service across all 3GPP PLMNs.

For Open ProSe Discovery, (as described in 3GPP TS 22.278 [25]) the ProSe Application ID is called the Public ProSe Application ID.  The geographic scope of the Public ProSe Application ID may be PLMN-specific, country specific or global.
Each Public ProSe Application ID is composed of the following parts:

a. The ProSe Application ID Name is described in its entirety by a data structure characterized by different levels [name_Lvl_0; name_Lvl_1;…; name_Lvl_n-1] e.g., broad-level business category (Level 0) / business sub-category (Level 1) / business name (Level 2) / shop ID (Level 3). 
b. The ProSe Application ID Operator Identifier that corresponds to the PLMN that assigned the ProSe Application ID Name.
NOTE:
If the Public ProSe Application ID is country specific then the Mobile Network Code (MNC) of the ProSe Application ID Operator Identifier is wild carded. If global, both the MCC and MNC are wild carded.

 4.6.4.2
ProSe Application Code

For the announcing UE, the ProSe Application Code is obtained from the HPLMN ProSe Function using the Announce Request procedure (see clauses 5.3.3.1 and 5.3.3.2). The ProSe Application Code is contained in the message that is actually transmitted over the radio interface (on PC5) by a UE engaged in the ProSe Direct Discovery procedure (see clause 5.3) to "monitoring" UEs.

For the "monitoring" UE, a ProSe Application Code(s) to monitor over the radio interface (on PC5) are obtained by the HPLMN ProSe Function using the Monitor Request procedure (see clauses 5.3.3.3 and 5.3.3.4).

Each ProSe Application Code is composed of the following parts:

a.
A temporary identity that corresponds to the ProSe Application ID Name. Given the data structure associated with the Public ProSe Application ID, each ProSe Application ID is associated with a different temporary identity that contains as many identifiers as there are levels in the corresponding ProSe Application ID Name [identifier_Lvl_0; identifier_Lvl_1; …; identifier_Lvl_n-1].: this allows partial matching at the monitoring UE side using Prose Application Masks (see sub-clause 4.6.4.2b).

b.
The PLMN ID of the ProSe Function that assigned the ProSe Application Code, i.e. Mobile Country Code (MCC) and Mobile Network Code (MNC).

NOTE 1:
In this version of the specification the ProSe Application Code is always assigned by the HPLMN ProSe Function.

ProSe Application Code matching considers all components listed above. In ProSe Application Code matching, the "monitoring" UE shall consider it a full match, if both PLMN ID and temporary identity exactly match with the corresponding contents of the Discovery Filter. A partial match is obtained if the PLMN ID matches fully and the temporary identity matches partially with the corresponding contents of the ProSe Application Mask (see sub-clause 4.6.4.2b).

A ProSe Application Code is allocated per "announcing" UE and per application and has an associated validity timer that runs both in the ProSe Function and in the UE.

The ProSe Function may decide at any time to replace a previously allocated ProSe Application Code by providing the UE with a new ProSe Application Code in which the temporary (UE specific) identity is changed. Replacing a ProSe Application Code resets the corresponding validity timer both in the ProSe Function and in the UE.

In case of Open ProSe Discovery:

-
when the "announcing" UE wants to announce something, it shall send a Discovery Request containing the Public ProSe Application ID to the ProSe Function, and the ProSe Function assigns a ProSe Application Code.

-
when the "monitoring" UE wants to monitor something, it shall send a discovery request containing the full or a subset of the Public ProSe Application ID, e.g. it may provide 2 out of the n levels of the full Public ProSe Application ID.
NOTE 2:
The ProSe Application ID Name data structure is not expected to change often.

4.6.4.2a
Discovery Filter

A Discovery Filter consists of one or more ProSe Application Code(s) and/or one or more ProSe Application Mask(s), and a time to live (TTL). A TTL indicates for how long the Discovery Filter is valid after it is received.
A Discovery Filter is always provided to a monitoring UE by its HPLMN ProSe Function. It is used by the monitoring UE to selectively filter matching ProSe Application Codes received on the PC5 interface.
4.6.4.2b
ProSe Application Mask

A ProSe Application Mask is used for partial matching of ProSe Application Codes received on the PC5 interface. A ProSe Application Mask is contained in a Discovery Filter.
A ProSe Application Mask contains m identifiers covering the m first levels (levels 0 to m-1) of applicable temporary identities of ProSe Application Codes. An applicable temporary identity contains n identifiers, where n is greater than or equal to m.
A ProSe Application Mask matches partially with a temporary identity when each of the m identifiers contained in the ProSe Application Mask is equal to the corresponding each of the m first identifiers in the temporary identity. E.g. if the ProSe Application Mask contains m=3 identifiers [12; 27; 42], it matches partially with all temporary identities that contain [12; 27; 42; (…)].
**** NEXT MODIFIED SECTION ****

5.3.2
Overall procedure for ProSe Direct Discovery (Model A)
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Figure 5.3.2-1: Overall procedure for ProSe Direct Discovery

1.
Service authorisation for ProSe direct services is performed for ProSe Direct Discovery as defined in clauses 5.2, and 4.5.1.

If the UE is authorised to announce:

2a.
When the UE is triggered to announce then it sends a discovery request for announcing to the HPLMN ProSe Function as defined in clauses 5.3.3.2 and 5.3.3.3.

3a.
If the request is successful and is provided with ProSe Application Code then it starts announcing on PC5 interface.

NOTE 1:
More details on the Access Stratum protocol of this step are provided in RAN specifications.

If the UE is authorised to monitor:

2b.
When the UE is triggered to monitor, it sends a discovery request for monitoring to the ProSe Function as defined in clauses 5.3.3.4 and 5.3.3.5.

3b.
If the request is successful and the UE is provided with a Discovery Filter consisting of ProSe Application Code(s) or ProSe Application Mask(s) it starts monitoring for matching ProSe Application Codes on the PC5 interface.

NOTE 2:
More details on the Access Stratum protocol of this step are provided in RAN specifications.

4b.
When the UE detects that one or more ProSe Application Code(s) that match the filter (see sub-clause 4.6.4.2), it reports the ProSe Application Code(s) to the ProSe Function as defined in clause 5.3.4.

Non roaming direct discovery procedures cover the case where both the "announcing UE" and "monitoring UE" are served by their respective HPLMN. Roaming direct discovery procedures cover the other cases.

**** NEXT MODIFIED SECTION ****

5.3.3.2
Announce request (non-roaming)
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Figure 5.3.3.2-1: Announce request procedure (non-roaming)

0.
The UE is configured with the data structure of the ProSe Application IDs corresponding to HPLMN. This step is performed using mechanisms that are out of scope of 3GPP.

1.
If the UE is authorised to announce in HPLMN and is triggered to announce, it shall establish a secure connection with the HPLMN ProSe Function and it shall send a Discovery Request (ProSe Application ID, UE Identity, announce command, application identity) message for announcing. The ProSe Application ID indicates what the UE is interested to announce. The UE Identity identifies the UE subscription and can be the e.g. IMSI or MSISDN. 

2.
If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and create a new context for this UE that contains the subscription parameters for this UE for the duration of the validity timer. If the UE does not issue a new announce request within the duration of the validity timer the ProSe Function shall remove the UE context. .

3.
If the Discovery Request is authorised, then the ProSe Function shall respond with a Discovery Response (ProSe Application Code, validity timer) message. The ProSe Application Code is provided by the ProSe Function and corresponds to the ProSe Application ID that was contained in the Discovery Request. The validity timer indicates for how long this ProSe Application Code is going to be valid. The UE will be authorised to announce this ProSe Application Code for the duration of validity timer and if it remains in the HPLMN. When the validity timer expires or the UE changes its registered PLMN the UE needs to request a new ProSe Application Code.

4.
The UE may start announcing the provided ProSe Application Code in HPLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.

5.3.3.3
Announce request (roaming)
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Figure 5.3.3.3-1: Announce request procedure (roaming)

The UE is only allowed to announce in the bands signalled from VPLMN.

0.
The UE is configured with the data structure of the ProSe Application IDs corresponding to HPLMN. This step is performed using mechanisms that are out of scope of 3GPP.

1.
If the UE is authorised to announce in VPLMN and is triggered to announce, it shall establish a secure connection with the HPLMN ProSe Function in and it shall then send a Discovery Request (ProSe Application ID, UE Identity, announce command, application identity) message for announcing. The ProSe Application ID indicates what the UE is interested to announce. The UE Identity identifies the UE subscription and can be the e.g. IMSI or MSISDN. 

2.
If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE for the duration of the validity timer. The HSS also provides the VPLMN ID of where the UE is registered. If the UE does not issue a new announce request within the duration of the validity timer the ProSe Function shall remove the UE context.

3.
If the Discovery Request is authorised then the HPLMN ProSe Function shall inform the ProSe Function in VPLMN with the Announce Authorisation (ProSe Application ID, ProSe Application Code, UE Identity) message. The ProSe Application ID corresponds to the request from the UE, whereas the ProSe Application Code indicates the assigned code for this request. The request also includes the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in VPLMN to perform charging.

4.
The ProSe Function in VPLMN authorizes the UE to perform ProSe Direct Discovery announcing.

5.
The HPLMN ProSe Function shall respond to the UE with a Discovery Response (ProSe Application Code, validity timer) message. ProSe Application Code is provided by the HPLMN ProSe Function and corresponds to the ProSe Application ID that was contained in the Discovery Request from the UE. The validity timer shall indicate for how long this ProSe Application Code is going to be valid. The UE will be authorised to announce this ProSe Application Code for the duration of validity timer and if it remains in the same PLMN.

6.
The UE may start announcing the provided ProSe Application Code in the VPLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.

5.3.3.4
Monitor request (non-roaming)
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Figure 5.3.3.4-1: Monitor request procedure (non-roaming)

0.
The UE is configured with the data structure of the ProSe Application IDs corresponding to PLMNs the UE is authorised to monitor. This step is performed using mechanisms that are out of scope of 3GPP.

1.
If the UE is authorised to monitor in at least one PLMN and is interested to monitor certain ProSe Application ID(s), it shall establish a secure connection with the HPLMN ProSe Function to which it shall then send a Discovery Request (ProSe Application ID(s), UE Identity, monitor command, application identity) message for monitoring. The ProSe Application ID(s) indicate what the UE is interested to monitor and they consist a subset of the data structure of the PLMN. The UE Identity identifies the UE subscription and can be the e.g. IMSI or MSISDN. The application identity represents a unique identifier of the application that has triggered the transmission of the Discovery Request message.
NOTE 1:
The application identity uniquely identifies the application itself. All common mobile operating systems have namespaces that identify the applications within this operating system.

2.
If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and create a new context for this UE that contains the subscription parameters for this UE for the duration the Discovery Filters will be valid. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery. If the UE does not issue a new monitor request within the duration the Discovery Filters are valid the ProSe Function shall remove the UE context.

If the Discovery Request is authorised, and the ProSe Application ID sent by the UE in step 1 indicates another Local PLMN then steps 3-6 are executed, otherwise (i.e. the ProSe Application ID indicates HPLMN) only steps 5-6 are executed:

3.
The HPLMN ProSe Function shall contact other Local PLMNs in order to resolve the ProSe Application ID Name(s) to ProSe Application Mask(s) that corresponds to this ProSe Application ID Name. The request shall also include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in Local PLMN to perform charging.

4.
If the ProSe Function of the Local PLMN stores valid ProSe Application Code(s) corresponding to the requested ProSe Application ID Name(s), then the ProSe Function of the Local PLMN returns the related ProSe Application Mask(s) and the corresponding TTL for each.

NOTE 2:
If the ProSe Function of the Local PLMN does not return any ProSe Application Mask, the HPLMN ProSe Function notifies the UE that the Discovery Request has been rejected.

5.
The ProSe Function in the HPLMN shall respond with a Discovery Response (Discovery Filter(s)) message. The Discovery Filter(s) consists of the ProSe Application Mask(s). The Discovery Filter(s) include the TTL(s). A TTL in a Discovery Filter indicates for how long the Discovery Filter is valid after reception of the Discovery Filter.


6.
The UE may start monitoring using the Discovery Filter(s) in the radio resources that are authorized and configured by the PLMN(s) to be used for ProSe Direct Discovery.

5.3.3.5
Monitor request (roaming)
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Figure 5.3.3.5-1: Monitor request procedure (roaming)

0.
The UE is configured with the data structure of the ProSe Application IDs corresponding to PLMNs the UE is authorised to monitor. This step is performed using mechanisms out of scope of 3GPP.

1.
If the UE is authorised to monitor in at least one PLMN and is interested to monitor certain ProSe Application ID(s), it shall establish a secure connection with the HPLMN ProSe Function and it shall send a Discovery Request (ProSe Application ID(s), UE Identity, monitor command, application identity) message for monitoring. The ProSe Application ID(s) indicate what the UE is interested to monitor and they consist of a subset of the data structure of the PLMN. The UE Identity identifies the UE subscription and can be the e.g. IMSI or MSISDN. The application identity represents a unique identifier of the application that has triggered the transmission of the Discovery Request message. This request is always sent to the HPLMN ProSe Function.

NOTE 1:
The application identity uniquely identifies the application itself. All common mobile operating systems have namespaces that identify the applications within this operating system.

2.
If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE for the duration the Discovery Filters will be valid. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery. The HSS provides also the VPLMN ID where the UE is registered. If the UE does not issue a new monitor request within the duration the Discovery Filters are valid the ProSe Function shall remove the UE context.

If the Discovery Request is authorised, and the ProSe Application ID sent by the UE in step 1 indicates another PLMN and not the HPLMN, then steps 3-6 are executed, otherwise (i.e. the ProSe Application ID indicates HPLMN) only steps 5-6 are executed:

3.
The HPLMN ProSe Function shall contact other PLMNs that are indicated by the ProSe Application ID(s) sent by the UE, in order to resolve the corresponding ProSe Application ID Name(s) to ProSe Application Mask(s). The request shall also include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in Local PLMN to perform charging.

4.
If the ProSe Function of the other PLMN stores valid ProSe Application Code(s) corresponding to the requested ProSe Application ID Name(s), then the ProSe Function of the Local PLMN returns the related ProSe Application Mask(s) and the corresponding TTL for each. It also includes the PLMN ID of the PLMN that the "announcing UE" is registered (if roaming).

NOTE 2:
If the ProSe Function of the other PLMN does not return any ProSe Application Mask, the ProSe Function in the HPLMN notifies the UE that the Discovery Request has been rejected.

5.
The ProSe Function in the HPLMN responds with a Discovery Response (Discovery Filter(s)) message. 

6.
The UE may start monitoring using the Discovery Filter(s) in the radio resources that are authorized and configured by the PLMN(s) to be used for ProSe Direct Discovery.

**** NEXT MODIFIED SECTION ****

5.3.4.1
Match report (non-roaming)
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Figure 5.3.4.1-1: Match report procedure (non-roaming)

1.
If the UE finds ProSe Application Code(s) that matches the Discovery Filters and does not have ProSe Application ID(s) already locally stored that correspond to this ProSe Application Code(s), it shall (re)establish a secure connection with the HPLMN ProSe Function to which it shall then send a Match Report message (ProSe Application Code(s), Discovery Filter ID(s), UE Identity). 
2.
The HPLMN ProSe Function shall check the context for this UE that contains its subscription parameters. The authorisation information also identifies Local PLMN(s).

3.
The HPLMN ProSe Function checks whether the ProSe Application Code received from the UE is already assigned.

If the PLMN that assigned the given ProSe Application Code is another Local PLMN then steps 4-7 are executed, otherwise (i.e. the ProSe Application Code was assigned by HPLMN) only step 7 is executed:

4.
The HPLMN ProSe Function sends a Match Report (ProSe Application Code(s), UE identity) to the ProSe Function of the PLMN that assigned the ProSe Application Code. The UE identity information e.g. IMSI or MSISDN can be used by the ProSe Function in Local PLMN to perform charging.

5.
The Local PLMN ProSe Function checks whether the ProSe Application Code received from the UE is already assigned.

6.
If the ProSe Application Code is already assigned then the Local PLMN ProSe Function shall send a Match Report Acknowledgement (ProSe Application ID Name(s), validity timer(s)). 
7.
[If the ProSe Application Code is already assigned] The ProSe Function in HPLMN shall respond to the UE with Match Report Acknowledgment (ProSe Application ID(s), validity timer(s)). The validity timer(s) indicate for how long the ProSe Application ID(s) provided are valid. The UE may store the mapping of ProSe Application Code(s) and corresponding ProSe Application ID(s) for the duration of their validity timer.

5.3.4.2
Match reporting (roaming)
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Figure 5.3.4.2-1: Match report procedure (roaming)

1.
If the UE finds ProSe Application Code(s) that matches the Discovery Filters and does not have ProSe Application ID(s) already locally stored that correspond to this ProSe Application Code(s), it (re)establishes a secure connection with the HPLMN ProSe Function and sends a Match Report (ProSe Application Code(s), Discovery Filter ID(s), UE Identity, VPLMN ID, Monitored PLMN ID) message to the HPLMN ProSe Function. The ProSe Application Code is the code that the corresponding Discovery Filter of the UE matched.

NOTE:
The Monitored PLMN ID is needed in order to cover the case that the announcing UE that broadcast the ProSe Application Code was registered in another PLMN.

2.
The ProSe Function shall check the context for this UE that contains its subscription parameters for this UE. The authorisation information also contains the PLMN that this UE is allowed to perform discovery. The UE context also contains the VPLMN ID where the UE is registered.

3.
The ProSe Function analyses the ProSe Application Code(s) received from the UE..

If the PLMN ID that assigned the given ProSe Application Code is not the HPLMN, then steps 4-8 are executed, otherwise (i.e. the HPLMN assigned the ProSe Application Code) only steps are executed:

4.
The HPLMN ProSe Function sends a Match Report (ProSe Application Code(s), UE identity, monitored PLMN ID) to the ProSe Function of the PLMN that assigned the ProSe Application Code (i.e. the ProSe Function of the HPLMN of the "announcing UE"). The UE identity information e.g. IMSI or MSISDN can be used by the ProSe Function in Local PLMN to perform charging. The monitored PLMN ID is the registered PLMN of the "announcing" UE and is derived from step 4 of clause 5.3.2.4.

5.
The ProSe Function ensures that the received ProSe Application Code is authorized to be transmitted on the monitored PLMN. The ProSe Function analyses the ProSe Application Code(s) received from the UE, and confirms the ProSe Application Code(s).

6.
The ProSe Function shall send Match Report Acknowledgement (ProSe Application ID Name(s), validity timer(s)). 
7.
The HPLMN ProSe Function shall respond to the UE with Match Report Acknowledgment (ProSe Application ID(s), validity timer(s)). The validity timer(s) indicate for how long the ProSe Application ID(s) provided are going to be valid. The UE may store the mapping of ProSe Application Code(s) and corresponding ProSe Application ID(s) for the duration of their validity timer.

8.
If in step 4 of clause 5.3.3.4 it was indicated that the "announcing UE" is roaming, the HPLMN ProSe Function may optionally send a Match Report Info (ProSe Application ID(s), UE Identity) to the ProSe Function of the serving PLMN of the "announcing UE".

**** END OF CHANGES ****
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