Page 1



SA WG2 Meeting #102
S2-141103
24 – 28 March 2014, Malta, Malta
(revision of S2-14xxxx)
	CR-Form-v11

	CHANGE REQUEST

	

	
	23.402
	CR
	1262
	rev
	-
	Current version:
	12.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Support of backoff time in Overload Control for Trusted/Untrusted WLAN

	
	

	Source to WG:
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

	Source to TSG:
	SA WG2

	
	

	Work item code:
	eSaMOG
	
	Date:
	2014-02-14

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	As part of its work on GTP-C overload control, CT4 has investigated the possible TWAN/ePDG behaviour towards the UE when it receives a new session or handover request from a UE while the selected PGW has already advertised overload control information. 
Examples of potential mechanisms to prevent the UE from retrying the whole process to re-establish connectivity via the WLAN access and cause undesirable signalling towards the network (3GPP AAA Server, HSS, TWAN or ePDG) during the period of overload are documented in subclause 4.2.4.3.3 of 3GPP TR 29.807.
· For untrusted WLAN, TR 29.807 states "To avoid deferring longer than necessary the UE access to the APN via the untrusted access, it could be envisaged to enhance the IKEv2 protocol with an additional back-off mechanism that would allow the ePDG to reject the UE request with a duration function of the overload level of the PGW, if no other alternative PGWs can serve the UE request".

· For trusted WLAN, TR 29.087 states 

· for MCM"The WLCP protocol could thus be leveraged to convey adequate cause codes from the TWAN to the UE to ensure that the UE does not unnecessarily retry new PDN connection or handover requests to a PGW that is overloaded. The WLCP could also advantageously support an APN backoff mechanism, as supported for 3GPP access or HRPD access, if no other alternative PGWs can serve the UE request.".
· For SCM "These EAP extensions could thus be leveraged to convey an "APN congestion" cause and an APN back-off timer from the 3GPP AAA Server to the UE to prevent the UE from unnecessarily retrying new session or handover requests to a PGW or APN that is overloaded".

· For TSCM "the TWAN may support a back-off mechanism on behalf of the UE ".

	
	

	Summary of change:
	This CR introduces the back-off mechanism as proposed by TR 29.807. 
It is also specified that as long as the back-off timer is started, it is valid even if the UE changes RAT. 

It is specified that if a Session Management backoff timer has been triggered in 3GPP, it continues to apply under WLAN.  
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* * * First Change * * * *

4.5
High Level Functions

4.5.x
GTP-C signalling based Load and Overload Control for trusted and untrusted WLAN

4.5.x.1
GTP-C load control
4.5.x.2
GTP-C overload control

**** Text from CR xxx to TS 23.402****

In addition, an ePDG may, via IKEv2 messages:

-
reject Session Management requests from the UE with a Session Management back-off time that instructs the UE to not request new PDN connectivity to the same APN for the indicated time; 
-
reject Mobility Management signalling requests from UEs with a Session Management back-off time that instructs the UE to not request new PDN connectivity to the same APN for the indicated time;

In addition, a TWAN may during access authentication in Transparent Single-Connection Mode, Single-Connection Mode and during WLCP procedures in Multi-Connection Mode apply certain restrictions towards PDN GW that have indicated overload:

-
for Single-Connection Mode and Multi-Connection Mode, reject Session Management requests from the UE with a Session Management back-off time that instructs the UE to not request new PDN connectivity to the same APN for the indicated time;

-
for Single-Connection Mode and Multi-Connection Mode, reject Mobility Management signalling requests from UEs with a Session Management back-off time that instructs the UE to not request new PDN connectivity to the same APN for the indicated time;
-
for Transparent Single-Connection Mode, reject Session or Mobility Management requests from the UE and locally set a backoff timer. As long as the backoff timer is running, the TWAN shall reject the subsequent EAP-Authentication requests from the same UE and the same SSID.
If the UE has received a Session Management backoff time over 3GPP access or over non 3GPP access (i.e. from ePDG or TWAG), the UE shall not send any Session Management or Mobility Management requests related to that APN to the network via WLAN as long as the backoff timer is running.  
* * * Next Change * * * *

16.1.3.1
STa reference point

In addition to STa reference point features specified for any non-3GPP IP access network, STa reference point specification is enhanced with the following features for the support of EPC access through S2a over Trusted WLAN:

-
A way for the TWAN to provide the 3GPP AAA server with following information:

-
An indication on whether the TWAN supports S2a, non-seamless offload or both;

-
An indication on whether the TWAN supports Transparent Single-Connection, Single-Connection mode or Multi-Connection mode or a combination of them;

-
The PDN addresses provided by the PGW for EPC access in Single-Connection mode;

-
The TWAG control plane IP address to be used for WLCP if the TWAN supports the Multi-Connection Mode;

-
The SSID selected by the UE to access the TWAN;
-
In case of PDN GW overload for an APN, a Session Management backoff time to be sent to the UE in Single-Connection mode.

-
A way for the 3GPP AAA server to provide the TWAN with following information:

-
Whether access to EPC is allowed for the UE on the TWAN;

-
As for any Trusted Non-3GPP Access, when the UE is allowed to access EPC via TWAN, the subscription data of the user including the default APN to be associated with the user for EPC access; the TWAN uses the default APN to establish the PDN connection with the PDN GW in the absence of UE signalling of the APN it desires to reach over the Trusted WLAN. Based on the HPLMN operator configuration the HSS may provide the 3GPP AAA server with a default APN for Transparent Single-Connection mode different from the 3GPP access default APN;

-
An indication on whether the Single-Connection mode or Multi-Connection mode is selected for the UE. No indication provided by the 3GPP AAA server implies Transparent Single-Connection mode of operation.

* * * Next Change * * * *

16.1.4A.2
EAP-AKA' extensions

EAP-AKA ' authentication signaling [72] is extended in order to negotiate the connection mode: Single-Connection mode, Multi-Connection mode or Transparent Single-Connection mode, and to carry additional information needed for single connection mode.

NOTE 1:
The selection by the UE and the use of Transparent Single-Connection mode (pre-Rel-12) do not require the support of any following EAP-AKA' extension.

EAP-AKA' authentication signaling is extended in order to exchange the following parameters:

1)
In the UE to network direction:

-
The requested connection mode (Single-Connection mode or Multiple-Connection mode);

-
In case Single-Connection mode is requested;

-
The requested connectivity (NSWO or PDN connection), and

-
In case the requested connectivity is a PDN connection: the PDN type (IPv4, IPv6, or IPv4v6), an optional hand-over indicator, optionally the requested APN (mandatory if the handover indication is provided), optionally a Protocol Configuration Options (PCO)

2)
In the network to UE direction:

-
The supported network connection modes (Transparent Single-Connection mode and/or Single Connection mode and/or Multi Connection mode);

-
In case Single-Connection mode is requested:

-
Whether the requested connectivity (NSWO or a PDN connection) has been granted;

-
For PDN connection: the Selected APN, the selected PDN type (IPv4, IPv6, or IPv4v6), and optionally Protocol Configuration Options (PCO) or, in case of PDN GW or APN overload, a Session Management backoff time during which the UE shall not send new session requests to the same APN or handover requests to the same APN via any RAT access.

-
In case Multi-Connection mode was requested:

-
Whether NSWO is allowed or not.

NOTE 2:
For Multi-Connection mode, WLCP is always used for PDN connection establishment once the UE has been successfully authenticated.

* * * Next Change * * * *

16.1.4A.3.1
WLAN Control Protocol (WLCP)

WLCP is a control protocol between UE and TWAG. It applies to the support of Multi-Connection mode and enables management of PDN connectivity over a Trusted WLAN Access Network.

WLCP provides session management functionality required for:

-
Establishment of PDN connections;

-
Handover (from a 3GPP access) of PDN connections;

-
Request the release of a PDN connection by the UE or notify the UE of the release of a PDN connection;

-
IP address assignment (i.e. delivery of the IPv4 address through WLCP);

NOTE:
Both IPv4 address assignment and IPv6 address assignment (SLAAC) can be supported in conjunction with WLCP.


The following PDN parameters are used:

-
APN, PDN/PDP type, UE IP address/prefix, Protocol Configuration Options (PCO), Request type (initial request, handover) and optionally, in case of PDN GW or APN overload, a Session Management backoff time during which the UE shall not send new session requests to the same APN or handover requests to the same APN via any RAT access;

-
The TWAG MAC address associated to the PDN connection.

WLCP signalling is transported over UDP and IP between the UE and the TWAG. The UE and the TWAG shall use a specific UDP port dedicated to WLCP when transporting the WLCP signalling. The WLCP/UDP traffic shall be carried with one of the following options:

-
via IPv6 with link local addressing scope;

-
via IPv4.

The UE uses the IPv6 link local address configured on the WLAN interface or the IPv4 address assigned via DHCPv4 by the network as the source IP address for WLCP. If NSWO is not authorized, then the UE is not expected to send traffic other than WLCP protocol traffic from this source IP address. The UE receives an indication from the AAA via EAP whether the TWAG supports IPv4 or IPv6, or both for WLCP. If the network indicates that it only supports one IP version for WLCP and the UE does not support this IP version for WLCP, then the UE may operate in Single Connection mode (if the UE and network support Single Connection mode), or Transparent Single Connection mode may be used if supported by the network.

The UE receives a TWAG IPv6 address with link local scope or a TWAG IPv4 address, or both as part of the EAP authentication, as descried in clause 16.2.1, to be used for WLCP signalling.

The selection of IPv4 and IPv6 is UE implementation dependant if both versions are supported by the UE and the TWAG for WLCP.

Editor's note:
(to be removed after stage 3 specifications are available):


WLCP protocol is a specific 3GPP protocol that may reuse some parts of TS 24.008 Session Management messages for establishing and releasing PDN Connections as a baseline and some existing 3GPP Information Elements: some parameters (even mandatory) are not used (e.g. NSAPI, LLC SAPI, QoS, Radio Priority, Packet Flow Identifier, Connectivity type), while others may be reused.

NOTE 1:
WLCP protocol is a specific 3GPP protocol for which the details are defined in TS 24.244 [76].

NOTE 2: Aspects, such as segmentation, retransmission, are specified in stage 3 specifications.

NOTE 3: Security considerations for WLCP, e.g. need for integrity protection, whether the underlying security resulting from a successful EAP authentication suffice, are described in SA3 specifications.

* * * End of Changes * * * *

