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Abstract of the contribution: This paper contains the agreements made during the small cell enhancement discussions at SA3#74.
1 Agreements
SA3 could not identify shortcomings in the existing procedures to support small cell enhancements architecture 3C.
The agreements below were made during the small cell enhancement for architecture 1A discussions in SA3#74. Included are also some notes from the discussions to capture rationale for agreements where seen necessary.

These requirements were agreed with modifications (shown in tracked changes) from S3-140025:

-
Proposal 1: For architecture 1A the user plane data transmitted on new interface between SeNB and UE should be confidentiality protected. 

-
Proposal 2: The user plane data transmitted on X2 between SeNB and MeNB shall be confidentiality protected.
-
Proposal 3: It is beneficial to reuse LTE security solution defined for Uu and X2 interface as much as possible. 

The following documents were presented and discussed together: S3-140026, S3-140027, S3-140065, S3-140066, S3‑140079, S3-140042, S3-140043, S3-140118, S3-140125, S3‑140142, and S3-140189. The agreements were:

· Agreed that the SeNB only need a user plane encryption key; we need to check that we can add integrity protection in the future in a reasonable way should it ever be necessary.
-
Agreed that we assume that SeNB does not establish RBs with relay nodes in Rel-12. We shall inform RAN2 that: “SA3 specifications will not support dual connectivity for relay nodes in rel-12.”

-
Agreed that, to derive the user plane encryption key from the S-KeNB, we shall use the construction of the input to the KDF defined in TS 33.401 clause A.7 “Algorithm key derivation functions”. This implies that the same Algorithm type identifier value is used as when deriving the user plane encryption key in the MeNB. The reason this is acceptable is that the S-KeNB is derived from the KeNB in the MeNB using unique input, so the user plane encryption key in the MeNB and the encryption key in the SeNB will be cryptographically separated. The same rationale applies for any other type of key mentioned in clause A.7, should they be needed any time in the future.

-
Agreed that MeNB derives a base-key (S-KeNB) and sends it to SeNB over X2. The SeNB derives its user plane encryption key from the received S-KeNB.
-
Agreed to give the name S-KeNB to the base-key, which the MeNB derives from the currently active KeNB and sends to the SeNB when establishing RBs in the SeNB.

-
Agreed a freshness value shall be used in S-KeNB derivation, and that this freshness value shall be new for every time a DRB establishment procedure is run with a SeNB. The MeNB shall use a counter that is kept per KeNB as freshness value.
-
Agreed that the frequency parameter EARFCN‑DL and PCI shall be not be used as input to S‑KeNB derivation. The reason is that they do not provide any security enhancement and any potential efficiency gain is perceived as being too small.
-
Agreed that the UE can assume the freshness value is fresh (RRC integrity and replay protection guarantees this under the assumption that the eNB is behaves correctly.)

-
Agreed that we will have as working assumption to use a counter per UE in the MeNB as freshness value in the S-KeNB derivation. The counter is increased for every time a S-KeNB is derived, and is transmitted to the UE in the RRC reconfiguration procedure. The counter is not allowed to wrap around; wrapping around would lead to a security weakness. Before the counter wraps around, the MeNB must either perform an intra-cell handover to refresh the KeNB for the UE and then derive new S-KeNB, or release the SeNB of the UE. SA3 requests RAN2 input to decide an appropriate size of this counter that would not lead to the MeNB having to run the KeNB refresh procedures too often. SA3 had a counter of 16 bits in mind.
-
Agreed that using the PDCP COUNT as the counter for the freshness value has a benefit in that it saves space in the RRC message establishing the DRBs in the SeNB, but it has complexity that need to be resolved if it is to be considered by SA3.

-
Agreed that S3-140118 shall be the working assumption for the algorithm negotiation. Additional optimizations may be made, for example, the MeNB may learn which algorithms the SeNB are selecting and may make the selection itself when it knows what the SeNB supports. The MeNB may also be configured with the algorithms supported by the SeNB and make the selection based on this.
-
Agreed that the key modifications procedures below are necessary and shall be based on S3-140125. Agreed that if there is a key change on-the-fly of the KeNB in the MeNB (initiated by the MME), then the MeNB shall also initiate a re-keying of the S-KeNB. If the MeNB locally refreshes the KeNB from an NH value, then the MeNB shall refresh the S-KeNB in the SeNB (otherwise two-hop security will not be stringent). If the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB. If the SeNB initiates a refresh of the S-KeNB, then it is FFS how the MeNB enforces that refresh.
-
KeNB key change on-the-fly 

-
KeNB refresh initiated by the MeNB
-
S-KeNB refresh initiated by the SeNB

-
Agreed we are confident we can construct the following procedures and have rough ideas how they can be solved:
-
Start and stop of security for DRBs in the SeNB (but we need more definite details from RAN2 what the procedures will look like.

-
Counter check (periodic local authentication)

-
Handovers. If handovers are done by first tearing down all DRBs in the SeNB, SA3 believes we can complete the work before June. Otherwise SA3 needs further information from RAN2 regarding what types of handovers need to be supported to evaluate whether the work can be completed before June.
-
RRC connection re-establishment. SA3 assumes that DRBs between the SeNB and the UE will not be given any special treatment, and hence will be re-established by running their setup procedure once again.

-
Agreed to make a definition for AS SCE security context according to what follows. When the MeNB establishes security between an SeNB and the UE for the first time for a given AS security context, the MeNB associates a counter with the current AS security context. This counter is the counter used as freshness input to S-KeNB derivations as described in the agreements above. When the security is established between the SeNB and the UE, they construct an  AS SCE security context, which includes at least the S-KeNB, the identifier for the currently used user plane encryption algorithm and encryption key used between SeNB and UE, and the uplink and downlink PDCP COUNTs. 
