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1. Introduction
In SA2#101 the procedures for open discovery were agreed to be captured in Annex L of TR 23.703 without too much "controversy".
On the other hand for discovery needed for public safety use cases the agreements captured in TR annexes are much looser. This contribution is proposing "way forward" proposals for public safety related items in order to close the specification for the public safety items as well.

2. What is needed for discovery for public safety?

There are two main use cases that have been identified for public safety discovery: 

a) Relay discovery

In SA2#101 the following information was captured for Relay discovery: 

The following information may be used for ProSe UE-to-Network Relay selection:

· Message type identifier (e.g. identifying model A or model B discovery)
· ProSe Relay (UE) ID: link layer identifier that is used for direct communication and is associated with the PDN connection the ProSe UE-to-Network Relay has established

· PLMN ID: identifies the PLMN to which the relay is connected

· ProSe Application Identity: parameter identifying connectivity the ProSe UE-to-Network Relay provides. (e.g. including APN information)
· Whether the UE can act as a relay 

· Status/maintenance flags (e.g. indicating whether the relay is temporarily without connectivity or battery running low so the Remote UEs can seek/reselect another Relay)
The following ENs have also been captured: 
Editor's Note: The list of parameters needs to be reviewed.

Editor's Note: The need for discoverer's ProSe UE ID when Model B is used is FFS.

Editor's Note: It is FFS if additional parameters are needed in order to protect the discovery message (e.g. restricted discovery).
For the first EN it is proposed that no additional information is necessary for relay discovery, but is proposed  to "tighten" this information in the following categories: 

1. Parameters that exist in "every discovery message " and could become general headers in any discovery message
2. ProSe Relay Access Code that is unique for relay discovery

3. Relay (UE) ID that corresponds to the L2 ID and is used in order to establish (one-to-one) communication after the discovery is performed and is unique for relay discovery
Proposal 1: It is proposed that no additional information is needed in order to perform relay discovery.
Proposal 2: It is proposed to "tighten" the Relay discovery parameters in 3 categories: general parameters that may exist in every discovery message, ProSe Relay Access Code and Relay (UE) ID. These are proposed to be defined in new clauses in TS 23.303. 
b) Group members discovery

Another "use case" that was discussed in SA2#101 is group member discovery. This functionality has not been discussed in detail at SA2#101 and there were no corresponding proposals, but in our interpretation can correspond to discovery for members that belong to the same group (i.e. find out if any members of Group X that I am member of are in proximity). 
Discovery for this use case can be fulfilled by providing a "ProSe Application Code" that corresponds to either the group or the user. This ProSe Application Code can be "unique" to the group members or the group..

Given the possibility of "out of network" operation required for public safety this ProSe Application Code can be provisioned to the UEs (group members) together with the rest of group information (e.g. ProSe Layer-2 Group ID, IP multicast address etc).

Proposal 3: It is proposed that group members discovery can be fulfilled by direct discovery of a "unique" to the group members ProSe Application Code.
2. Is there a need for ProSe UE ID in the discovery message? 

In S2-140315 some concerns were raised for that if the "originator's" L2 ID is not contained in the discovery message (e.g. in model B) this consist a risk for spoofing. This is not true: including an identity in a message does not amount to protection against spoofing. In order to protect against spoofing the identity of the originator's (e.g. announcing UE or discoverer) has to be verifiable.
For "group members discovery" there is no need from a functional perspective to include any L2 ID since there is no one-to-one communication in rel.12. Also a group member is not necessarily aware of the identity of all the other group member as it is possible for group members to be added without informing other group members. 

For relay discovery, the L2 IDs of the relay itself should be included and each one correspond to the PDN connections the relay has established (as indicated already in Annex K of TR 23.703 v1.1.0).
Proposal 4: It is proposed that ProSe UE ID is not included in the discovery message except in the case of relay discovery.
2. Proposal

It is proposed to capture the proposed text in TS 23.303 as delta to S2-140577.
>>>>First change<<<<
4.6.5
Identifiers for direct discovery

4.6.5.1
General parameters
The following parameters are contained in every discovery message: 

- Message type identifier indicating whether model A or model B discovery is used

- Discovery type identifier indicating whether is open, restricted discovery for non Public Safety UEs, group members or relay discovery 
NOTE: Restricted discovery for non Public Safety UEs is not supported in this release of the specification. 
4.6.5.2
ProSe Application ID
The ProSe Application ID is an identity used for direct discovery, identifying application related information for the ProSe enabled UE. Each ProSe Application ID is globally unique and unambiguously identifies a service across the 3GPP PLMNs. 

For open discovery, the ProSe Application ID is called public ProSe Application ID.  The public ProSe Application ID can be PLMN-specific or country specific or global. 
Each public ProSe Application ID is composed of the following parts:
a. ProSe Application ID Name is described in its entirety by a data structure that could be a tree data structure characterized by different levels e.g., broad-level business category (Level0) / business sub-category (Level1) / business name (Level2) / shop ID (Level3). For the purpose of presentation, a ProSe Application ID Name is usually displayed as a string of labels in which the labels represent hierarchical levels. 
b. ProSe Application ID Operator Identifier that corresponds to the PLMN id that assigned the ProSe Application ID Name 

NOTE 1: If the public ProSe Application ID is country specific then the Mobile Network Code (MNC) of the ProSe Application ID Operator Identifier is wild carded. If global, both the MCC and MNC are wild carded.

In case of open discovery: 

-
when the "announcing" UE wants to indicate to the ProSe Function what is interested to announce, in order to be assigned a ProSe Application Code it contains in the discovery request a Public ProSe Application ID that indicates its interest

-
when the "monitoring" UE wants to indicate to the ProSe Function what to monitor, it contains in the discovery request the full or a subset of the public ProSe Application ID e.g. it can contain 2 out of the n levels of the full Public ProSe Application ID 

NOTE 2: The ProSe Application ID Name tree data structure is not expected to change often. 

4.6.5.3
ProSe Application Code

The ProSe Application Code is contained in the message that is actually transmitted "over the air" (on PC5) by a UE engaged in the ProSe direct discovery procedure. 
For open discovery, the ProSe Application Code is called public ProSe Application Code.  

The public ProSe Application Code is composed of the following parts:

a. A temporary identity that corresponds to the ProSe Application ID Name. Given the tree structure associated with public ProSe Application ID, each is associated with a different temporary identity that is built appending a new piece of identifier (specific to that node) to the identifier inherited by the predecessor node: this allows partial matching at the UE side using a mask, making more effective and flexible the filtering of the received temporary identity in a monitoring UE.

b. The PLMN id that assigned the ProSe Code, i.e. Mobile Country Code (MCC) and Mobile Network Code (MNC)

c. The ProSe Function Identifier of the Prose Function that has assigned the ProSe Code.

Editor's Note: The need for ProSe Function Identifier as part of the ProSe Application Code is FFS.
NOTE 1: In this release of the specification the public ProSe Application Code is always assigned by a ProSe Function in HPLMN.
A public ProSe Application Code is allocated per "announcing" UE and per application and has an associated validity timer that runs both in the ProSe Function and in the UE. 
The ProSe Function may decide at any time to replace a previously allocated public ProSe Application Code providing the UE with a new public ProSe Application Code, where the temporary UE specific identifier is changed. Replacing a public ProSe Code resets the corresponding validity timer both in the ProSe Function and in the UE.
For group members discovery for Public Safety the ProSe Application Code is composed of an identity that uniquely identifies the group members or the group.
NOTE 2: In this release of the specification group members' discovery is only defined for ProSe enabled Public Safety UEs.
 

4.6.2.4
ProSe Relay Access Code

The ProSe Relay Access Code is contained in the message is only transmitted "over the air" (on PC5) by the UE acting as ProSe UE-to-Network Relay in the ProSe direct discovery procedure. 

Each ProSe Access Code is composed of the following parts:

a. An indication on the connectivity the ProSe UE-to-Network Relay provides. It can indicate a bitmap that corresponds to the APNs of the active PDN connections the ProSe UE-to-Network Relay has.

b. The PLMN id of the registered PLMN of ProSe UE-to-Network Relay, i.e. Mobile Country Code (MCC) and Mobile Network Code (MNC)
c. Status/maintenance flags (e.g. indicating whether the relay is temporarily without connectivity or battery running low so the Remote UEs can seek/reselect another Relay, and whether it supports signalling for establishing additional PDN connections)
4.6.2.5
ProSe Relay (UE) ID
ProSe Relay ID is contained in the message that is only transmitted "over the air" (on PC5) by the UE acting as ProSe UE-to-Network Relay in the ProSe direct discovery procedure. 

It has the same value as the link layer identifier (ProSe UE ID) that is used for direct communication and is associated with the PDN connection the ProSe UE-to-Network Relay has established for the purpose of relaying communication with the remote UE(s).
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>>>>Next change<<<<
5.3.2
Overall procedure for direct open discovery
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Figure 5.3.2-1: Overall procedure for direct open discovery

1. Service authorisation for ProSe direct services is performed for direct discovery as defined in clause 5.2, and 4.5.1.

If the UE is authorised to announce: 

2a. When the UE is triggered to announce then it sends a discovery request for announcing to the ProSe Function in HPLMN as defined in clauses 5.3.3.1 and 5.3.3.2.

3a. If the request is successful and is provided with ProSe Application Code, then it starts announcing a discovery message on PC5 interface containing the Message type identifier indicating model A, the provided ProSe Application Code and the Discovery type identifier set to open discovery. 

NOTE 1: More details on the Access Stratum protocol of this step are provided in RAN specifications.

If the UE is authorised to monitor: 

2b. When the UE is triggered to monitor, it sends a discovery request for monitoring to the ProSe Function as defined in clauses 5.3.3.3 and 5.3.3.4.

3b. If the request is successful and the UE is provided with a Discovery Filter consisting of ProSe Application Code(s) or mask(s), then it starts monitoring for ProSe Application Codes on PC5 interface.

NOTE 2: More details on the Access Stratum protocol of this step are provided in RAN specifications.

4b. When the UE detects that one or more ProSe Application Code(s) that match the filter, it reports the ProSe Application Code(s) to the ProSe Function as defined in clause 5.3.4.

In the following sections non roaming direct discovery procedures cover the case where both the HPLMN of "announcing UE" and "monitoring UE" are from the same country. Roaming direct discovery procedures cover the cases that either the "announcing UE" or "roaming UE" or both are roaming in a different country.

>>>>Next change<<<<
5.3.x
Overall procedure for ProSe Direct Discovery (public safety)
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Figure 5.3.x-1: Overall procedure for ProSe Direct Discovery (public safety)
This procedure is applicable to ProSe-enabled Public Safety UEs and is used for group members: 
1. Service authorisation for ProSe direct services is performed for direct discovery as defined in clause 5.2, and 4.5.1.

If the UE is authorised to announce (model A) or perform discovery request (model B): 

2a. If the UE is configured to use model A discovery and is triggered to announce, then it starts announcing a discovery message on PC5 interface containing the Message type identifier indicating model A, the provided ProSe Application Code and the Discovery type identifier set to group member discovery. 
2b.If the UE is configured to use model B discovery, then it sends a discovery request on PC5 interface containing the Message type identifier indicating model B, the ProSe Application Code of the members it wants to discover and the Discovery type identifier set to group member discovery. 

NOTE 1: More details on the Access Stratum protocol of this step are provided in RAN specifications.

If the UE is authorised to monitor (model A) or perform discovery response (model B): 

3a. If the UE is configured to use model A and is triggered to monitor, then it detects that one or more ProSe Application Code(s) is announced on PC5.
3b. If the UE is configured to user model B and receives a Discovery Request indicating a ProSe Application Code, then it sends a Discovery Response that contains the Message type identifier indicating model B, its ProSe Application Code and/or ProSe UE ID and the Discovery type identifier set to group member discovery on PC5 .
>>>>Next change<<<<
5.4.4
Direct communication via ProSe UE-to-Network Relay

5.4.4.1
IPv6 Stateless Address auto-configuration
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Figure 5.4.4.1-1: Direct communication via ProSe UE-to-Network Relay (IPv6 prefix allocation)
1. The ProSe UE-to-Network Relay attaches to the network and obtains IPv6 prefix from the network. It may optionally in addition establish an additional number of PDN connections. 

2. The ProSe UE-to-Network Relay following model A (message 2a) or model B (messages 2b and 2c) discovery can provide information assisting the remote UE to perform "relay selection" e.g. if more than one relays announces in proximity. The ProSe UE-to-Network Relay indicates its ProSe Relay IDs and ProSe Access Codes as defined in clause 4.6.2.4 and 4.6.2.5 and sets the Discovery type identifier to relay discovery.
Editor's Note:  It is FFS whether there is a need for control plane signalling between the remote UE and ProSe UE-to-Network Relay in order to establish a security association between the remote UE and the ProSe UE-to-Network Relay.
3. The remote UE uses the received relay selection information to select the UE-to-Network Relay and the PDN connection it wants to connect. 
4. If the PDN type associated with the PDN connection is IPv4v6 or IPv6 and the remote UE is configured to perform IPv6 Stateless Address auto-configuration, the remote UE shall send a Router Solicitation message to the network to the Layer-2 link ID of the Relay corresponding to the PDN connection the remote UE has selected, in order to solicit a Router Advertisement message. The message is sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered in step 2. 
5.  Upon receiving the Route Solicitation message from the UE the ProSe UE-to-Network Relay shall send an IPv6 Router Advertisement message as specified in IETF RFC 4862 [6] to the UE for PDN connection type IPv4v6 or IPv6 (i.e. the ProSe UE-to-Network Relay acts as an advertising interface as specified in IETF RFC 4861 [10] for the PDN connection type IPv4v6 or IPv6). The Router Advertisement messages shall contain the assigned IPv6 prefix received during the establishment of the PDN connection selected by the remote UE. After the remote UE receives the Router Advertisement message, it constructs a full IPv6 address via IPv6 Stateless Address auto-configuration in accordance with IETF RFC 4862 [6]. However, the remote UE shall not use any identifiers defined in TS 23.003 [12] as the basis for generating the interface identifier. For privacy, the remote UE may change the interface identifier used to generate the full IPv6 address, as defined in TS 23.221 [11] without involving the network. The remote UE shall use the auto-configured IPv6 address while sending packets in this implicitly created PDN connection.
>>>>End of new text<<<<
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