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This contribution adds the needed procedure on PC2 to support the discovery service interacting with the 3rd party service platform.
1. Introduction
In the baselin solution, there is no defined interaction of the Service platform and ProSe Function ,except that in Discovery reporting in clause 5.3.4:
This message may also contain certain metadata corresponding to the ProSe Application ID Name e.g. postal address, phone number, URL etc.
It’s not clear here how does the ProSe function get this “metadata”. For example:
· the “metadata” is retrieved from ProSe Function itself or from Service platform. 
· If information is stored in Service platform, how does the Service Platform identify a certain user/UE? 
· How is the information transferred to the ProSe Function? 
All this questions need to be further clarified. 
2. Discussion
2.1 “metadata” is stored in ProSe Function or service platform?
According to the proposal on ProSe Direct discovery in S2-140577, the interaction of the ProSe Function and the service platform is not included. If the interaction with the service platform is missing, there are the following impacts on ProSe feature.
· For Open discovery, the ProSe Function in HPLMN needs to store the metadata related to the ProSe UE application/service information like phone number and address. When the user want to update the these metadata, the application user may use the application on the UE or other method to interact the ProSe Function to update the metadata information. So, the ProSe Function will be responsible for managing the metadata and acts as one service platform. This will extend the function scope of ProSe Function, and the security thread exists when ProSe Function interacts directly with the applications on the UE. 
· When the ProSe service is exposed to the third party applications, it is not possible that the ProSe Function stores the metadata of the 3rd party application due to privacy and security issue.
so it is better that the service platform and ProSe Function are separate entities.
On the other hand, from the business model of discovery service, operator should be able to provide discovery service to the 3rd party application to meet the demand of the proximity service. The 3rd party application (like Google map, Yelp, urbanspoon) has already built a mutual community for shops and restaurant to advertise. A large amount of users are using this kind of applications to search for the service they are interested in. So, it’s more easier for the operator to push this new service and make profit by supporting 3rd party application rather than s develop a new application on their own. 
Proposal 1 : The “metadata” should be stored in the 3rd party service platform. 
Proposal 2 : The interaction over the PC2 is needed to be specified in R12,in order to retrieve the information  from 3rd party service platform.
2.2 The Identities of the UE for open discovery 
Given the ProSe function has to interact with the service platform, the ProSe function and the service platform has to find a way to identify the user/UE. The basic idea is that, the UE identity is not revealed to the service platform, while the application level account is also hidden from the ProSe function. 
So, the App_User_ID is allocated to user by the service platform to hide/protect the application level user identity from the EPS whilst still unambiguously identifying the user within a given application. The ProSe temporary UE identity is allocated by the ProSe Function to hide the real identity of UE.
Proposal 3: The ProSe temporary UE Identity and APP_User_ID is proposed to use to hide the real identity between the service platform and ProSe Function.
3. Proposal

It is proposed to add the following text in TS 23.303
* * * * Start of 1st Change * * * *
4.6.5
Identifiers for direct discovery

4.6.5.1
ProSe Application ID

The ProSe Application ID is an identity used for direct discovery, identifying application related information for the ProSe enabled UE. Each ProSe Application ID is globally unique and unambiguously identifies a service across the 3GPP PLMNs. 

For open discovery, the ProSe Application ID is called Public ProSe Application ID.  The Public ProSe Application ID can be PLMN-specific or country specific or global. 
Each Public ProSe Application ID is composed of the following parts:

a. ProSe Application ID Name is described in its entirety by a data structure that could be a tree data structure characterized by different levels e.g., broad-level business category (Level0) / business sub-category (Level1) / business name (Level2) / shop ID (Level3). For the purpose of presentation, a ProSe Application ID Name is usually displayed as a string of labels in which the labels represent hierarchical levels. 
b. ProSe Application ID Operator Identifier that corresponds to the PLMN id that assigned the ProSe Application ID Name 

NOTE 1: If the public ProSe Application ID is country specific then the Mobile Network Code (MNC) of the ProSe Application ID Operator Identifier is wild carded. If global, both the MCC and MNC are wild carded.

In case of open discovery: 

-
when the "announcing" UE wants to indicate to the ProSe Function what is interested to announce, in order to be assigned a ProSe Application Code it contains in the discovery request a Public ProSe Application ID that indicates its interest

-
when the "monitoring" UE wants to indicate to the ProSe Function what to monitor, it contains in the discovery request the full or a subset of the public ProSe Application ID e.g. it can contain 2 out of the n levels of the full Public ProSe Application ID 

NOTE 2: The ProSe Application ID Name tree data structure is not expected to change often. 

4.6.5.2
ProSe Application Code

The ProSe Application Code is contained in the message that is actually transmitted "over the air" (on PC5) by a UE engaged in the ProSe direct discovery procedure. 

Each ProSe Application Code is composed of the following parts:

a. A temporary identity that corresponds to the ProSe Application ID Name. Given the tree structure associated with public ProSe Application ID, each is associated with a different temporary identity that is built appending a new piece of identifier (specific to that node) to the identifier inherited by the predecessor node: this allows partial matching at the UE side using a mask, making more effective and flexible the filtering of the received temporary identity in a monitoring UE.

b. The PLMN id that assigned the ProSe Code, i.e. Mobile Country Code (MCC) and Mobile Network Code (MNC)

c. The ProSe Function Identifier of the Prose Function that has assigned the ProSe Code.

Editor's Note: The need for ProSe Function Identifier as part of the ProSe Application Code is FFS.
NOTE: In this release of the specification the ProSe Application Code is always assigned by a ProSe Function in HPLMN.

A ProSe Application Code is allocated per "announcing" UE and per application and has an associated validity timer that runs both in the ProSe Function and in the UE. 

The ProSe Function may decide at any time to replace a previously allocated ProSe Application Code providing the UE with a new ProSe Application Code, where the temporary UE specific identifier is changed. Replacing a ProSe Code resets the corresponding validity timer both in the ProSe Function and in the UE.

4.6.5.3
Identifiers for ProSe UE-to-Network Relay selection

The following information may be used for ProSe UE-to-Network Relay selection:

· Message type identifier (e.g. identifying model A or model B discovery)
· ProSe Relay (UE) ID: link layer identifier that is used for direct communication and is associated with the PDN connection the ProSe UE-to-Network Relay has established

· PLMN ID: identifies the PLMN to which the relay is connected

· ProSe Application Identity: parameter identifying connectivity the ProSe UE-to-Network Relay provides. (e.g. including APN information)
· Whether the UE can act as a relay 

· Status/maintenance flags (e.g. indicating whether the relay is temporarily without connectivity or battery running low so the Remote UEs can seek/reselect another Relay)
Editor's Note: The list of parameters needs to be reviewed.
Editor's Note: The need for discoverer's ProSe UE ID when Model B is used is FFS.

Editor's Note: It is FFS if additional parameters are needed in order to protect the discovery message (e.g. restricted discovery).
4.6.5.y
ProSe temporary UE Identity 
The ProSe temporary UE Identity is assigned to UE to identify a UE uniquely in the ProSe Function. However, it is not permanent to hide the real identity of the UE from any service platform, the ProSe Function allocates it to UE when UE registers in the ProSe Function. 
4.6.5.z
APP_User_ID 
The App_User_ID is used to hide/protect the application level user identity from the EPS whilst still unambiguously identifying the user within a given application. The App_User_ID is unique within a given service platform/application,
* * * * End of 1st Change * * * *
* * * * Start of 2nd Change * * * *
5.3.2
Overall procedure for direct discovery




[image: image2.emf]UE

ProSe

Function

HPLMN

ProSe

Function(s)

Other PLMNs (VPLMN or local) 1. Service authorisation

2a. Discovery Request (announce)

2b. Discovery Request (monitor)

4b. Match report

3a. Discovery 

announce on PC5

3b. Discovery 

monitor on PC5

For the announcing UE

For the monitoring UE

1a. UE registration procedure

1b.  Application registration procedure


Figure 5.3.2-1: Overall procedure for direct discovery

1. Service authorisation for ProSe direct services is performed for direct discovery as defined in clause 5.2, and 4.5.1.
1a. UE registration procedure is performed for discovery as defined in clause 5.3.x.1.
1b. Application registration procedure is performed for discovery as defined in 5.3.x.2.
If the UE is authorised to announce: 

2a. When the UE is triggered to announce then it sends a discovery request for announcing to the ProSe Function in HPLMN as defined in clauses 5.3.3.1 and 5.3.3.2.

3a. If the request is successful and is provided with ProSe Application Code then it starts announcing on PC5 interface. 

NOTE: More details on the Access Stratum protocol of this step are provided in RAN specifications.

If the UE is authorised to monitor: 

2b. When the UE is triggered to monitor, it sends a discovery request for monitoring to the ProSe Function as defined in clauses 5.3.3.3 and 5.3.3.4.

3b. If the request is successful and the UE is provided with a Discovery Filter consisting of ProSe Application Code(s) or mask(s) starts monitoring for ProSe Application Codes on PC5 interface.

NOTE: More details on the Access Stratum protocol of this step are provided in RAN specifications.

4b. When the UE detects that one or more ProSe Application Code(s) that match the filter, it reports the ProSe Application Code(s) to the ProSe Function as defined in clause 5.3.4.

In the following sections non roaming direct discovery procedures cover the case where both the HPLMN of "announcing UE" and "monitoring UE" are from the same country. Roaming direct discovery procedures cover the cases that either the "announcing UE" or "roaming UE" or both are roaming in a different country.
* * * * End of 2nd Change * * * *
* * * * Start of 3rd Change * * * *
5.3.4
Discovery reporting

5.3.4.1
Match report (non-roaming)
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Figure 5.3.4.1-1: Match report procedure (non-roaming)

1. If the UE finds ProSe Application Code(s) that matches the Discovery Filters and does not have ProSe Application ID(s) already locally stored that correspond to this ProSe Application Code(s), it shall (re)establish a secure connection and shall send a Match Report (ProSe Application Code(s), Discovery Filter id(s), UE Identity) to the ProSe Function in HPLMN. The ProSe Application Code is the code that the corresponding Discovery Filter of the UE matched. This request is always sent to the ProSe Function in HPLMN. 

Editor's Note: The mechanism to establish a secure connection between the UE and the ProSe Function will be defined by SA WG3.
2. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and create a new context for this UE that contains the subscription parameters for this UE. The authorisation information also contains the PLMN that this UE is allowed to perform discovery.

3. The ProSe Function analyses the ProSe Application Code received from the UE. 

If the PLMN id that assigned the given ProSe Application Code is another local PLMN in the same country then steps 4-7 are executed, otherwise step 7 only: 

4. The ProSe Function in HPLMN sends a Match Report (ProSe Application Code(s), UE identity) to the ProSe Function of the PLMN that assigned the ProSe Application Code. The UE identity information e.g. IMSI or MSISDN can be used by the ProSe Function in local PLMN to perform charging.

5. The ProSe Function analyses the ProSe Application Code(s) received from the UE. 

6. If the ProSe Application Code is confirmed then the ProSe Function in local PLMN shall send Match Report Acknowledgement (ProSe Application ID Name(s), validity timer(s),APP_User_ID(s)).. 

7. The ProSe Function in HPLMN shall respond to the UE with Match Report Acknowledgment (ProSe Application ID(s), validity timer(s)). This message may also contain certain metadata corresponding to the ProSe Application ID Name e.g. postal address, phone number, URL etc. The metadata is retrieved from the Service Platform as described in clause 5.3.x.3.The validity timer(s)indicate for how long the ProSe Application ID(s) provided are going to be valid. The UE may store the mapping of ProSe Application Code(s) and corresponding ProSe Application ID(s) for the duration of their validity timer.

5.3.4.2
Match reporting (roaming)
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Figure 5.3.4.2-1: Match report procedure (roaming)

1. If the UE finds ProSe Application Code(s) that matches the Discovery Filters and does not have ProSe Application ID(s) already locally stored that correspond to this ProSe Application Code(s), it (re)establishes a secure connection with the ProSe Function in HPLMN and sends a Match Report (ProSe Application Code(s), Discovery Filter id(s), UE Identity, VPLMN id, Monitored PLMN id) to the ProSe Function in HPLMN. The ProSe Application Code is the code that the corresponding Discovery Filter of the UE matched.  

Editor's Note: The mechanism to establish a secure connection between the UE and the ProSe Function will be defined by SA WG3.
NOTE 1: The Monitored PLMN id is needed in order to cover the case that the announcing UE that broadcasted the ProSe Application Code was an inbound roamer in the same country. 

2. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and create a new context for this UE that contains the subscription parameters for this UE. The authorisation information also contains the PLMN that this UE is allowed to perform discovery. The HSS provides also the VPLMN id where the UE is registered.

3. The ProSe Function analyses the ProSe Application Code received from the UE to ensure that the ProSe Application Code is authorized to be transmitted in the monitored PLMN id. 

If the PLMN id that assigned the given ProSe Application Code is not the HPLMN, then steps 4-8 are executed, otherwise steps 7-8 only: 

4. The ProSe Function in HPLMN shall send a Match Report (ProSe Application Code(s), UE identity, monitored PLMN id) to the ProSe Function of the PLMN that assigned the ProSe Application Code (i.e. the ProSe Function of the HPLMN of the "announcing UE"). The UE identity information e.g. IMSI or MSISDN can be used by the ProSe Function in local PLMN to perform charging. The monitored PLMN id is the registered PLMN of the "announcing" UE and is derived from step 4 of clause 5.3.2.4. 

5. The ProSe Function ensures that the received ProSe Application Code is authorized to be transmitted on the monitored PLMN. The ProSe Function analyses the ProSe Application Code(s) received from the UE, and confirms the ProSe Application Code(s).

6. The ProSe Function shall send Match Report Acknowledgement (ProSe Application ID Name(s), validity timer(s), APP_User_ID(s)). 
7. The ProSe Function in HPLMN shall respond to the UE with Match Report Acknowledgment (ProSe Application ID(s)). This message may also contain certain metadata corresponding to the ProSe Application ID Name e.g. postal address, phone number, URL etc. The metadata is retrieved from the service platform as described in clause 5.3.x.3.The validity timer(s) indicate for how long the ProSe Application ID(s) provided are going to be valid. The UE may store the mapping of ProSe Application Code(s) and corresponding ProSe Application ID(s) for the duration of their validity timer.
8. If in step 4 of clause 5.3.2.4 it was indicated that the "announcing UE" is roaming, the ProSe Function in HPLMN may optionally send a Match Report Info (ProSe Application ID(s), UE Identity) to the ProSe Function of the serving PLMN of the "announcing UE".
* * * * End of 3rd Change * * * *
* * * * Start of 4th Change * * * *
5.3.x
Interaction of service platform and ProSe Function
The service platform can be owned and managed by a 3rd party , it also can be managed by the operator to provide the ProSe service.
5.3.x.1
UE registration for discovery service procedure
The flow for ProSe UE registration is depicted in Figure 5.3.x.1. ProSe UE registration is initiated when the UE activates ProSe Service.
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Figure 5.3.x.1 ProSe UE registration in roaming case
1. The UE sends a ProSe registration Request (IMSI) via user plane directly to Serving ProSe Function. 
2. If there is no associated UE context, the Serving ProSe Function shall check with HSS the authorisation for discovery and create a new context for this UE that contains the subscription parameters for this UE. 
3. If Serving ProSe Function determines whether the UE is permitted to use the ProSe discovery service in the serving PLMN per operator’s policy,the Serving ProSe Function assigns a ProSe UE temporary Identity and sends the ProSe Registration response (ProSe UE temporary identity) back to the UE.
Note: The tree structure can be provisioned to the UE during the UE registration procedure.
5.3.x.2
Application registration for discovery service
The flow depicted in the Figure 5.3.x.2-1 shows that the UE initiates ProSe application registration procedure. 
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Figure 5.3.x.2-1 Application registration for discovery service
0. The UE login the service platform and configure some user information(e.g. postal address, phone number, URL etc) . This step is out of scope of 3GPP.
1. The UE sends Application Registration Request (ProSe UE temporary Identity) to the service platform. This step is out of scope of 3GPP.
2. Given the User has connected to the service platform, the service platform can identify the user on the application level and perform authorization in application level, i.e. whether the user is allowed to use discovery service in this particular application. The service platform allocates an APP_User_ID for the User. Service platform sends a APP UE ID registration request (ProSe UE temporary Identity,APP_ID, APP_User_ID) to Serving ProSe Function. 
NOTE: The service platform is able to obtain the IP address of the ProSe Function with DNS mechanism.
3. ProSe Function sends an Identity Authentication Req message (ProSe UE temporary Identity) to the UE to check ProSe UE temporary Identity.

4. The UE confirms with an Identity Authentication Response. 

5. Based on the ProSe UE temporary Identity, Serving ProSe Function identifies the UE and checks in the UE context whether the UE is permitted to use the discovery in this particular application. If the UE and the application is authorized to use the service, Serving ProSe Function stores the APP_User_ID in the UE context and sends back a APP UE ID registration Respond to Service platform.
6. Service platform confirms the UE is successfully registered. This step is out of scope of 3GPP.
5.3.x.3
User Information Query Procedure
The flow depicted in the Figure 5.3.x.3-1 shows that ProSe Function retrieves the metadata from the service platform. 
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Figure 5.3.x.3-1 Application registration for discovery service
1. The Home ProSe Function sends the User Information Query (APP_User_ID (s)). 
2. The service platform looks up user information by APP_User_ID and packs the metadata corresponding to each APP_User_ID. The metadata (e.g. postal address, phone number, URL, etc) is configured on the service platform in step 0 in clause 5.3.x.2. The service platform send back the User Information Answer message to ProSe Function.
* * * * End of 4th Change * * * *
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