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1. Introduction

When the user subscribes to ProSe, a corresponding entry is inserted in the user's profile in the HSS, to give the user permission to use the ProSe. This is a very general statement that applies to all the users and not to just to the non-Public Safety users.

In fact, even though “For Public Safety usage the operator is able to pre-configure Public Safety UEs (e.g., in the USIM or ME) with the required provisioning parameters for ProSe direct services, without the need for the Public Safety UEs to connect to the ProSe Function  to get this initial configuration.” the description of the DPF reads “For direct communication used for Public Safety DPF is also used to provision the UE with parameters that are needed when the UE is not "served by E-UTRA".”.

Therefore a Public Safety ProSe enabled UE shall be able to connect to a DPF when it is in E-UTRAN coverage to retrieve configuration data. However such a connection is not possible if the DPF is not able to verify whether the UE is authorised to get connected. The easier way to allow this is to have a ProSe subscription entry in the user’s profile of each ProSe user, regardless of whether he/she is a Public Safety or a non-Public Safety user.
This contribution also proposes a clarification on the time validity of the service authorisation for ProSe direct services.

2. Proposal

It is proposed to capture the proposed text in TS 23.303 as delta to S2-140577.

>>>>First change<<<<
4.5
High Level Function

4.5.1
Subscription of ProSe
When the user subscribes to ProSe, a corresponding entry is inserted in the user's profile in the HSS, to give the user permission to use the ProSe. 
The operator can remove at any time the ProSe UE subscription from the user's profile in the HSS, and revoke the user permission to use the ProSe.
The following subscription information is defined from ProSe:

- subscription for direct discovery

- subscription for EPC-level discovery
- subscription for EPC support WLAN direct discovery and communication
- subscription for ProSe communication one-to-many, applicable only to ProSe enabled Public Safety UEs
- subscription for ProSe UE-to-Network Relay, applicable only to ProSe enabled Public Safety UEs

4.5.1.1
Subscription of ProSe direct discovery service (non-Public Safety users)
Additional parameters related to the ProSe discovery service are stored in the user’s profile, such as:

-
whether the user is authorized to perform inter-PLMN discovery or not.

4.5.2
Provisioning for direct discovery and communication

4.5.2.1
Authorization and provisioning for ProSe
The basic principles of service authorization for ProSe direct discovery and communication are as follows:

- 
UE gets authorization from HPLMN for using direct discovery in certain PLMNs per country. These PLMNs are called local PLMNs and their ProSe Functions, local ProSe Functions. The authorisation policy can authorise the UE from HPLMN to use discovery in local PLMN without need to contact these PLMN first, conditionally authorise the UE requiring to also receive authorisation from the ProSe Functions of local PLMNs or not authorise the UE at all.

NOTE 1: The UE does not need to be registered in local PLMNs to get authorization (if required) from local ProSe Functions since authorisation is performed "over IP".

- 
If the UE is required to get authorisation from local ProSe Functions, it accesses local ProSe Functions to get PLMN specific Authorisation Information; these ProSe Functions include the one of the registered PLMN those of other local PLMNs (of that specific country).

-
In that case, the local ProSe Function always contacts the ProSe Function in HPLMN to check authorization and consolidates the authorization info. Final authorization info always comes from local ProSe Functions

The authorization can be revoked at any point by any of  the local ProSe Functions or the ProSe Function in HPLMN if the UE is de-authorized to use to use ProSe either from the local PLMN or HPLMN.

OMA DM is used as the protocol to authorise the UE via the PC3c reference point.

4.5.2.1.1
Provisioning information for ProSe direct discovery and communication
The following information can be contained in the authorisation info that is provided by the ProSe Function to the UE for authorisation of using direct services in a particular PLMN.

NOTE: 
For Public Safety usage the operator is able to pre-configure Public Safety UEs (e.g., in the USIM or ME) with the required provisioning parameters for ProSe direct services, without the need for the Public Safety UEs to connect to the ProSe Function  to get this initial configuration. 

4.5.2.1.1.1
Authorisation for direct discovery (non-Public Safety UE)
The following information is provisioned to the UE for direct discovery authorisation: 

1) Direct discovery monitoring authorisation policy

- PLMNs that the UE is authorised to perform direct discovery monitoring

- 
For each PLMN in the list also indicate whether the UE is pre-authorised by HPLMN to perform direct discovery monitoring or it is conditionally authorised, in which case the UE would need to contact the ProSe Functions of these PLMNs (when it is in this country) in order to obtain authorisation. 

2) Direct discovery announcing authorisation policy

- Authorised discovery range (short/medium/long) for announcing per PLMN

NOTE: Given that direct discovery announcing can only be performed in the bands of the registered PLMN this policy can only be provided by the registered PLMN. In other cases a default discovery range would apply.

4.5.2.1.1.2
Provisioning for direct discovery and communication (Public Safety UE)
The contents of this section are applicable to Public Safety UEs only.

4.5.2.1.1.2.1
Additional provisioning information for direct discovery
In addition to the parameters indicated in clause 4.5.2.1.1.1, the Public Safety UE is provisioned with the following information: 

1) Authorisation policy when the UE is "not served by E-UTRA" 

-
Indicates whether the UE is authorised to perform direct discovery when "not served by E-UTRA"

2) Radio parameters container for when the UE is "not served by E-UTRA"

-
 Includes the radio parameters that need to be configured in the UE in order to be able perform direct discovery procedures when not "served by E-UTRA". This includes e.g. frequency bands etc.

NOTE: More details on the necessary parameters will be defined in RAN specifications.

4.5.2.1.1.2.2
Provisioned information for direct communication one-to-many
The following information is provisioned to the UE for direct communication: 

1) Authorisation policy

When the UE is "served by E-UTRA":

- PLMNs that the UE is authorised to perform direct communication one-to-many

-  For each PLMN in the list also indicate whether the UE is pre-authorised by HPLMN to perform direct communication one-to-many or it is conditionally authorised, in which case the UE would need to contact the ProSe Functions of these PLMNs (when it is in this country) in order to obtain authorisation. 

When the UE is "not served by E-UTRA": 

- Indicates whether the UE is authorised to perform one-to-many communication procedures when "not served by E-UTRA"

2) Direct communication policy/parameters

- Includes the identifiers that allow the UE to perform one-to-many communication: 

-
ProSe Layer-2 Group ID;

- 
ProSe Group IP multicast address

- Indication whether the UE should use IPv4 or IPv6 for the specific group

3) Radio parameters container for when the UE is "not served by E-UTRA"

-
 Includes the radio parameters that need to be configured in the UE in order to be able perform direct communication one-to-many procedures when "not served by E-UTRA". This includes e.g. frequency bands etc.

NOTE: More details on the necessary parameters will be defined in RAN specifications.

4) Security container

-
 Includes any security related content that need to be configured in the UE in order to be able perform direct communication one-to-many procedures when "not served by E-UTRA". 

NOTE: More details on the necessary parameters will be defined in SA3 specifications.

Editor's Note: SA3 will also assess whether it is necessary to provision any security parameters from DPF. 

Editor's Note: It is FFS which of these parameters are provisioned from the PLMN and which from 3rd party Public Safety provider.



>>>>Next change<<<<
5.2
Service authorisation for ProSe direct services
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Figure 5.2-1: Service authorisation for ProSe direct services

The UE gets the service authorisation for direct discovery and/or communication with certain validity from the ProSe Functions of HPLMN and optionally from local PLMNs. The authorisation is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this ProSe Function. 

NOTE:
This procedure is executed before starting discovery and/or communication setup or when the UE changes its registered or equivalent PLMN or when an authorisation timer expires.

In this signalling flow the following steps are performed:

Step 0: HPLMN configures UE with PLMN list that support direct services. 

Step1~3: If the UE is conditionally authorised for direct services for local PLMNs, the UE contacts the local ProSe Functions to receive authorization info applicable to this PLMN. The address of the ProSe Function in local PLMN can either be provided from HPLMN or self-constructed by the UE e.g. derived from PLMN id of the local PLMN.

Editor's Note: The mechanism to authenticate and verify authorization of the UE in each ProSe Function will be defined by SA WG3.
Step 4: The local ProSe Function obtains authorization info from HPLMN and merges with own policy.

Step 5: Local ProSe Function provides authorisation info to UE. This authorisation info applies to this PLMN. The UE stores the authorisation information obtained from local ProSe Function in a secure way. If needed at any point the authorization can be revoked by the Local ProSe Function or Prose Function in the HPLMN e.g. by sending an OMA DM push message.
>>>>Next change<<<<
5.3.2
Overall procedure for direct discovery
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Figure 5.3.2-1: Overall procedure for direct discovery

1. Service authorisation for ProSe direct services is performed for direct discovery as defined in clause 5.2, and 4.5.2.

If the UE is authorised to announce: 

2a. When the UE is triggered to announce then it sends a discovery request for announcing to the ProSe Function in HPLMN as defined in clauses 5.3.3.1 and  5.3.3.2.

3a. If the request is successful and is provided with ProSe Application Code then it starts announcing on PC5 interface. 

NOTE: More details on the Access Stratum protocol of this step are provided in RAN specifications.

If the UE is authorised to monitor: 

2b. When the UE is triggered to monitor, it sends a discovery request for monitoring to the ProSe Function as defined in clauses 5.3.3.3 and 5.3.3.4.

3b. If the request is successful and the UE is provided with a Discovery Filter consisting of ProSe Application Code(s) or mask(s) starts monitoring for ProSe Application Codes on PC5 interface.

NOTE: More details on the Access Stratum protocol of this step are provided in RAN specifications.

4b. When the UE detects that one or more ProSe Application Code(s) that match the filter, it reports the ProSe Application Code(s) to the ProSe Function as defined in clause 5.3.4.

In the following sections non roaming direct discovery procedures cover the case where both the HPLMN of "announcing UE" and "monitoring UE" are from the same country. Roaming direct discovery procedures cover the cases that either the "announcing UE" or "roaming UE" or both are roaming in a different country.

>>>>Next change<<<<
5.4
Procedures for direct communication

5.4.1
Direct communication one-to-many (decentralised mode) general
Direct communication one-many (decentralised mode) is applicable to Public Safety UEs only and can apply when the UE is served by E-UTRA or not, if authorised.

Direct communication one-many (decentralised mode) has the following characteristics:

-
One-to-many communication decentralised mode is connectionless. Thus there is no over PC5 control plane signalling. 

-
There is no QoS support apart from priority handling.

-
The user plane interface to the D2D radio layer is IP packets carried over radio bearers.

-
Members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.  Only group members will be able to decrypt the user data as only they will possess the group secret.

-
Authorisation for Direct communication one-to-many (decentralised mode) is  pre-configured in the UE by the ProSe Function using PC3c reference point.

-
ProSe UE configuration parameters (e.g. including ProSe Group IP multicast addresses, ProSe Group IDs, Group security material, radio related parameters) are be pre-configured in the UE, as defined by procedures defined in this document.

5.4.2
Direct communication one-to-many (decentralized mode) transmitter
This procedure is applicable to authorized ProSe-enabled Public Safety UEs that are authorised to transmit.
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Figure 5.4.2-1: Direct one-to-many communication (decentralised mode) transmitter

1.
UE is configured with the related information for one-to-many communication as defined in clause 4.5.2.1.1.2.2. The UE obtains the necessary group context (ProSe Layer-2 Group ID, ProSe Group IP multicast address) to transmit IP-layer transport of data, and also the radio resource used for the direct communication. 

2.
The originating UE finds the appropriate radio resource to conduct one-to-many communication. If the UE is "served by E-UTRA" it always uses the resources signalled from the network. If the UE is not "served by E-UTRA" it uses the appropriate radio resources for this purpose. 

NOTE: More details about step 2 to be defined in RAN WGs.

3.
The originating UE sends the IP data to the IP multicast address, and the ProSe Layer-2 Group ID as Destination Layer-2 ID.

5.4.3
Direct communication one-to-many (decentralized mode) receiver

This procedure is only applicable to authorized ProSe-enabled Public Safety UEs that are authorised to receive.
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Figure 5.4.3-1: Direct one-to-many communication (decentralised mode) receiver

1.
UE is configured with the related information for one-to-many communication as defined in clause 4.5.2.1.1.2.2. The UE obtains the necessary group context (ProSe Layer-2 Group ID, Group IP multicast address) to receive IP-layer transport of data, and also the radio resource used for the direct communication. 

2.
The receiving UE finds the appropriate radio resource to conduct one-to-many communication. If the UE is "served by E-UTRA" it always uses the resources signalled from the network. If the UE is not "served by E-UTRA" it uses the appropriate radio resources for this purpose. 

NOTE: More details about step 2 to be defined in RAN WGs.

3.
The receiving UE filters out the received packet based on the ProSe Layer-2 Group ID contained in the Destination Layer-2 ID and if it matches the Group IDs configured, delivers the packet to upper layers. The user plane packets will be delivered to the IP stack that filters the packets based on the Group IP multicast address.
>>>>End of changes<<<<
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