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*****************First Change*****************
16.1.4
Protocol Stacks

The following protocols are supported on S2a:

-
GTP.

-
PMIPv6.

IPv4 address and IPv6 prefix allocation considerations are equally valid for GTP and PMIPv6 S2a options.

The figure below illustrates the control plane for S2a Tunnel Management and the user plane for GTP option, respectively for Transparent Single-Connection mode, Single-Connection mode and for Multi-Connection mode.
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Legend:

802.11:
This refers to Layer 1 and Layer 2 defined by IEEE Std 802.11-2007 [64]. Layer 2 of 802.11 is used as L2 attach and detach triggers. L2 attach trigger is mandatory with IPv6 and IPv4v6 PDN Types, and optional for IPv4 PDN Type.

L3 trigger:
This refers to DHCPv4 which can be used as optional L3 attach trigger with IPv4 PDN Type.

GTP-C:
The GPRS Tunnelling Protocol control plane consists of signalling messages between the Trusted WLAN Access Gateway and the PDN- GW over the S2a interface. It is defined in TS 29.274 [57].

GTP-U:
The GPRS Tunnelling Protocol user plane tunnels user data between the Trusted WLAN Access Gateway and the PDN GW over the S2a interface. It is defined in TS 29.281 [63].

UDP:
This is the transport layer protocol onto which both GTP-C and GTP-U are layered.

IPv4/IPv6:
This refers to network layer protocols. On the TWAN this includes termination of the UE-TWAN link-local protocols (e.g. IPv6 Neighbor Discovery, ARP) and forwarding of user plane IP packets between the UE-TWAN point-to-point link and the relevant S2a tunnel.

Figure 16.1.4-1: Protocols for control and user planes of GTP-based S2a for Transparent Single-Connection mode
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Legend:

802.11:
This refers to Layer 1 and Layer 2 defined by IEEE Std 802.11-2007 [64]. Layer 2 of 802.11 is used as L2 attach and detach triggers.

GTP-C:
The GPRS Tunnelling Protocol control plane consists of signalling messages between the Trusted WLAN Access Gateway and the PDN- GW over the S2a interface. It is defined in TS 29.274 [57].

GTP-U:
The GPRS Tunnelling Protocol user plane tunnels user data between the Trusted WLAN Access Gateway and the PDN GW over the S2a interface. It is defined in TS 29.281 [63].

UDP:
This is the transport layer protocol onto which both GTP-C and GTP-U are layered.

IPv4/IPv6:
This refers to network layer protocols. On the TWAN this includes termination of the UE-TWAN link-local protocols (e.g. IPv6 Neighbor Discovery, ARP) and forwarding of user plane IP packets between the UE-TWAN point-to-point link and the relevant S2a tunnel.

Figure 16.1.4-2: Protocols for control and user planes of GTP-based S2a for Single-Connection mode

Editor's note:
For Single-Connection mode EPC access, it is FFS whether the PGW or the TWAG acts as the default router for the UE on its access link. It is also FFS whether the PGW or the TWAG acts as DHCP server for the UE. The user plane protocol stack figures are created with the assumption that default router function is in the TWAG and they may therefore need to be modified.
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Legend:

802.11:
This refers to Layer 1 and Layer 2 defined by IEEE Std 802.11-2007 [64]. The TWAG MAC address is used as a multiplexing identifier between multiple PDN connections which belong to the same UE.


WLCP:
WLAN Control Protocol (WLCP) is used to establish and release PDN connections. The functionality of WLCP is defined in 16.1.4A3.1 
GTP-C:
The GPRS Tunnelling Protocol control plane consists of signalling messages between the Trusted WLAN Access Gateway and the PDN- GW over the S2a interface. It is defined in TS 29.274 [57].

GTP-U:
The GPRS Tunnelling Protocol user plane tunnels user data between the Trusted WLAN Access Gateway and the PDN GW over the S2a interface. It is defined in TS 29.281 [63].

UDP:
This is the transport layer protocol onto which both GTP-C and GTP-U are layered.

IPv4/IPv6:
This refers to network layer protocols. On the TWAN this includes forwarding of user plane IP packets between the UE-TWAN point-to-point link and the relevant S2a tunnel.
Figure 16.1.4-3: Protocols for control and user planes for GTP-based S2a for Multi-Connection mode

Editor's note:
For Multi-Connection mode EPC access, it is FFS whether the PGW or the TWAG acts as the default router for the UE on its access link. It is also FFS whether the PGW or the TWAG acts as DHCP server for the UE. The user plane protocol stack figures are created with the assumption that default router function is in the TWAG and they may therefore need to be modified.

When PMIP based S2a is used with Trusted WLAN, the PMIPv6 protocol stacks described in clause 6.1.1 apply.
*****************End of Changes*****************
*****************Next Change*****************
16.1.4A.3.1
WLAN Control Protocol (WLCP)

In case of MCM WLCP (WLAN Control Protocol) is a UE-TWAG protocol used to control (e.g. setup and teardown) PDN connection over a TWAN access. 
WLCP applies to the support of Multi-Connection mode and enables management of PDN connectivity over a Trusted WLAN Access Network. WLCP is transparent to the intermediate nodes (e.g. AP) between the UE and the TWAG. 
WLCP provides session management functionality required for:

-
Establishment of PDN connections;

-
Handover (from a 3GPP access) of PDN connections;

-
Request the release of a PDN connection by the UE or notify the UE of the release of a PDN connection;

-
IP address assignment (i.e. delivery of the IPv4 address through WLCP);

NOTE:
Both IPv4 address assignment and IPv6 address assignment (SLAAC) can be supported in conjunction with WLCP.


The following PDN parameters are used:

-
APN, PDN/PDP type, UE IP address/prefix, Protocol Configuration Options (PCO), Request type (initial request, handover);

-
The TWAG MAC address associated to the PDN connection.
WLCP signalling is transported over UDP and IP between the UE and the TWAG.  The UE and the TWAG shall use a specific UDP port dedicated to WLCP when transporting the WLCP signalling. The WLCP/UDP traffic shall be carried with one of the following options:
-
via IPv6 with link local addressing scope

-
via IPv4
The UE uses the IPv6 link local address configured on the WLAN interface or the IPv4 address assigned via DHCP by the network as the source IP address for WLCP. If NSWO is not authorized, then the UE is not expected to send traffic other than WLCP protocol traffic from this source IP address. The UE receives an indication from the AAA via EAP whether the TWAG supports IPv4 or IPv6, or both for WLCP. If the network indicates that it only supports one IP version for WLCP and the UE does not support this IP version for WLCP, then the UE operates in single connection mode (if the UE supports single connection mode). Otherwise the UE operates in Transparent Single Connection mode if supported by the network. The preference between IPv4 and IPv6 is UE implementation dependant if both versions are supported by the UE and the TWAG for WLCP.
The UE also receives a TWAG IPv6 address with link local scope or a TWAG IPv4 address, or both as part of the EAP authentication, as descried in clause 16.2.1, to be used for WLCP signalling. 
Editor's note:
(to be removed after stage 3 specifications are available):


WLCP protocol is a specific 3GPP protocol that may reuse some parts of TS 24.008 Session Management messages for establishing and releasing PDN Connections as a baseline and some existing 3GPP Information Elements: some parameters (even mandatory) are not used (e.g. NSAPI, LLC SAPI, QoS, Radio Priority, Packet Flow Identifier, Connectivity type), while others may be reused.
NOTE 1:
WLCP protocol is a specific 3GPP protocol for which the details are defined in stage 3 specification.

NOTE 2: Aspects, such as segmentation, retransmission, are specified in stage 3 specifications.

NOTE 3: Security considerations for WLCP, e.g. need for integrity protection, whether the underlying security resulting from a successful EAP authentication suffice, are described in SA3 specifications.
*****************End of Changes*****************
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