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1
Proposal
It is proposed to agree the consolidated description of D3, D6 and D7 for inclusion in TR 23.703.
######################### TEXT PROPOSAL FOR TR 23.703 #########################

6.1.x
Solution D3/D6/D7: ProSe Discovery through Communication (DtC)
6.1.x.1
Functional description

6.1.x.1.1
General

This clause is a consolidated description of solutions D3, D6 and D7, commonly referred to as ProSe Discovery through Communication (DtC).
The only required RAN functionality on PC5 to support ProSe Discovery through Communication is the RAN physical layer ProSe communication capability. In other words, ProSe Discovery through Comunication does not require any dedicated RAN physical layer capability that is specific to ProSe discovery.
Editor’s note: The DtC applicability to in-coverage inter-PLMN discovery is FFS and need to be confirmed by the RAN groups.
6.1.x.1.2
System architecture

ProSe Discovery through Communication (DtC) relies on signalling messages that are carried within the same layer-2 frames as those used for ProSe communication.



It is assumed that the following functionality is provided by the common layer-2:
· Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier.

· Source Layer-2 ID that is always set to a unicast identifier.

· The unicast, groupcast and broadcast identifiers are assumed to have the same size.

· A Frame Type parameter  indicating whether the layer-2 frame payload carries a DtC signalling message or a data packet.
· The following DtC signalling messages are needed: Targeted Discovery Request, Targeted Discovery Response, and, potentially, a Targeted Discovery ACK and Beacon.

· 
Editor’s note: The exact number of messages is to be defined by CT1 as part of Stage 3 work.
Editor’s note: The assumptions on the functionality provided by the common layer-2 need to be confirmed by the RAN groups.

The content carried within the signalling message payload is limited in size only by the maximum layer-2 frame size.

The initial DtC signalling message is sent on a broadcast or groupcast Destination Layer-2 ID. The subsequent DtC signalling messages are carried in layer-2 frames with unicast Destination Layer-2 ID.
6.1.x.1.3
Identifiers for ProSe Discovery through Communication
The following identities are used for ProSe Discovery through Communication: ProSe Application ID, ProSe Layer-2 Group ID, ProSe UE ID and Application Layer User ID.
In the context of ProSe Discovery through Communication, ProSe Application ID is used to identify a (target) population. It can be defined to point to a single user or to a group of users. The definition of these identifiers is out of 3GPP scope in this release.
For the case of network –based interpretation services, a UE may get assigned by the network one or more ProSe Codes.

6.1.x.2
Procedures

6.1.x.2.1
Allocation and handling of ProSe UE ID and ProSe_Code in ProSe Discovery through Communication (DtC)

The ProSe UE ID can be self-assigned by the UE or configured in the UE (e.g. for out of network coverage operation). Also, the network may allocate the ProSe UE ID or a ProSe_Code in the following use cases:

· The network operator desires to guarantee uniqueness of the ProSe UE ID;

· The network operator desires to offer services based on interpretation of a ProSe_Code.

In order to guarantee uniqueness and in order to deliver network-based interpretation services precise formats of the ProSe UE ID are used. For the case of network –based interpretation ProSe discovery services, a UE may get multiple ProSe_Codes assigned for network –based interpretation ProSe discovery services.

Editor's note: The format of the ProSe_Code for Network-based interpretation ProSe discovery services is FFS.

A ProSe UE ID is also a way to divorce the identity discovered via discovery procedures and the Application Level User IDs used by applications. Indeed, a mapping to application level user identities is required to determine the identity of the user discovered. 

The procedure for network allocation of the ProSe UE ID is defined is shown in Figure 6.1.x.2.1-1
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Figure 6.1.x.2.1-1: ProSe UE ID assignment and registration
1.
The UE obtains the ProSe UE ID (or ProSe_Code, for network based interpretation ProSe discovery services)  from the network, by interacting on the user plane with the Prose Function.

2.
The UE, for applications which are authorized to access the ProSe UE ID based on configuration information, and that require it, optionally registers with the related Application Server the mapping of the related ALUID with the ProSe UE ID obtained in step 1 using an application specific method. This step is not executed for network –based interpretation ProSe discovery services.

3.
The Application Server provides the mapping of the ProSe UE ID to the ALUID to the application clients of UEs which are registered as buddies of the application user using an application specific method.

The format of the ProSe UE ID may include the MCC/MNC of the operator that has generated it to guarantee its uniqueness. For applications that allow a partial matching, a hierarchical structure outside of the scope of 3GPP may be used.

The UE may request the network to reallocate the ProSe UE ID as in figure 6.1.x.2.1-2
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Figure 6.1.x.2.1-2: UE requested ProSe UE ID reallocation
1.
The UE requests the prose function to allocate a new Prose UE ID by sending on the user plane a UE requested ProSe UE ID reallocation request (GUTI).

2.
The network assigns the new ProSe UE ID by responding with a UE requested ProSe UE ID reallocation Accept (new ProSe UE ID)

The network may assign a new ProSe UE ID as in figure 6.1.x.2.1-3:
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Figure 6.1.x.2.1-3: Network initiated ProSe UE ID reallocation

1.
The Prose Function allocates a new Prose UE ID by sending on the user plane a Network Initiated ProSe UE ID reallocation request (new ProSe UE ID).

2.
The UE accepts the new ProSe UE ID by responding with a Network Initiated ProSe UE ID reallocation Accept ().

Figure 6.1.x.2.1-4 documents the overall handling of the Prose UE ID, including provisioning aspects:
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Figure 6.1.x.2.1-4: ProSe UE ID handling during discovery

0.
A D2D Provisioning Function (DPF), provisions discovery policies per application and per UE in each UE ProSe Manager on an ongoing basis (so that any policy update is readily provided to the UE). The discovery policies allow the operator to restrict discovery function access (the default is e.g. "allow"), and in particular:

-
Determine which application cannot participate in ProSe Discovery through Communication.

-
Determine which applications can cause the UE to announce using a Beacon message and if so using which Destination Layer 2-ID.

- 
Determine which applications can monitor Beacon messages and if so whether on specific Destination Layer 2 IDs or on the broadcast Layer-2 ID or both.

-
Determine which UE cannot be discovered for a certain application.

-
Determine which UE cannot discover other UEs for a certain application.

-
Determine whether restrictions apply for a UE for ProSe Discovery through Communication.

-
Determine which applications can use network based interpretation ProSe discovery services and obtain ProSe Codes

1.
The UE ProSe Manager (part of the UE responsible for ProSe UE ID handling and Discovery procedures) obtain a ProSe UE ID or a prose Code from the Prose Function.
2.
Once the Prose Manager obtains the ProSe UE ID, it can provide it to applications that request it based on the discovery policies that are provisioned in step 0.This is repeated every time a new ProSe UE ID is allocated. If an application requires to participate in ProSe discovery or in monitoring ProSe Codes for network based interpretation ProSe discovery services, it registers with the ProSe Manager its Prose Application ID, or, for network based interpretation ProSe discovery services, it would register one or more ProSe Code matching criteria. Based on this information, the ProSe manager can notify the application of the value of an incoming ProSe UE ID when a Targeted Discovery Request message or a Beacon message is received so the application may also decide whether to do any additional processing e.g. for security. For network based interpretation ProSe discovery services, when a match occurs, the ProSe manager would be triggered to request the network to interpret the ProSe code. Additional steps for describing network based interpretation ProSe discovery services are not described in this diagram.
3.
Application clients in the UE register the ProSe UE ID of the respective UE with the applications alongside its own preferences and settings. The application servers return a mapping of ProSe UE IDs to the user's potential discovery targets user identities. The Application Server may also provide the preferences and settings of the remote parties in terms of privacy settings, etc. The application may also provide its own policies as to whether the user can discover or can be discovered and whether it can do so per remote user ProSe UE ID. This step is repeated every time the ProSe UE ID is renewed and also remote parties get notified asynchronously by the application server when a UE updates its ProSe UE ID. This step and the following steps are not executed for network based interpretation services.
4.
The UEs execute the discovery procedures. In step 4a the UEs request the discovery services (Model A or Model B discovery). In step 4b the application is notified of discovery-related events (e.g. incoming Beacon messages, incoming Targeted Discovery Request messages, incoming Targeted Discovery Response messages).

5.
Optionally (as the application client may not require end user interaction), the end users of the UEs is notified by GUI of the proximal users based on network and application-layer preferences and settings so they can take any actions.
Out of network coverage operates based on pre-provisioned information. The Prose UE ID is provisioned in the UE as well as any secrets related to ProSe Application IDs used in ProSe Discovery through Communication. Network based interpretation ProSe discovery services are not used if the UE is out of network coverage.
6.1.x.2.2
Procedures for discovery proper
Depicted in Figure 6.1.x.2.2-1 is the procedure for ProSe Discovery through Communication allowing a group member to discover group members in vicinity: the Identity that a UE discovers or announces is either the ALUID or the ProSe UE ID. The ProSe UE ID may potentially be the same as the Source Layer-2 ID.
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Figure 6.1.x.2.2-1: ProSe Discovery through Communication procedure for a group member

1.
The user of UE-1 (the discoverer) wishes to discover whether there are any members associated with a specific ProSe Application ID in proximity. UE-1 groupcasts a Targeted Discovery Request (ProSe Application ID, ALUID or ProSe UE ID) message. ProSe Application ID indicates the targeted discoverees. ALUID is the Application Layer User ID of the discoverer and ProSe UE ID is the ProSe UE ID of the discoverer’s UE.
NOTE: For the use of additional parameters refer to the description of UE-to-Network Relay discovery.
The Destination Layer-2 ID field is set to the ProSe Layer-2 Group ID associated with the targeted ProSe Application ID that is pre-configured for all group members. The Targeted Discovery Request message payload is encrypted using the group master key configured for this ProSe Application ID.
The Source Layer-2 ID field in the layer-2 frame carrying the Targeted Discovery Request message is set to the Layer-2 ID of UE-1. This Layer-2 ID can be statically configured or generated on the fly by UE-1.
2.
The Targeted Discovery Request message is received by UE-2, UE-3, UE-4 and UE-5.

By inspecting the Destination Layer-2 ID field in the received layer-2 frame, UE-2, UE-3 and UE-4 determine that the frame is related to a group of which they are members and proceed to decryption with the group master key configured for this group. Each one of UE-2, UE-3 and UE-4 responds directly to UE-1 with a Targeted Discovery Response (ALUID or ProSe UE ID) message. ALUID is the Application Layer User ID of the discoveree, and ProSe UE ID is the ProSe UE ID of the discoveree.
The Targeted Discovery Response message payload is encrypted using the group master key configured for this ProSe Application ID. The knowledge of the common group master key is a means for implicit mutual authentication between the discoverer and each of the discoverees.
The Source Layer-2 ID field in the layer-2 frame carrying the Targeted Discovery Response message is set to the Layer-2 ID of the discoveree UE. This Layer-2 ID can be statically configured or generated on the fly by the discoveree UE.
The Destination Layer-2 ID field in the layer-2 frame is set to the Layer-2 ID of the discoverer UE (UE1) that was received in the Source Layer-2 field in step 1.
Non-member UEs (UE-5) discard the received message based on the Destination Layer-2 ID value.
Depicted in Figure 6.1.x.2.2-2 is the procedure for ProSe Discovery through Communication allowing a non-member user to discover specific group’s members who are located in vicinity.
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Figure 6.1.x.2.2-2: ProSe Discovery through Communication procedure for a non-member

The ProSe Discovery through Communication procedure for a non-member is largely the same as the procedure for a group member, with the following notes:

-
it is not possible to assume that a mapping between a ProSe UE ID and ALUID exists in the peer UE;

-
the layer-2 frame in step 1 is broadcasted by setting the Destination Layer-2 ID field to a well-known broadcast value. The frame payload is not encrypted;

-
the Targeted Discovery Request and Targeted Discovery Response message may include security-related parameters (e.g. Security(1), Security(2), Security(3), Security(4) in Figure 6.1.x.2.2-2);

-
there may be more than one Targeted Discovery Request/Response/ACK consecutive rounds in order to conclude the security procedure (e.g. a 3 or 4-way handshake may apply depending on SA3 decisions). In reference to Figure 6.1.x.2.2-2, steps 3 and 4 are part of the same ProSe Discovery through Communication transaction as steps 1 and 2;

Editor’s note: The security details of this procedure will be studied in SA3. It is expected that the users should be able to authenticate each other using certificates issued by a trusted certificate authority.
Depicted in Figure 6.1.x.2.2-3 is the procedure for ProSe Discovery through Communication allowing a group member to announce itself to UEs in vicinity: the Identity that a UE announces is either the ALUID or the ProSe UE ID. The ProSe UE ID may potentially be the same as the Source Layer-2 ID.
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Figure 6.1.x.2.2-3: Beacon procedure for a group member
1.
The user of UE-1 (the announcing UE) wishes to announce itself to any UE or to any members associated with a specific ProSe Application ID in proximity. UE-1 groupcasts or broadcasts a Beacon (ProSe Application ID, ALUID or ProSe UE ID, additional parameters) message. ProSe Application ID indicates a specific application group the user of UE1 is affiliated with and it may not be present if the announcing user is not a member of any group. ALUID is the Application Layer User ID of the announcing user and ProSe UE ID is the ProSe UE ID of the announcing UE. Additional parameters can be conveyed (e.g. whether the UE is a relay or not, whether it is in connected status or not, which network a relay may provide access to etc.).
NOTE: For the use of additional parameters refer to the description of UE-to-Network Relay discovery.
The Destination Layer-2 ID field is set to the ProSe Layer-2 Group ID associated with the targeted ProSe Application ID that is pre-configured for all group members. Alternatively, if the announcement is to a well-known broadcast address. The Beacon message payload may be encrypted using the group master key configured for this ProSe Application ID when the announcement applies to group members only.
The Source Layer-2 ID field in the layer-2 frame carrying the Targeted Discovery Request message is set to the Layer-2 ID of UE-1. This Layer-2 ID can be statically configured or generated on the fly by UE-1.

Editor's Note: It is FFS whether the ProSe UE ID and the Layer-2 ID of the UE can be the same value.
Depicted in Figure 6.1.x.2.2-4 is the procedure for ProSe Discovery through Communication used for open ProSe discovery based on network interpretation of ProSe UE ID.
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Figure 6.1.x.2.2-4: Beacon procedure for open ProSe discovery
1.
The user of UE-1 (the announcing UE) wishes to advertise a commercial service to any UE in vicinity. UE-1 broadcasts a Beacon (ProSe_Code) message. ProSe_Code is the open ProSe discovery announcement information of the announcing UE. A portion of the ProSe_Code indicates the type of business allowing the monitoring UEs to filter Beacon messages that they are not interested in. The rest of the ProSe_Code is opaque and requires network interpretation in order to be rendered in a message that is meaningful to the monitoring UE.
The Destination Layer-2 ID field is set to a well-known broadcast Layer-2 ID.
The Source Layer-2 ID field in the layer-2 frame carrying the Targeted Discovery Request message is set to the Layer-2 ID of UE-1. This Layer-2 ID can be statically configured or generated on the fly by UE-1.

2.
The monitoring UEs receive the message and perform filtering based on the ProSe_Code portion indicating the business type. For ProSe_Codes that pass the filtering test, the UE sends the ProSe_Code to the ProSe Function for interpretation.
Editor's Note: The details of the ProSe_Code composition and the procedure for network-based interpretation of a ProSe_Code are FFS.
6.1.x.3
Impact on existing entities and interfaces

No impact on existing entities or interfaces.

6.1.x.4
Solution evaluation

The solution requires the definition of the following functionality in the RAN groups:

· A layer-2  functionality that is common to both ProSe Discovery through Communication and ProSe direct communication. The common layer-2 functionality includes at least a Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier, and a Source Layer-2 ID that is always set to a unicast identifier.

· The unicast, groupcast and broadcast identifiers are assumed to have the same size.

· A common layer-2 capable of indicating whether the layer-2 payload carries data or signalling message.

The following signalling messages are carried within the layer-2 payload: Targeted Discovery Request, Targeted Discovery Response, Targeted Discovery Ack and Beacon.
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