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1st Change
X.2
Procedures

X.2.1
Registration

X.2.1.1
Introduction

NOTE 1:
SA3 must validate the registration scenarios and provide additional details related to security aspects of the architecture. In particular, SA3 should verify for all scenarios the security properties of at least the following aspects: the use of TLS, WSS and CORS at the relevant reference points; the use of IMS digest, TNA, and/or potentially other IMS authentication mechanisms; how to provide IMS digest authentication and registration information to the WIC; the potential use of a security token if the origin of the WWSF cannot be verified; the required trust relationships between functional entities for the scenarios; the mechanisms used to verify the required trust relationships between functional entities; and whether there are any constraints on network locations of the functional entities of the architecture in the scenarios.

The WebRTC IMS architecture supports two different IMS registration scenarios that differ in the authentication method, and ownership of the WWSF (i.e. operator network or third party). For these scenarios, the eP-CSCF verifies that the UE is executing a WIC from an authorized WWSF.

NOTE 2:
The example procedures in the following clauses are intended to demonstrate a way of realizing the scenarios. These procedures are not intended to constrain the security solutions provided by SA3 within the context of the agreed architecture and use cases.

Scenario 1: The user has a subscription with an individual IMPU and uses an IMS authentication mechanism (e.g. IMS digest) to authenticate with IMS. Clause X.2.1.2 provides detailed procedures for scenario 1.

Scenario 2: The user has a subscription with an individual IMPU but uses a web identity and authentication scheme to authenticate with the WWSF. The WWSF assigns IMS identities to the user based on the user's web identity (e.g. via database lookup or other translation means). Clause X.2.1.3 provides detailed procedures for scenario 2.
Scenario 3:
The WWSF is located in a third party network and has a pool of subscriptions with IMS. The WWSF may authenticate the user using a web authentication scheme, or authorize anonymous users satisfying some requirements not specified here (e.g. downloading some advertisement, or providing their personal information, etc). The WWSF assigns IMS identities to the authorized user from pool of Public User Identities which the WWSF owns per subscription, where Public User Identities in the same pool share the same subscription data. Clause X.2.1.3 provides detailed procedures for scenario 3.


End of Change
2nd Change
X.2.1.3
WIC registration of individual Public User Identity with IMS based on web authentication or authorized anonymous web access
Figure X.2.1.3-1 shows a registration call flow where the WIC registers with IMS based on web authentication or authorized anonymous web access with the WWSF.
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Figure X.2.1.3-1: WIC registration of individual Public User Identity based on web authentication and authorized anonymous web access
1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. In case of the scenario 2 the WWSF authenticates the user using a common web authentication procedure and  determines the Private User Identity and Public User Identity assigned to the user (e.g., via an LDAP query to an identity database {not shown} using the authenticated identity as key). In case of scenario 3, the WWSF authenticates the user using a common web authentication procedure or authorizes an anonymous user satisfying some requirements (not specified here). The WWSF assigns IMS identities to the user from a pool of IMS identities that the WWSF owns. The WWSF issues a security token for the user (e.g., where the security token is a JSON Web Token) and returns the IMS identities as claims within the security token to the WIC.

2.
The WIC opens a WSS connection to the eP-CSCF using CORS procedures to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3.
The WIC sends a REGISTER request to the eP-CSCF via the WSS connection. The request includes the user identity extracted from the claims in the security token, as well as the security token received from the WWSF as an attachment to the request.

4.
The eP-CSCF validates the contents of the security token and confirms that the IMS identities being registered are authorized by the security token. The eP-CSCF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA procedures, with an indication that the authentication has already been carried out.
5. The S-CSCF responds with a 200 OK message to confirm the successful IMS registration.
6.
The eP-CSCF sends a OK response to the WIC.
End of Change
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