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Abstract of the contribution: This contribution discusses details for how a WLCP transport solution over UDP/IP should work, if SA2 were to select WLCP transport over UDP. The analysis shows that a solution based on IPv6 link-local communication is preferred over IPv4.
Introduction

It has been agreed in the SaMOG study to define a new WLAN Control Protocol (WLCP) in 3GPP. The questions on how to carry this protocol between UE and TWAG was however left open in the study. Two alternatives are discussed:

· Alt 1: WLCP over layer 2.5, with a new Ethertype identifying the protocol.

· Alt 2: WLCP over UDP/IP, with a new UDP port number identifying the protocol.

This question has been discussed in a few SA2 meetings. 

To specify WLCP transport using either of the solutions above, there are two basic aspects to resolve:

(A). How are the UE and the TWAG addressed?

(B). How is the WLCP protocol identified by the receiver?

Question (A) is solved in solution Alt. 1 by using MAC addresses and in solution Alt. 2 by using IP addresses. The question (B) is resolved in Alt. 1 by using a new Ethertype and in Alt. 2 by using a new UDP port. 

Very few details have been presented for how the UDP/IP approach (Alt 2) solves the addressing question (A). Even though our preference is an Ethertype based approach for WLCP transport
, we analyze in this paper the UDP/IP based approach and discuss how such a solution should look like, if selected. We focus on the addressing question (A). 

Analysis

General

One key question for an UDP/IP based solution is what IP addresses will be used for the WLCP communication. 

A TWAG IP address is needed for the TWAG WLCP end point. 

The UE also needs an IP address for the UE WLCP end point. The following options for the UE IP address exist:

· When NSWO is authorized, the following UE IP addresses are available:

· Global/private IPv4 address (assigned to the UE by a DHCPv4 server in TWAN)

· Global IPv6 address (configured by the UE based on RA received from TWAN)

· IPv6 link local address

· When NSWO is not authorized, the following UE IP addresses are available:

· IPv6 link local address

· IPv4 link local address (configured by the UE in the range 169.254.1.0 – 169.254.254.255)

Conclusion 1: The UE uses one of the above IP addresses as the UE IP addresses for WLCP

Further details for the IPv4 and IPv6 cases are provided below.

IPv4 addressing

Global/private IPv4 address: When NSWO is authorized, the UE may request a global/private IPv4 address. This address is assigned by a DHCPv4 server in TWAN. It is assumed that such an address is not available to the UE in case NSWO is not authorized. Assigning a private/public IPv4 address also when NSWO is not authorized would confuse the UE and it would also require special firewalling in the TWAN to prevent the UE from accessing other destinations. 

To use the NSWO IPv4 address for WLCP, the UE would need to request the IPv4 address even if the UE is not interested in NSWO services. 

Link local IPv4 address: When NSWO is not authorized, the UE may configure an IPv4 link local (LL) address (169.254.1.0 – 169.254.254.255) as described in RFC 3927. As is also described in RFC 3927, such link local address should only be configured when there is no routable IPv4 address available on the Wi-Fi interface. It can therefore be assumed that an IPv4 LL address is only available when NSWO is not authorized. Typically hosts search for a DHCP server on the network before assigning IPv4 link-local addresses. The IPv4 LL address is thus a fallback. However, if we use IPv4 for WLCP transport the UE would need to configure a LL address immediately if NSWO is not authorized in order to avoid unnecessary delays. This is a change compared to existing UE support for IPv4 LL addresses.

Conclusion 2: In case IPv4 transport of WLCP would be supported, the UE needs to use the IPv4 NSWO address if NSWO is authorized and an IPv4 LL address if NSWO is not authorized. A UE using MCM would need to configure a LL address immediately after authentication if NSWO is not authorized. A UE using MCM would need to request an IPv4 address in case NSWO is authorized, even if the UE is not interested in NSWO services.

IPv6 addressing

Global IPv6 address: When NSWO is authorized, the TWAN sends Router Advertisements (RA) to the UE. The UE configures a global IPv6 address for NSWO based on the received RA. 

Link-local IPv6 address: Independent of whether NSWO is authorized or not, an IPv6 capable UE always configures an IPv6 link local address on the WiFi interface. In that sense, the IPv6 link local addressing provides a similar type of solution as Layer 2 (MAC) addressing but on the IP layer instead. The IPv6 LL address is always available and configured by the UE as soon as the interface comes up (after EAP-AKA). No procedure is needed between UE and NW, and no state needs to be maintained in the NW to configure the IPv6 LL address. The network does not need to be IPv6 capable for the UE to configure an IPv6 LL address. 

Unlike IPv4 link local address, the IPv6 link local address is configured by the UE even if there is a global IPv6 address on the same Wi-Fi interface. The IPv6 LL address is thus always available, independent of NSWO status. 

Conclusion 3: In case IPv6 transport of WLCP would be supported, the UE IPv6 LL address can always be used

Additional IPv6 aspects

UE and TWAN capabilities

To support WLCP over IPv6 the UE and TWAG need IPv6 support. Since IPv6 link local communication is used, only minimal IPv6 support is needed. For example, TWAN does not need to support NSWO using IPv6. IPv6 LL addresses can be used even if only IPv4 NSWO is supported

Only the UE and TWAG would need IPv6 support for WLCP/UDP/IPv6. There is no need for IPv6 support in e.g. the WLAN AP. However, even if the WLAN access network (e.g. AP) does not support IPv6, it needs to be assumed that it will forward IPv6 packets on the UE-TWAG point-to-point link. This should be a reasonable assumption.

Duplicate Address Detection

When the UE has configured an IPv6 link local address, there may be a need to perform Duplicate Address Detection (DAD) to ensure that there is no address collision. The DAD procedure does however not require any state in the network. Even if DAD is needed, optimistic DAD (RFC 4429) can be used to minimize address configuration delays. This would basically avoid any delay after EAP-AKA’ is completed and before WLCP messages can be sent. 

Comparison between IPv4 and IPv6

The table below provides a summary of the differences between IPv4 and IPv6 usage for WLCP-over-UDP transport:

	
	IPv4 transport
	IPv6 transport

	UE IP address used
	NSWO address or link-local address. Depends on whether NSWO is authorized or not. 
	Link local address

	Address assignment
	DHCPv4 procedure needed for NSWO. IPv4 LL address auto-generated in UE without NSWO.
	No address assignment needed. 

	Impact to legacy IP stack behavior
	Yes. IPv4 LL address generated if NSWO is not authorized without prior attempt to use DHCPv4. 
	None

	Delay
	Additional delay after EAP-AKA due to DHCPv4 when NSWO is authorized
	No delay after EAP-AKA. Delay due to DAD can be avoided.

	Procedures 
	WLCP requires a prior DHCPv4 procedure when NSWO is authorized, even if UE is not interested in NSWO
	DAD may be needed, but delays can be avoided.

	Support in TWAN
	Requires IPv4 support in UE and TWAG. Intermediate entities on UE-TWAG p2p link must forward IPv4 packets.  
	Requires IPv6 support in UE and TWAG. Intermediate entities on UE-TWAG p2p link must forward IPv6 packets


As can be seen in the comparison table above, there are significant drawbacks with IPv4 transport of WLCP compared to IPv6.No clear benefits with IPv4 have been found. To avoid multiple options and to simplify the UE/TWAG implementations, only IPv6 with link-local addressing is should be considered if an UDP-based solution for WLCP transport is approved.

Conclusion 4: Only IPv6 transport of WLCP over UDP is to be considered. IPv6 link-local addressing is used. 

Conclusion

This paper has focused on an analysis of the UDP option when it comes to how the UE and TWAG are addressed on the IP layer. This is not a full analysis of the UDP option, or a comparison between UDP and Ethertype options. 
Our preference is an Ethertype based approach for WLCP transport and motivations for this have been explained at SA2#100 in S2-133983. Some of the key benefits with the Ethertype approach are that it decouples PDN Connection management from NSWO and that it avoids the requirement and delays to do IP address configuration before being able to set up or hand over a PDN Connection. Furthermore, the Ethertype solution is a single solution independent of IP version. 

The UDP-based solution using IPv4 have clear technical drawbacks, as described above. Using IPv6 link local addressing, some of these drawbacks can be avoided. Therefore, it is our view that only IPv6 transport, using IPv6 link-local addressing, is to be considered in case of a UDP-based solution. Further details, e.g. with respect to DAD, are provided in the analysis above.
� Motivations for WLCP with a new Ethertype have been explained at SA2#100 in S2-133983.





3GPP

SA WG2 TD


