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2. Conclusion

It is proposed to capture the proposed text in a new technical annex in TR 23.703. 

Note: The text in some sections is duplicated with similar contributions for ProSe UE-to-Network Relays and direct discovery. The duplicate sections are shown in order to facilitate text continuity. Eventually some of this text will be merged in the same sections in the TS.
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Annex X:
ProSe UE-to-Network Relays

This annex is a temporary placeholder for the endorsed solution for ProSe UE-to-Network Relays.

The description in this annex uses the same clause numbering as the ProSe technical specification (TS 23.303) and the text in each clause below targets the corresponding clause in TS 23.303. It is agreed that the contents of this annex shall be moved to TS 23.303.
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4.1.1.1
Direct discovery models

The following models for direct discovery exist:

Model A ("I am here")

This model defines two roles for the UEs that are participating in direct discovery.

-
Announcing UE: The UE announces certain information that could be used from UEs in proximity that have permission to discover.

-
Monitoring UE: The UE that receives certain information that is interested in from other UEs in proximity.

In this model the announcing UE broadcasts the discovery messages at pre-defined discovery intervals and the UEs that are interested in these messages read them and process them.

It is equivalent to "I am here" since the announcing UE would broadcast info about itself e.g. its ProSe Application Identities or ProSe UE Identities in the discovery message.
Model B ("who is there"/"are you there")

This model defines two roles for the UEs that are participating in direct discovery.

-
Discoverer UE: The UE transmits a request containing certain information about what is interested to discover.

-
Discoveree UE: The UE that receives the request message can respond with some information related to the discoverer's request

It is equivalent to " who is there/are you there" since the discoverer UE sends info about other UEs that would like to receive responses from, e.g. the information can be about a ProSe Application Identity corresponding to a group and the members of the group can respond.
[…]
4.4.3
ProSe UE-to-Network Relay
ProSe UE-to-Network Relay provides the functionality to provide connectivity for "unicast" services to Public Safety UEs that are not "served by E-UTRAN".
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Figure 4.4.3-1: ProSe UE-to-Network Relay
The ProSe UE-to-Network Relay needs to relay the unicast traffic in the UL and DL between a UE that connects to the Relay and the network. The relay is therefore a generic function that can relay any type of traffic that is relevant for public safety communication.
NOTE: There is no support for relaying eMBMS traffic from Uu interface to PC5 in this release of the specification.

Un-optimised one-to-one direct communication with ProSe UE-to-Network Relays has the following characteristics: 

-
Communication with ProSe UE-to-Network Relays is connectionless. 

-
ProSe Direct discovery following model A or model B can be used in order to allow the remote UE to select a ProSe UE-to-Network Relay.

-
ProSe Direct discovery can be used in order to allow the remote UE to discover the ProSe UE ID of the ProSe UE-to-Network Relay. 
-
ProSe Direct discovery can be used in order to allow the remote UE to discover L2 link layer address of the ProSe UE-to-Network Relay to be used by the remote UE for IP address allocation signalling and user plane traffic corresponding to a specific PDN connection supported by the ProSe UE-to-Network Relay.

-
ProSe Bearers are bi-directional. IP packets passed to the radio layer on a given radio bearer will be transmitted by the physical layer with the associated L2 destination address. Packets passed up from the radio layer on the same radio bearer will have been received over the air addressed to the same L2 destination.


The ProSe UE-to-Network Relay includes the following functions: 

- Acts as an "announcing" or "discoveree" UE on the PC5 performing direct discovery.

- Acts as a default router to the remote UE forwarding IP packets between the UE-ProSe UE-to-Network Relay point-to-point link and the corresponding PDN connection. 

- Handles Router Solicitation and Router Advertisement messages as defined in RFC 4861[x7].

- Acts as DHCPv4 and DHCPv6 Proxy or Server.
Editor's Note: Procedures for ProSe UE-to-Network Relay using DHCPv4 or DHCPv6 proxy are FFS.
- Acts as a NAT if IPv4 is used replacing the locally assigned IPv4 address of the remote UE with its own.
- Maps the L2 link ID used by the remote UE as Destination Layer-2 ID to the corresponding PDN connection supported by the UE-to-Network Relay UE.
NOTE: The aspects of the point-to-point link are defined in RAN specifications.
4.5.1
Provisioning for direct discovery and communication

4.5.1.1
Authorization and provisioning for ProSe
The basic principles of service authorization for ProSe direct discovery and communication are as follows:

- 
UE gets authorization from HPLMN for using direct discovery in certain PLMNs per country. These PLMNs are called local PLMNs and their ProSe Functions, local ProSe Functions. The authorisation policy can authorise the UE from HPLMN to use discovery in local PLMN without need to contact these PLMN first, conditionally authorise the UE requiring to also receive authorisation from the ProSe Functions of local PLMNs or not authorise the UE at all.
NOTE 1: The UE does not need to be registered in local PLMNs to get authorization (if required) from local ProSe Functions since authorisation is performed "over IP".

- 
If the UE is required to get authorisation from local ProSe Functions, it accesses local ProSe Functions to get PLMN specific Authorisation Information; these ProSe Functions include the one of the registered PLMN those of other local PLMNs (of that specific country).
-
In that case, the local ProSe Function always contacts the ProSe Function in HPLMN to check authorization and consolidates the authorization info. Final authorization info always comes from local ProSe Functions
The authorization can be revoked at any point by any of  the local ProSe Functions or the ProSe Function in HPLMN if the UE is de-authorized to use to use ProSe either from the local PLMN or HPLMN.
OMA DM is used as the protocol to authorise the UE via the PC3c reference point.
4.5.1.1.1
Provisioning information for ProSe direct services
The following information can be contained in the authorisation info that is provided by the ProSe Function to the UE for authorisation of using direct services in a particular PLMN
.
NOTE: 
For Public Safety usage the operator is able to pre-configure Public Safety UEs (e.g., in the USIM or ME) with the required provisioning parameters for ProSe direct services, without the need for the Public Safety UEs to connect to the ProSe Function  to get this initial configuration. 
4.5.1.1.1.2
Provisioning for direct discovery and communication (Public Safety UE)

The contents of this section are applicable to Public Safety UEs only.

4.5.1.1.1.2.1
Additional provisioning information for direct discovery

In addition to the parameters indicated in clause 4.5.1.1.1.1, the Public Safety UE is provisioned with the following information: 

1) Authorisation policy when the UE is "not served by E-UTRA" 

-
Indicates whether the UE is authorised to perform direct discovery when "not served by E-UTRA"

2) Radio parameters container for when the UE is "not served by E-UTRA"
-
 Includes the radio parameters that need to be configured in the UE in order to be able perform direct discovery procedures when not "served by E-UTRA". This includes e.g. frequency bands etc.

NOTE: More details on the necessary parameters will be defined in RAN specifications.
4.5.3

IP address allocation

[…]

For communication with ProSe UE-to-Network Relay: 

-
When the ProSe UE-to-Network Relay has an established PDN connection with PDN type IPv4: 

-
The IPv4 address allocation and IPv4 parameter configuration via DHCPv4 is performed according to RFC 2131 [x4] and RFC 4039 [x5] procedure. The IPv4 address provided to the remote UE from the ProSe UE-to-Network Relay by DHCPv4 procedure shall correspond to a local IPv4 address range configured in the ProSe UE-to-Network Relay.
-
DHCPv4 request from the remote UE is always sent subsequent to the discovery of the ProSe UE-to-Network Relay to the L2 link address of the Relay corresponding to the Prose Access Code/PDN connection the remote UE has selected
-
If the IPv4 address is allocated by using DHCPv4 procedure, then at any time after the UE releases the IPv4 address using DHCPv4 or the IPv4 address lease time expires, the same IPv4 address shall not be allocated to another remote UE immediately by the ProSe UE-to-Network Relay.

-
When the ProSe UE-to-Network Relay has an established PDN connection with PDN type IPv6:

-
IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration: 

-
Router solicitation from the Remote UE is always sent subsequent to the discovery of the ProSe UE-to-Network Relay to the L2 link layer ID of the Relay corresponding to the PDN connection the remote UE has selected. The IPv6 network prefix assigned to the remote UE is sent in the Router Advertisement.

-
The IPv6 network prefix is assigned to the ProSe UE-to-Network Relay using existing procedures described in TS 23.401[x6] and TS 23.402 [x7]. For stateless address auto-configuration however, the UE can choose any interface identifier to generate IPv6 address, other than link-local, without involving the network. Any prefix that the ProSe UE-to-Network Relay will advertise to the remote UE is unique, there is no need for the remote UE to perform Duplicate Address Detection for global uniqueness for any IPv6 address configured from the allocated IPv6 network prefix.
-
IPv6 parameter configuration via Stateless DHCPv6: The UE may use stateless DHCPv6 for additional parameter configuration. The ProSe UE-to-Network Relay acts as the DHCP server and provides the requested parameters from locally provisioned database.

-
When the ProSe UE-to-Network Relay has an established PDN connection with PDN type IPv4v6: 

-
The IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration procedure, IPv6 parameter configuration via Stateless DHCPv6 procedure and DHCPv4 procedure are the same as for PDN type IPv6 or IPv4 defined in pervious bullets.

4.6.2
Identifiers for direct discovery

[…]
4.6.2.3
Identifiers for ProSe UE-to-Network Relay selection


a. 
b. 



The following information may be used for ProSe UE-to-Network Relay selection:
· Message type identifier (e.g. identifying model A or model B discovery)
· ProSe Relay (UE) ID: link layer identifier that is used for direct communication and is associated with the PDN connection the ProSe UE-to-Network Relay has established

· PLMN ID: identifies the PLMN to which the relay is connected

· Relay Access Identifier: parameter identifying connectivity the ProSe UE-to-Network Relay provides. (e.g. including APN information)
· 
· 
· 
· Whether the UE can act as a relay 
· 
· Status/maintenance flags (e.g. indicating whether the relay is temporarily without connectivity or battery running low so the Remote UEs can seek/reselect another Relay)
Editor's Note: The list of parameters needs to be reviewed.
Editor's Note: The need for discoverer's ProSe UE ID when Model B is used is FFS.
Editor's Note: It is FFS if additional parameters are needed in order to protect the discovery message (e.g. restricted discovery).
4.6.2
Identifiers for direct communication

4.6.2.1
ProSe UE ID

It is a unique link layer identifier assigned by the EPS and uniquely represents the UE in the context of ProSe communication. It is used as a Source or Destination Layer-2 ID in all the layer-2 frames the UE sends for ProSe direct communication.

For support of multiple PDN connections, the ProSe UE-to-Network Relay assigns a different ProSe UE ID for each PDN connection
[…]
5.2
Service authorisation for ProSe direct services
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Figure 5.2-1: Service authorisation for ProSe direct services
The UE gets the service authorisation for direct services (i.e. direct discovery and/or communication) from the ProSe Functions of HPLMN and optionally from local PLMNs. The authorisation is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this ProSe Function. 
In this signalling flow the following steps are performed:

Step 0: HPLMN configures UE with PLMN list that support direct services. 
Step1~3: If the UE is conditionally authorised for direct services for local PLMNs, the UE contacts the local ProSe Functions to receive authorization info applicable to this PLMN. The address of the ProSe Function in local PLMN, can either be provided from HPLMN or self-constructed by the UE e.g. derived from PLMN id of the local PLMN.

Editor's Note: The mechanism to authenticate and verify authorization of the UE in each ProSe Function will be defined by SA WG3.

Step 4: The local ProSe Function obtains authorization info from HPLMN and merges with own policy.
Step 5: Local ProSe Function provides authorisation info to UE. This authorisation info applies to this PLMN. The UE stores the authorisation information obtained from local ProSe Function in a secure way. If needed at any point the authorization can be revoked by the Local ProSe Function or Prose Function in the HPLMN e.g. by sending an OMA DM push message.

5.4.3
Direct communication via ProSe UE-to-Network Relay
5.4.3.1
IPv6 Stateless Address auto-configuration
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Figure 5.4.3.1-1: Direct communication via ProSe UE-to-Network Relay (IPv6 prefix allocation)
1. The ProSe UE-to-Network Relay attaches to the network and obtains IPv6 prefix from the network. It may optionally in addition establish an additional number of PDN connections. 

2. The ProSe UE-to-Network Relay following model A or model B discovery can provide information assisting the remote UE to perform "relay selection" e.g. if more than one relays announces in proximity. The ProSe UE-to-Network Relay also indicates whether it supports the ability to receive signalling from the remote UE.
Editor's Note:  It is FFS whether there is a need for control plane signalling between the remote UE and ProSe UE-to-Network Relay in order to establish a security association between the remote UE and the ProSe UE-to-Network Relay.
3. The remote UE uses the received relay selection information to select the UE-to-Network Relay and the PDN connection it wants to connect. 

4. If the PDN type associated with the PDN connection is IPv4v6 or IPv6 and the remote UE is configured to perform IPv6 Stateless Address auto-configuration, the remote UE shall send a Router Solicitation message to the network to the Layer-2 link ID of the Relay corresponding to the PDN connection the remote UE has selected, in order to solicit a Router Advertisement message. The message is sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered in step 2. 
5.  Upon receiving the Route Solicitation message from the UE the ProSe UE-to-Network Relay shall send an IPv6 Router Advertisement message as specified in IETF RFC 4862 [x3] to the UE for PDN connection type IPv4v6 or IPv6 (i.e. the ProSe UE-to-Network Relay acts as an advertising interface as specified in IETF RFC 4861 [x7] for the PDN connection type IPv4v6 or IPv6). The Router Advertisement messages shall contain the assigned IPv6 prefix received during the establishment of the PDN connection selected by the remote UE. After the remote UE receives the Router Advertisement message, it constructs a full IPv6 address via IPv6 Stateless Address auto-configuration in accordance with IETF RFC 4862 [x3]. However, the remote UE shall not use any identifiers defined in TS 23.003 [x9] as the basis for generating the interface identifier. For privacy, the remote UE may change the interface identifier used to generate the full IPv6 address, as defined in TS 23.221 [x8] without involving the network. The remote UE shall use the auto-configured IPv6 address while sending packets in this implicitly created PDN connection.
5.4.3.2 IPv4 Address allocation using DHCPv4
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Figure 5.4.3.2-1: Direct communication via ProSe UE-to-Network Relay (using DHCPv4)

1-3. As in clause 5.4.3.1.

4. If the PDN type associated with the PDN connection is IPv4v6 or IPv4 and the remote UE is configured to perform DHCPv4, the remote UE shall send DHCPv4 Discovery message. The message shall be sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered in step 2. 

5. The ProSe UE-to-Network Relay acting as a DHCPv4 Server sends the DHCPv4 Offer with the assigned remote UE IPv4 address corresponding to the PDN connected selected by the remote UE. 

6. When the remote UE receives the lease offer, it sends a DHCP REQUEST message containing the received IPv4 address.
7. The ProSe UE-to-Network Relay acting as DHCPv4 server sends a DHCPACK packet to the remote UE. This message includes the lease duration and any other configuration information that the client might have requested.

When receiving the DHCPACK message, the remote UE completes TCP/IP configuration process.

NOTE :
The DHCPv4 client may skip DHCPv4 Discovery phase, and send DHCPv4 Request message in broadcast as the first message.

>>>>End of new text<<<<
�Previous section same as in contributions for discovery and 1-many communication.


�New text transferred from other section in order to define the terms model A/model B discovery used in the procedures.


�This needs to be in sync with other papers


�Delta from the contribution for 1-many communication


�Same as in 1-many communication contribution.


�Same as in contributions for discovery and 1-many communication.
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