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Abstract of the contribution: The contribution proposes a P-CR against TR 23.703 introducing ProSe direct communication in format that follows the clause numbering of TS 23.303.
1	Proposal
It is proposed to agree the P-CR introducing ProSe direct communication for inclusion in an Annex of TR 23.703.
NOTE: Yellow highlight is used to indicate already agreed text (e.g. for EPC-level discovery). Cyan highlight is used to indicate new text that can be merged with new text proposed by other documents submitted for this meeting.
######################### TEXT PROPOSAL FOR TR 23.703 #########################
[bookmark: _Toc374002343][bookmark: _Toc374002348]8.1	Conclusions for ProSe one-to-many communication
-	The link layer of Prose one-to-many communications shall be capable of supporting a variety of network layer protocols via a Protocol identifier field;
-	IPv6 and IPv4 shall be supported by the Prose one-to-many communications link layer.
[bookmark: _Toc374002344]8.2	Conclusions for ProSe one-to-many communication decentralized mode
Normative work needs to proceed as follows:
-	No need for dynamic ProSe group management prior to transmission (i.e. no notion of "ProSe group joining").;
-	Distributed architecture: all UEs being equal in data traffic transmission, there is no single point of failure;
-	When sending traffic to a group of receivers, the sender uses a multicast address in the Destination Layer-2 ID field of the layer-2 data frame;
-	There is no QoS support apart from priority handling;
-	UEs are configured with a set of information that would allow one-to-many communication to work;
-	UEs are provided with information regarding radio resources to be used for out of network operation;
-	A mechanism for providing the aforementioned information to UEs needs to be standardised in Rel-12;
-	Network independent procedures for one-to-many communication are to be standardised in Rel-12;
-	The "network layer" stack for one-to-many communication in decentralized mode is based on IP;
As the result of the SA2 study phase 1-many communication solution may require the definition of the following functionality by the RAN groups (non-exhaustive list):
-	At a minimum what is required from RAN layer is, a connectionless, layer-2 broadcast service including at least a destination layer-2 group identifier address. A source layer-2 ID that is always set to a unicast identifier may also be relevant;
-	Distributed medium access control protocol, preferably with priority access support and pre-emption;
-	Mechanism for radio resource management and how to signal/configure the radio resources to the UE;
-	Mechanism to minimise collisions on the transmitter side.
Additional details on the characteristics of the solution for ProSe one-to-many communication decentralized mode are provided in clause 7.3.1.
8.2a	Conclusions for ProSe direct communication one-to-one
ProSe direct communication one-to-one is required to support ProSe UE-to-Network Relay.
It has been agreed to proceed with normative work on ProSe direct communication one-to-one as follows:
-	In order to establish a secure link over PC5 for ProSe direct communication one-to-one one of the two UEs adopts a role of layer-2 link owner. When one of the UEs is a ProSe UE-to-Network Relay it acts as the layer-2 link owner by default.
-	The layer-2 link owner assigns the IP address/prefix used by both UEs for communication over the PC5 link and also acts as the authenticator for mutual authentication.
-	When sending traffic to the receiver, the sender uses the unicast Layer-2 ID of the receiver in the Destination Layer-2 ID field of the layer-2 data frame. 
NOTE: How the sender learns the Layer-2 ID of the peer is outside of the scope of this functionality. As an example, the sender may learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in ProSe one-to-many communication including the peer.
-	The Layer-2 ID of the sender included in the Source Layer-2 ID field can be generated on-the-fly upon the establishment of a layer-2 link, but remains unchanged for the lifetime of the layer-2 link.
-	The layer-2 link can be established implicitly if the UEs share a pre-configured common security key.
-	The layer-2 link can be established explicitly by triggering a mutual authentication procedure. In this case the link is secured using cryptographic material generated during mutual authentication.
-	In this release, there is no QoS support apart from priority handling.
-	UEs are provided with information regarding radio resources to be used for out of network operation.
-	A mechanism for providing the aforementioned information to UEs needs to be standardised in Rel-12.
-	Network independent procedures for one-to-one communication are to be standardised in Rel-12.
As the result of the SA2 study phase one-to-one communication solution may require the definition of the following functionality by the RAN groups (non-exhaustive list):
-	At a minimum what is required from RAN layer is, a connectionless, layer-2 service including a unicast Destination Layer-2 ID and a unicast Source Layer-2 ID.
-	Distributed medium access control protocol, preferably with priority access support and pre-emption
-	Mechanism for radio resource management and how to signal/configure the radio resources to the UE
-	Mechanism to minimise collisions on the transmitter side.

######################### NEXT CHANGE #########################
[bookmark: _Toc374002365][bookmark: _Toc368670777]Annex X:
ProSe direct communication
This annex is a temporary placeholder for the endorsed solution for ProSe direct communication.
The description in this annex uses the same clause numbering as the ProSe technical specification (TS 23.303 [26]) and the text in each clause below targets the corresponding clause in TS 23.303 [26]. It is agreed that the contents of this annex shall be moved to TS 23.303 with the following exceptions:
-	none.
2	References
[x]	IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration".

3	Definitions and abbreviations
3.1	Definitions
Source Layer-2 ID: A link-layer identity that uniquely identifies a device that originates ProSe communication frames.
Destination Layer-2 ID: A link-layer identity that uniquely identifies a device or a group of devices that are recipients of ProSe communication frames.
ProSe Layer-2 Group ID: A pre-configured layer-2 group identifier that may be used to address a set of users at the 3GPP lower layers. It is typically associated with a ProSe Group IP Address and/or a ProSe Application ID.
ProSe Group IP Address: A pre-configured multicast IP address that may be used to address a set of users at the IP layer. It is typically associated with a ProSe Layer-2 Group ID and/or a ProSe Application ID.

3.2	Abbreviations
ALG	Application Level Gateway

4	Architecture Model and Concepts
4.1	General Concept
Proximity Services (ProSe) are services that can be provided by the 3GPP system based on UEs being in proximity to each other.
The 3GPP system enablers for ProSe include the following functions:
-	ProSe direct communication.

4.2	Architectural Reference Model

4.3	Reference points
4.3.1	General

4.3.2	List of Reference Points

4.3.3	Reference Point Requirements

4.4	Network Elements
4.4.1	General

4.5	High Level Function

4.6	Identifiers
4.6.1	General

5	Functional Description and Information Flow
5.1	Control and user plane stacks

5.x	Procedures for ProSe direct communication
5.x.1	General
ProSe direct communication can be one-to-many or one-to-one.
A simplified layer-2 frame format for ProSe UE-to-Network Relay discovery and ProSe direct communication over PC5 is depicted in Figure 5.x.1-1.


Figure 5.x.1-1: Layer-2 frame format for ProSe UE-to-Network Relay discovery and ProSe direct communication over PC5
In reference to the header fields the following applies:
· The Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier.
· The Source Layer-2 ID is always set to a unicast identifier.
· The unicast, groupcast and broadcast identifiers are assumed to have the same size.
· The Frame Type field shall be able to indicate whether the layer-2 frame payload carries a signalling message or a data packet.
· The following signalling messages are needed to support ProSe UE-to-Network Relay discovery: Targeted Discovery Request, Targeted Discovery Response and Beacon.
· The following signalling message is used to trigger establishment of secure link over PC5: Direct Communication Request.
Editor’s note: It is FFS whether the Frame Type field is part of the MAC header or the RLC/PDCP header.
Editor’s note: The exact number of signalling messages is to be defined by CT1 as part of Stage 3 work.
Editor’s note: The assumptions on the Layer-2 frame for ProSe direct communication need to be confirmed by the RAN groups.
5.x.2	ProSe direct communication one-to-many
Depicted in Figure 5.x.2-1 is the procedure for ProSe direct communication one-to-many:


Figure 5.x.2-1: ProSe direct communication one-to-many
1. The user of UE-1 (the sender) wishes to send an IP packet to any group members in vicinity that are affiliated with the sender. The group affiliation is realised by pre-configuring all group members with a common ProSe Layer-2 Group ID, common ProSe Group IP Address and a common group security key.
The Destination IP Address field in the IP packet is set to the ProSe Group IP Address associated with the group. The IP packet is encapsulated before being included in the payload of the layer-2 frame.
NOTE: Whether LLC/SNAP or other type of encapsulation is used is to be defined by RAN2 and/or CT1 as part of Stage 3 work.
The Destination Layer-2 ID field in the layer-2 frame is set to the ProSe Layer-2 Group ID associated with the group. The layer-2 frame payload is encrypted using the group security key associated with the group.
The Source Layer-2 ID field in the layer-2 frame carrying the encapsulated IP packet message is set to the Layer-2 ID of UE-1. This Layer-2 ID can be (statically) configured or generated on the fly by UE-1.
The layer-2 data frame is received by UE-2, UE-3, UE-4 and UE-5.
By inspecting the Destination Layer-2 ID field in the received layer-2 data frame, UE-2, UE-3 and UE-4 determine that the frame is related to a group of which they are members and proceed to decryption with the group security key configured for this group.
Non-member UEs (UE-5) discard the received message based on the Destination Layer-2 ID value or, in case of non-unique ProSe Layer-2 Group ID, after attempting to decrypt the payload.
For applications where the Destination Layer-2 ID is set to broadcast, all UEs receive the packet. In this case the Destination IP address may be set to unicast, multicast or broadcast, depending on the communication need. Of course, in the case of one-to-many communications, the Destination IP address would be set to a multicast IP address.
5.x.3	ProSe direct communication one-to-one
5.x.3.1	General
ProSe direct communication one-to-one is realised by establishing a secure layer-2 link over PC5 between two UEs. One of the UEs acts as the layer-2 link owner.
The layer-2 link owner has the following functions:
· It assigns the IP addresses/prefixes to be used by both UEs for communication over the PC5 link.
· It acts as the initiator of the mutual authentication procedure over PC5.
Editor’s note: Other functions of the layer-2 link owner are FFS.
ProSe direct communication one-to-one is composed of the following procedures:
· Establishment of a secure layer-2 link over PC5;
· IP address/prefix assignment;
5.x.3.2	Establishment of secure layer-2 link over PC5
Depicted in Figure 5.x.3.2-1 is the procedure for establishment of secure layer-2 link over PC5:


Figure 5.x.3.2-1: Establishment of secure layer-2 link over PC5
1. UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication. UE-2 acts as the layer-2 link owner.
NOTE: The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator may learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in ProSe one-to-many communication including the peer.
Editor’s note: It is FFS whether the Direct Communication Request message is a signalling message or is transmitted inside a layer-2 data frame (an example of the latter is the EAPOL-Start message used in IEEE 802.11 to trigger IEEE 802.1X authentication).
2. UE-2 (the layer-2 link owner) initiates the procedure for mutual authentication. The successful completion of the authentication procedure results in generation of common security material that is used for encryption and integrity protection of subsequent layer-2 data frames.
NOTE: Authentication can be EAP-based. EAP frames are carried over PC5 as layer-2 data frames.
5.x.3.3	IP address assignment
The following standard IETF mechanisms are used for IP address/prefix assignment:
· DHCP based IP address configuration for assignment of IPv4 address;
· IPv6 Stateless Address autoconfiguration specified in RFC 4862 [x] for assignment of IPv6 prefix.
The layer-2 link owner acts as DHCP server or IPv6 default router.

######################### NEXT CHANGE #########################
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