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Abstract of the contribution: This contribution discusses some issue related to D13 and updates the solution per the discussion.

1. Introduction
Per SA2 #101 meeting conclusion, D13 is selected as a way forward for Release 12 for open discovery. However, there are still two open issues for the open discovery:

Editor's Note: The mechanism for UE authorisation from PLMNs that are involved in the discovery procedure is FFS. 
Editor's Note: The mechanism for authorisation for applications using ProSe direct discovery is FFS.
Also there are some issue may need to further check.
2. Discussion
2.1 ProSe-code Allocation
The Prose_code in D13 is always assigned by the HPLMN. To let the monitoring UE can recognize the potential target UE, the Prose_code assigned by one PLMN should always be able to be recognized by UE from other PLMN. This adds a restriction that the mapping between the APP_ID and the bit-stream should be same among the different operators. 

This seems complexity as anytime if one operator deploys a new Application they need register the related mapping bit-stream on GSMA(?) first. This is to avoid the other Application in other PLMN using the same bit-stream. 

Another option is that the ProSe_code is always allocated by the Visited PLMN. If the APP-ID UE sent is not recognized by the Visited PLMN, the Visited PLMN do not allocate the related ProSe_code to it. If the home operator want its ProSe application can be used also in the serving network, it need notify the serving operator and add that APP-ID into their interworking agreement. However we do not forbid that some common and typical application can be registered on the GSMA(?) and not need be negotiated between operator. 

When the UE ask the ProSe_Code assignment by providing the APP-ID, the Serving PLMN can do as follows, 

· If the APP-ID is the APP-ID registered at the GSMA(?), Serving PLMN assign ProSe-code. 

· If the APP-ID is not registered at the GSMA(?) but recognized by the serving PLMN based on the operator interworking agreement, Serving PLMN assign ProSe-code.
· Other case, the Serving PLMN rejects the ProSe-code assignment request. 

By using this mechanism we see benefit for the serving PLMN to control the ProSe application it can afford. This can also avoid the complexity to manage the same mapping table among the different operators.  
C1: ProSe_Code transmitted on the air interface is allocated by the ProSe function located in Visited PLMN.  
2.2 Authorization from PLMN

It is mentioned at the key issue#6 that it should be possible for HPLMN and the VPLMN to authorize the ProSe action from the UE. Also the VPLMN should always the capability to revoke the ProSe authorization for the roaming user. 
C2: When the UE is in the coverage all the ProSe activities should go through the Visited ProSe function. The Visited ProSe function need store the ProSe UE context to determine whether the UE is permitted to execute the ProSe action.
2.3 Authorization with Application Server
In D13 the binding between the ProSe UE context and App_User_ID is configured by the UE. However there is no authentication on whether the App_User_ID really belongs to this user. ProSe server stores the App_User_ID blindly. It may more suitable to let the Application server to notify the ProSe server the App_User_ID to be stored after the user has been authenticated on the APP layer. 
C3: The App_User_ID stored on the ProSe server should be notified by the AS not populated by the user. 
2.4 PC3 user plane or signalling plane

From the functionality view there are not much difference between the two options. However if the user plane is adopted, we see that it can avoid the frequent interaction between MME/ProSe function due to user’s mobility. As such it is proposed to use the user plane. 
C4:  PC3 is better to be transmitted via the EPS user plane. 

***** BEGIN CHANGE *****
6.1.13
Solution D13: Network controlled ProSe discovery service

6.1.13.1
Functional description

6.1.13.1.1
General

The solution described in this clause allows the discovery of applications in proximity by means of direct radio signalling exchanged between UEs.

It is based on the principle that the bit-streams announced and monitored over the radio interface are meaningless for the announcing/monitoring ProSe enabled UEs, if such UEs do not receive proper network support. There is a complete separation between the identifiers and the semantics used at the application layer and the bit-streams transmitted at ProSe layer over the air; in fact, the results of the discovery process are first elaborated by the network and then sent to interested applications that reside on the UEs.

6.1.13.1.2
Architecture reference model
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Figure 6.1.13.1.2-1: Non-roaming architecture for Proximity services
The ProSe Server is introduced to support the ProSe operations. It is connected to the HSS, MME, UE, service platforms and ProSe Server(s) in other PLMNs.

In non-roaming scenario, there is only one ProSe Server in the HPLMN associated with one UE (Serving ProSe Server). The Serving ProSe Server may interact with one or more ProSe Servers of the HPLMN or of other PLMN(s) to offer the ProSe discovery service.
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Figure 6.1.13.1.2-2: Roaming architecture for Proximity-based Services

In a roaming scenario there are two ProSe Servers associated with one UE:
-
Home ProSe Server that resides within the HPLMN (Serving ProSe Server);

-
Visited ProSe Server that resides within the VPLMN.

For the ProSe discovery service the below new reference points are added:
PC1:
Reference point between an application in the UE and the service platform. It is used for application level signalling.

PC2:
Reference point between Serving ProSe Server and a service platform.

NOTE: When the service platform is not operated by the operator, the connectivity across the reference point PC2 is configured within a commercial agreement between the operator and the service provider.
Editor's note:
How the service provider and the operator exchange mutual authentication over PC2 is FFS.

PC3:
Reference point between a non-roaming UE and Visited ProSe Server.

PC4:
Reference point between MME and ProSe Server.

PC4a:
Reference point between ProSe Server and HSS.

PC5:
Reference point between ProSe devices.

PC6:
Reference point between Visited ProSe Server and ProSe Servers of different PLMNs to enable inter-PLMN ProSe discovery.

PC6a:
Reference point between Serving ProSe Server and other ProSe Servers in the HPLMN. (?)
PC7:
Reference point between the Home ProSe Server (Serving ProSe Server) in the HPLMN and the Visited ProSe Server in the VPLMN for the roaming scenario.

The radio resource allocation and control are handled by the E-UTRAN.

6.1.13.2
Subscription of ProSe discovery service

When the user subscribes the ProSe discovery service a correspondent entry is inserted in the user's profile in the HSS, to give the user permission to use the ProSe discovery service. Additional parameters related to the ProSe discovery service are stored in the user profile, e.g. whether the user is authorized to Inter-PLMN discovery or not, etc.

The operator can bar at any time the ProSe entry of the user's profile in the HSS, to revoke the user permission to use the ProSe discovery service.

6.1.13.3
ProSe User Context creation

The ProSe enabled UE is equipped with a ProSe client.

When the ProSe client is started, it makes an authenticated access to the Serving ProSe Server using the PC3.

The first time the ProSe client connects to the Serving ProSe Server an empty permanent ProSe User Context, that will store the ProSe discovery user's preferences, is created and labelled with the user IMSI retrieved during the authentication procedure.

After the first successful authenticated access of the ProSe client to the ProSe User Context, the Serving ProSe Server asks the HSS to store its address into the user's profile and retrieves from the user profile all the subscription parameters relevant for the service, e.g. whether the user is authorized to Inter-PLMN discovery or not, etc.

NOTE:
The Serving ProSe Server is configured by the Operator with the lists of the PLMNs that the users are allowed to monitor when registered in a given PLMN.

Editor's note:
The definition of the mechanism to make an authenticated access (e.g. EAP-AKA, GBA security, etc.) to the Serving ProSe Server using the PC3 reference point and retrieve the IMSI is under the SA3 responsibility.
The flow for ProSe UE registration is depicted in Figure 6.1.13.6-0a. ProSe UE registration is initiated when the UE activates ProSe Service.
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Figure 6.1.13.3-x ProSe UE registration in Roaming case
1. The UE sends a ProSe registration Request (IMSI) via user plane directly to ProSe Server. 
2. The V- ProSe Server determines whether the UE is permitted to use the ProSe discovery service in the serving PLMN per operator’s policy. If it is permitted and no valid ProSe UE context is stored, the V- ProSe Server sends the ProSe UE context request (serving PLMN, IMSI) to the H- ProSe Server. 

3. The H-ProSe Server performs the authorization with the HSS. 
4. If the UE is allowed to use the discovery service, The H-ProSe server sends back the ProSe UE context response (ProSe UE context). The ProSe UE context includes the information that for this particular UE which application(s) are allowed to perform direct discovery in the Serving PLMN. For the same user the H-ProSe Server may send different ProSe UE context to V- ProSe Server according to the agreement between the HPLMN and VPLMN,e.g for certain application , the UE is permitted to use discovery service in PLMN1 ,but is forbidden in PLMN2.
5. If the UE is permitted to use the discovery service in VPLMN, the V-PDCF assigns a ProSe UE identity and sends the ProSe Registration response (ProSe UE identity) back to the UE. The V- ProSe Server stores the IMSI, ProSe UE identity and the ProSe UE context for late usage.
NOTE 1: The ProSe UE Identity assigned to UE is to identify a UE uniquely in the ProSe Server. However, it is not permanent to hide the real identity of the UE from a service platform, the ProSe Server allocates it to UE when UE registers in the ProSe Server.
6.1.13.4
Configuration of the ProSe discovery user's preferences

6.1.13.4.1
General

The ProSe user's preferences are stored in the ProSe User Context.

The user connected to the Serving ProSe Server (by means of the ProSe client) interacts with a dashboard that presents his/her ProSe User Context (at the beginning empty) and the directory of all the available services. The user may populate his/her ProSe User Context by choosing a service from the directory, adding it as new entry into his/her ProSe User Context and configuring some local parameters such as the discovery range class or the role of the ProSe enabled UE (announcing/monitoring), as described in clause 6.1.13.4.3. The user may add/remove at any time an entry into the ProSe User Context and/or modify the local parameters for each entry in the ProSe User Context.

The configuration of the discovery criteria for a given service is made instead directly on the service platform, according to a logic provided by the service provider (e.g., who can discover me, who I want discover, etc.). Upon successful completion of the service level configuration of the discovery criteria, the service platform allocates to the user an Application User Identifier (App_User_ID) that the user shall write down. Subsequently, the user may modify at any time his/her service level configuration of the discovery criteria on the service platform.

NOTE 1:
How the user makes access to a service platform is out of the scope of 3GPP.

NOTE 2:
The discovery criteria configured according to a logic provided by the service provider allow for both restricted and open discovery.

NOTE 3:
The App_User_ID is allocated only the first time the user configures his/her discovery criteria on the service platform. The App_User_ID, while unique within a given service platform/application, may not be unique across different service platforms/applications therefore it is always coupled within the EPS with an Application Identifier (App_ID).

NOTE 4:
The App_User_ID is used to hide/protect the  application level user identity from the EPS whilst still unambiguously identifying the user within a given application. For example, the 3GPP operator never knows the Facebook username of a certain user that is asking to use the ProSe discovery service, but just his/her App_User_ID (i.e. an identifier, different from the Facebook identity, that has been allocated to that user when he/she has successfully completed the configuration of the discovery criteria on the Facebook server).

6.1.13.4.2
Services

The available services listed in the directory on the ProSe Server are provided by service platforms that may be owned and managed by the operator or by 3rd party service providers. The allowed 3rd party services are those for which there is a commercial agreement between the operator and a 3rd party service provider (e.g. social networks, commercial services, etc.).
Each service is identified by an Application Identifier (App_ID). Each App_ID is globally unique and unambiguously identifies a service across the 3GPP PLMNs.

NOTE 1:
Some business services may be effectively described by a data structure; an example could be a tree data structure characterized by different levels/tiers e.g., broad-level business category (tier0) / business sub-category (tier1) / business name (tier2) / shop ID (tier3). Each node of the tree has associated a different App_ID that is built appending a new piece of identifier (specific to that node) to the App_ID inherited by the predecessor node: this allows partial matching at the UE side reflecting application-specified interests, making more effective and flexible the filtering of the received ProSe_Codes in a monitoring UE.

NOTE 2:
The App_ID's namespace is maintained by a public register authority, e.g. as in clause F.1.2.
It is well known that each application on a UE has associated an Operating System specific Application Identifier (OSApp_ID) that uniquely identifies the application itself. In order to make the ProSe procedures independent from the dependency of the different Operating Systems, all the OSApp_IDs that identify the same application running on different UEs under different Operating Systems are mapped into a single 3gppApp_ID.

NOTE 3:
The 3gpp App_ID's namespace is maintained by 3GPP.

6.1.13.4.3
ProSe configuration











The flow depicted in the Figure 6.1.13.5a.2-1 shows that the UE initiates ProSe application registration process. 
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Figure 6.1.13.5a.2-1 ProSe Application Registration 

1. It is assumed that UE has been registered to Serving ProSe Server successfully. The application in the UE sends Application Registration Request (ProSe UE Identity) to the service platform. 
2. Given the User has connected to the service platform, the service platform can identify the user on the application level and perform authorization in application level, i.e. whether the user is allowed to use discovery service in this particular applicaion. The service platform allocates an APP_User_ID for the User. Base on the Serving ProSe Server IP address which is identified by the ProSe UE identity, service platform sends a APP UE ID registration request (ProSe UE Identity,APP_ID, APP_User_ID) to Serving ProSe Server. 

NOTE: The service platform is able to obtain the IP address of the ProSe Server with DNS mechanism.

3. Serving ProSe Server sends an Identity Authentication Req message (ProSe UE Identity) to the UE to check ProSe UE Identity.
4. The UE confirms with an Identity Authentication Response. 

5. Based on the ProSe UE Identity, Serving ProSe Server identifies the UE and checks in the UE context whether the UE is permitted to use the discovery in the serving PLMN. If the UE is authorized to use the service, Serving ProSe Server stores the APP_User_ID in the UE context and sends back a APP UE ID registration Respond to Service platform.
6. Service platform confirms the UE is successfully registered. 

6.1.13.5
ProSe_Code

The ProSe_Code is the bit-stream that is actually announced/monitored on the radio interface by a UE engaged in the ProSe discovery procedure.
Each ProSe_Code is composed of the following parts:

i.
A PLMN specific part, i.e. Mobile Country Code (MCC) and Mobile Network Code (MNC), and

ii.
the ProSe_Server_ID of ProSe Server that has allocated the ProSe_Code, and

iii.
a temporary UE identifier (unique within the ProSe Server that has allocated the ProSe_Code), and

iv.
the App_ID.

NOTE 1:
Even though the App_ID is announced over the air as a part of the ProSe_Code, the user's privacy is not threatened because the user's identity remains hidden behind the ProSe_Code.

A ProSe_Code is allocated per UE and per application.

A ProSe_Code may have an associated validity timer that runs both in ProSe Server and in the UE.
The ProSe Server removes a ProSe Code from the ProSe User Context upon expiry of the associated validity timer.
The EPS layer in the UE is authorized to announce a ProSe_Code until the associated validity timer expires; after that a new ProSe_Start_Discovery_Req shall be issued.
NOTE 2:
Even if it happens that a UE continues to broadcast a ProSe_Code even after the associated validity timer has expired, the ProSe Server will no longer be able to recognize that ProSe_Code, and therefore the ProSe discovery service will not be provided.

The ProSe Server may decide at any time to replace a previously allocated ProSe_Code providing the UE with a new ProSe_Code, where the temporary UE specific identifier is changed. Replacing a ProSe_Code resets the corresponding validity timer both in the ProSe Server and in the UE.
6.1.13.6
ProSe discovery procedures (non-roaming)

6.1.13.6.1
Start ProSe discovery procedure
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Figure 6.1.13.6-1: Start ProSe discovery procedure
1.
When the user wants to discover one or more buddies for one or more services, he/she launches the corresponding application(s) on the UE and activates the ProSe discovery service within the application(s).

2.
Each application, identified by its OSApp_ID, send a request to the EPS layer in the UE to start using ProSe discovery.

3.
Upon receiving the request(s) from the application(s), the EPS layer in the UE sends a ProSe_Start_Discovery_Req to the  serving ProSe server containing the OSApp_ID(s) of the application(s).

NOTE 1:
The UE may include in a single ProSe_Start_Discovery_Req message one or more OSApp_ID(s), depending on the number of the requesting applications.





7.
The Serving ProSe Server finds the correct ProSe User Context, using the ProSe UE identity as a keyword. If the UE is allowed to act as an "announcing UE" for some of the received OSApp_ID(s) (mapped in the corresponding 3gppApp_ID) and if there are not any operational reasons that prevent providing the ProSe discovery service (e.g., the number of ProSe_Codes in the ProSe User Context exceeds the maximum allowed by operator policies), the ProSe Server:

a.
allocates one or more ProSe_Code(s) for each received 3gppApp_ID according to the entries in the ProSe User Context, and

b.
starts a validity timer associated to each allocated ProSe_Code, and

c.
stores the allocated ProSe_Code(s) into the ProSe User Context, and

d.
keeps track of each App_ID to which a ProSe_Code has been allocated for accounting reasons.

NOTE 3:
If for any reason the allocation of a ProSe_Code is rejected an error message with a cause value is generated and delivered to the UE.

8.
The Serving ProSe Server sends a ProSe_Start_Discovery_Ack message to the  UE. The ProSe_Start_Discovery_Ack message contains:

a.
the command to start monitoring, if the UE is allowed to act as a "monitoring" UE, including the list of the App_ID(s) that UE is allowed to monitor (also the corresponding OSApp_ID(s) is(are) sent), or

b.
the command to start announcing one or more ProSe_Code(s), each of them associated with the indication of the discovery range class and the validity timer, if the UE is allowed to act as an "announcing UE", or

c.
both.


If the user is authorized to the Inter-PLMN ProSe discovery, then a list of PLMNs that can be monitored in the registered PLMN is also included.


9.

10.


How to provide the UE with the radio resources for ProSe direct discovery will be defined in RAN WGs.

11.
The EPS layer in the UE stores locally the received App_ID(s) and the mapping between the OSApp_ID(s) and the App_ID(s). The EPS layer in the UE stores locally also the received ProSe_Code(s), if any. Based on the commands in the ProSe_Start_Discovery_Ack message, the EPS layer in the UE starts monitoring and/or announcing each received ProSe_Code, according to the corresponding discovery range class, until the associated validity timer expires.

12.
The EPS layer in the UE notifies the application(s) that has(have) requested the service that ProSe discovery has started.

NOTE 5:
The list of the App_ID(s) is stored and used by the EPS layer in the monitoring UE to filter out the listened ProSe_Code(s) not matching with the applications of interest the UE is allowed to monitor.

6.1.13.6.2
ProSe monitoring procedure
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Figure 6.1.13.6-2: ProSe Monitoring procedure

Assumption: The application is running on the UE as per step 1. in clause 6.1.13.6.1.
1.
When EPS layer in the monitoring UE "listens" a ProSe_Code, it applies a filter to find a match between the App_ID part of the ProSe_Code and one of the App_ID(s) stored locally: if the match is found the ProSe_Code is kept because potentially of interest, otherwise it is discarded. The EPS layer in the monitoring UE sends the collected ProSe_Code(s), for which the match is found, in a single ProSe_Discovery_Req to the serving Prose server.

NOTE 1:
The ProSe_Discovery_Req message may be sent out as soon one or more ProSe_Code(s) have been received or periodically in order to reduce the burden of NAS signalling.

Editor's note:
The optimum frequency for UE sending the ProSe_Discovery_Req message can be determined in Stage 3 activity (or even left as a UE parameter configurable by the manufacturer or by the operator) as the best trade-off between the quickness in recognizing proximity events of interest and the corresponding signalling load.



4.
The Serving ProSe Server  sends a ProSe_Discovery_Req_Ack to the UE.

5.
The Serving ProSe Server identifies the ProSe User Context of the user (discoverer) using the ProSe UE ID, and analyzes each ProSe_Code in the ProSe_Discovery_Req:

a.
if the PLMN specific part (MCC, MNC) of the ProSe_Code belongs to the same PLMN of the Serving ProSe Server, then the Serving ProSe Server looks at the ProSe_Server_ID to determine which ProSe Server has allocated that ProSe_Code:

i.
if the ProSe_Server_ID belongs to the Serving ProSe Server, then the Serving ProSe Server identifies the ProSe User Context of the corresponding discoveree using the ProSe_Code as a keyword, and retrieves the corresponding App_User_ID.
ii.
if the ProSe_Server_ID belongs to a different ProSe Server (hereafter called Target ProSe Server), then the Serving ProSe Server sends to the Target ProSe Server a ProSe_Query(ProSe_Code). The Target ProSe Server identifies the ProSe User Context of the corresponding discoveree using the ProSe_Code as a keyword, retrieves the corresponding App_User_ID and sends back to the Serving ProSe Server a ProSe_Answer(ProSe_Code, App_User_ID) message.

b.
if the PLMN specific part (MCC, MNC) of the ProSe_Code belongs to a PLMN different from that of the Serving ProSe Server, then the Serving ProSe Server sends to the Target ProSe Server a ProSe_Query(ProSe_Code). The Target ProSe Server identifies the ProSe User Context of the corresponding discoveree using the ProSe_Code as a keyword, retrieves the corresponding App_User_ID and sends back to the Serving ProSe Server a ProSe_Answer(ProSe_Code, App_User_ID) message.

6.
The Serving ProSe Server collects all the App_User_ID(s) corresponding to the ProSe_Code(s) received in the ProSe_Discovery_Req and sends a ProSe_Eval message to the service platform across the PC2 reference point, containing:

a.
the (App_User_ID) of the discoverer, and

b.
the (App_User_ID1, App_User_ID2 , … , App_User_IDi) of the potential discoveree(s).

7.
The service platform acknowledges the Serving ProSe Server with a ProSe_Eval_Ack message.

8.
The service platform checks possible matches according the discovery criteria configured by the users (e.g., who can discover me, who I want discover, etc.). If one or more matches are found the service platform reports the successful discovery results within the corresponding application running on the UE of the discoverer.

NOTE 2:
The notification of a successful discovery result may contain additional information, e.g. to facilitate the setup of a communication (e.g., voice call, SMS, chat, etc.) between discoverer and discoveree, advertisements, etc.

6.1.13.6.3
User initiated stop ProSe discovery procedure

1.
A notification is received at the EPS layer in the UE when the user has finished to use the ProSe discovery service within an application or when the user shuts down an application that is using the ProSe discovery service.

2.
The EPS layer in the UE sends a ProSe_End_Discovery message to the Serving ProSe server. The ProSe_End_Discovery message contains the App_ID of the service previously engaged in ProSe discovery service.

3.
Null
4.
The Serving ProSe Server keeps track of the change for accounting reasons.

5.
The Serving ProSe Server sends back to the UE a ProSe_End_Discovery_Ack message.

6.
 Null
7.
The EPS layer in the UE removes from the local storage every App_ID and/or ProSe_Code related to the discovery service that has come to an end (The mapping between the OSApp_ID and the App_ID is not removed).

6.1.13.6.4
Network initiated stop ProSe discovery procedure

The Serving ProSe Server may at any time command the UE to stop the ProSe discovery service.

1.
The Serving ProSe Server sends a ProSe_Stop_Discovery message to the EPS layer in the UE. The ProSe_Stop_Discovery message may contain:

a.
the command to stop monitoring, or

b.
the command to stop announcing one or more ProSe_Code(s), with the indication of the correspondent App_ID(s), or

c.
the command to stop any ProSe discovery service.

2.
Null
3.
The EPS layer in the UE stops monitoring or announcing the ProSe_Code(s) or any ProSe discovery service, based on the commands in the ProSe_Stop_Discovery message, and removes from the local storage the App_ID(s) and/or ProSe_Code(s) related to the stopped ProSe discovery service(s). The EPS layer in the UE alerts the applications that were using the ProSe discovery service.

4.

5.
The  UE sends the ProSe_Stop_Discovery_Ack message to the Serving ProSe Server. If the ProSe_Stop_Discovery message initially sent by the Serving ProSe Server contained the command to stop any ProSe discovery service, then the Serving ProSe Server removes all the ProSe Codes from the ProSe User Context.

6.1.13.7
ProSe discovery service in roaming scenarios


When an outbound roamer in a VPLMN wants to configure the user's preferences for ProSe discovery service, he/she shall follow the procedure described in clause 6.1.13.4, i.e. the configuration is made on the Home ProSe Server (Serving ProSe Server) via the Visited ProSe server.









When an outbound roamer in a VPLMN wants to start using the ProSe discovery service, the signalling flow in clause 6.1.13.6.1 applies with the following differences:

--
Upon receiving the ProSe_Start_Discovery_Req message, if there are not any operational reasons that prevent providing the ProSe discovery service to that roamer, the Visited ProSe Server forwards the ProSe_Start_Discovery_Req message to a default Home ProSe Server (Serving ProSe Server), adding to the message the VPLMN ID. The default Home ProSe server forwards the request to the indeed Home ProSe server via the IMSI. 
-
Upon receiving the ProSe_Start_Discovery_Ack message from the Visited ProSe Server, the Visited Prose server stores the address of the Home ProSe Server in the UE MM context.
When the EPS layer in the monitoring UE "listens" one or more ProSe_Code(s), the signalling flow in clause 6.1.13.6.2 applies with the only difference that not shown in figure 6.1.13.6-2, the Visited ProSe Server send the Prose_Eval message to the service platform via the Home ProSe server.
Also the signalling flow in clause 6.1.13.6.3 applies with the only difference that the Visited Prose Server forwards all the message to the Home ProSe Server (Serving ProSe Server).

The signalling flow in clause 6.1.13.6.4 applies with the difference that the Home ProSe Server sends the ProSe_Stop_Discovery message to the Visited ProSe Server. Moreover, if the ProSe_Stop_Discovery message contains the command to stop any ProSe discovery service, the Visited ProSe Server deletes the temporary local ProSe User Context.

6.1.13.7.1
Visited Network initiated stop ProSe discovery procedure

The Visited ProSe Server may at any time command the UE to stop the ProSe discovery service.
1.
The Visited ProSe Server sends a ProSe_Stop_Discovery message to the EPS layer in the UE. The ProSe_Stop_Discovery message contains the command to stop any ProSe discovery service.

2.

3.
The EPS layer in the UE stops any ProSe discovery service and alerts the applications that were using the ProSe discovery service.

4.
The UE sends to the Visited ProSe server a ProSe_Stop_Discovery_Ack message.

5.

6.
The Visited ProSe Server notifies the Home ProSe Server (Serving ProSe Server) with the ProSe_Stop_Discovery message.

7.
The Home ProSe Server (Serving ProSe Server) acknowledges the ProSe_Stop_Discovery message.

8.
The Visited ProSe Server removes the temporary local ProSe User Context.

6.1.13.8
Impact on existing entities and interfaces

UE:

-
The ProSe enabled UE needs to be equipped with a ProSe client.
-
The applications need to be modified in order to make use of ProSe discovery.

-
The EPS layer in the UE needs:

-
to support ProSe related signalling defined in this solution, and

-
to broadcast ProSe_Codes over the air interface. More details to be defined by RAN WGs.

RAN:

-
The Radio Access Network needs to provide the UE with the radio resources used for ProSe discovery.



HSS:

-
The HSS needs to store a ProSe entry in the user’s profile containing the authorization for the ProSe discovery service and, after the first successful authenticated access of the ProSe client to the ProSe User Context, the address of the Serving ProSe Server (retrieved over the new reference point PC4a).
6.1.13.9
Solution Evaluation

This solution provides a complete ProSe direct discovery mechanism that can work either standalone or with other communication solutions. It has addressed the following key issues outlined in clause 5:
-
Key Issue #1: ProSe System Architecture;

-
Key Issue #2: Configuration for ProSe direct discovery;

-
Key Issue #3: Configuration and Capability Handling for ProSe;

-
Key Issue #6 Authorization for ProSe capability feature;

-
Key Issue #7 ProSe direct discovery (in coverage);

-
Key Issue #10 ProSe Identities (for ProSe discovery);

-
Key Issue #13 Charging in ProSe.

The security procedures for this solution will be defined by SA WG3. Procedures to provide the UE with the radio resources for this solution will be defined by RAN WGs.
Pros:

This solution fulfils the architecture requirements in clause 4.2, as it allows ProSe direct discovery both within the same PLMN or different PLMNs and in roaming scenarios. The solution ensures a continuous network control over ProSe discovery, so that for any ProSe discovery event the operator can enforce:
-
the revocation of the ProSe discovery authorization to the users (both discoverer and discoveree), just interrupting the elaboration of the monitored ProSe_Codes at the Serving ProSe Server and thus stopping the ProSe discovery service for those users;

-
the Lawful Interception e.g. of the discovery proximity results, which are made available to the UE via SGi interface, whilst in other solutions are made directly available to UEs without possibility of intercept.

The solution gives the operator the guarantee that only authorized applications can use ProSe discovery services, as every ProSe discovery request generated by an application/UE is processed by the network only if it is related an application that the operator has allowed.

In this solution the EPS layer in the UE starts announcing/monitoring a ProSe_Code only when it receives an appropriate control plane message from the network.

The solution makes easier and more reliable charging of ProSe discovery service because all processing for determining who is in proximity is performed at network level (without the need to rely on accounting data from the UE, that is generally considered untrusted).

The separation between the identifiers and the semantics used at the application layer and the bit-streams transmitted over the air enables the operator to control and differentiate the offer to the 3rd party service providers and allows more flexible models for revenue sharing.

The use of the identifier App_User_ID in the transactions between the EPS and the service platforms and in the Inter-PLMN discovery ensures confidentiality and privacy of the identities of the UE used in the EPS and of the Application user identity used in the service layer.

Cons:

The need for the monitoring UE of sending the received ProSe_Codes to the network for their processing determines a signalling load on the control plane.

NOTE:
When a UE starts monitoring, it is very likely it needs to send to the network the ProSe_Codes (potentially of interest, e.g. Facebook) announced by most, if not all, the UEs nearby. However, after this initial burst, the subsequent requests from the monitoring UE to the network can contain only the ProSe_Codes of any new UEs entered into its discovery range, i.e. no need to send each time the ProSe Codes of all existing UEs nearby.

***** END CHANGE *****
* * * * Start of 2nd Change * * * *
8.5
Conclusions for ProSe direct discovery

Normative work needs to proceed as follows:

-
PC3 interface is used for ProSe configuration and the functional entity that provisions the UE with some necessary parameters is a new EPC node and named Direct Provisioning Function (DPF);



-
Necessary subscription parameters in HSS will be defined for ProSe direct discovery as will be determined by the related procedures;

-
For operator controlled open discovery the allocation and processing mechanisms via PC3 for ProSe Application Identities is based in principle on solution D13;

Editor's note:
It is FFS if allocation and processing mechanisms for Prose Application Identities over PC3 use 3GPP control plane or user plane.

-
The format of ProSe Application Identities for open discovery may have a structure so as to allow partial matching at the UE side reflecting application-specified interests, and thus reduce the number of processing of discovered ProSe Application Identities;

-
The values of ProSe Application Identities as defined in D13 for open discovery is not expected to be specified in 3GPP, but another organization is expected to specify that on behalf of operators' community (e.g. GSM Association).

-
ProSe Application Identities for open discovery shall have a standards defined format in 3GPP to allow the 3GPP function to process them. The exact format is FFS.

-
Both discovery models "I am here" (model A) and "who is there"/"are you there" (model B) as described in clause 4.1.4 are relevant.

Editor's note:
The terminology for ProSe Application Identities needs to be aligned e.g. relationship with ProSe_App_IDs and ProSe_Codes as in D13.
As the result of the SA2 study phase the solution may require at least the definition of the following functionality by the RAN groups:

-
Discovery message format and signalling in the access stratum;

-
Mechanism for radio resource management and how to signal the radio resources to the UE. This includes also allocation of radio resources of each sharing operator in the network sharing case.
* * * * End of Changes * * * *
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