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Abstract of the contribution: The present contribution describes the IMS Option for Authentication and IMS Presence option for Proximity detection.  
1 Introduction

As discussed in the ProSe exception sheet, SP-130549 for ProSe EPC-Level discovery, the proposal aims to fill out the IMS details and complete the IMS section(s) for EPC-Level ProSe discovery procedures.

There is an agreed proposal in SA3 (S3-131008, Using IMS e2e solution for direct one-to-one communications. The proposal puts forward (though not a requirement) the following.

“Though it is not a requirement, it is noted that having a similar approach to e2e security across IMS and ProSe may be beneficial. By minimising the number of security solutions, the number of network elements and protocols involved in securing UE connections will be reduced. The advantages will be particularly evident should SA2 decide to use IMS as part of the ProSe architecture.”

Considering that SA3 prefers reducing the security mechanism, the IMS option for authentication/authorization may reduce the impact on the overall system architecture and provides ability for re-use of authentication/authorization procedures as described in IMS.
2 Proposal

The following changes are proposed to Annex I in TR 23.703.
<<<START CHANGES>>>>

Annex I:
EPC-level ProSe discovery

This annex is a temporary placeholder for the endorsed solution for EPC-level ProSe discovery and EPC support for WLAN direct communication, when the latter is provided as part of EPC-level ProSe discovery.

The description in this annex uses the same clause numbering as the ProSe technical specification (TS 23.303 [26]) and the text in each clause below targets the corresponding clause in TS 23.303 [26].It is agreed that the contents of this annex shall be moved to TS 23.303 with the following exceptions:

-
Clause 5.x.5 step 5: If a direct reference point between the ProSe Function and MME is defined to support ProSe Direct discovery, it shall be reassessed whether the initial (rough) location query shall be sent via Sh functionality to the HSS or via the direct reference point to the MME;

-
Clause 5.x.4 step 1: The identification of the App Server (e.g. via Application ID or FQDN) shall be aligned with any similar mechanism in the architecture for ProSe Direct discovery.

-
Clause 4 (Architecture models and Concepts): Most of the text in this clause is subject to editorial alignment with corresponding input related to ProSe Direct discovery.
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4
Architecture Model and Concepts

4.1
General Concept

Proximity Services (ProSe) are services that can be provided by the 3GPP system based on UEs being in proximity to each other.

The 3GPP system enablers for ProSe include the following functions:

· EPC-level ProSe discovery;

· EPC support for WLAN direct discovery and communication.

4.2
Architectural Reference Model
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Figure 4.3.x.2-1: Architecture reference model for ProSe (non-roaming)

4.3
Reference points

4.3.1
General

4.3.2
List of Reference Points

Reference points:

PC1:
It is the reference point between the ProSe application in the UE and in the App Server. It is used to define application level signalling requirements. PC1 is not specified in this release of the specification.

PC2:
It is the reference point between the App Server and the ProSe Function. It enables the interaction between App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function (e.g. name translation).

PC3:
It is the reference point between the UE and the ProSe Function. It enables the interaction between UE and ProSe Function. PC3 relies on EPC user plane for transport (i.e. an “over IP” reference point).

PC4:
It is the reference point between the EPC and ProSe Function. It is used to define the interaction between EPC and ProSe Function. With EPC-level ProSe discovery PC4 is used by the ProSe Function in the role of LCS client to query the SUPL Location Platform (SLP) defined in [x].

PC4x:
It is the reference point between IMS and ProSe Function. It is an ISC interface as defined in TS 23.228 [a]. This interface may be used by the ProSe Function to get Presence status as well as information of the UE being registered/de-registered on the network.

PC5:
It is the reference point between UE to UE used for control and user plane for direct discovery, direct communication and ProSe relay.

PC6
This reference point enables ProSe discovery between users subscribed to different PLMNs.

4.3.3
Reference Point Requirements
<<< END CHANGE>>>
<<< START CHANGE >>>>>

5.x
EPC-leve ProSe discovery procedures

5.x.1 General

EPC-level ProSe discovery can be used independently or in conjunction with EPC support for WLAN direct discovery and communication.

When EPC support for WLAN direct discovery and communication is requested as part of the EPC-level ProSe discovery procedure, the additional parameters for support of WLAN direct discovery and communication are indicated in the figures with italicised text.

5.x.2 Overall call flow for EPC-level ProSe discovery

The overall call flow for EPC-level ProSe discovery and optional EPC support for WLAN direct discovery and communication is illustrated in Figure 5.x.2-1. Each procedural box is subsequently described in more detail as a separate call flow.
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Figure 5.x.2-1: Overall call flow for EPC-level ProSe discovery and optional EPC support for WLAN direct discovery and communication

1.
UEs perform UE registration for ProSe with the ProSe Function residing in their respective Home PLMNs;

2.
UEs perform application registration for ProSe with the ProSe Function residing in their respective Home PLMNs;

3.
UE A makes a proximity request for UE B, i.e. requests that it be alerted for proximity with UE B (possibly indicating a window of time during which the request is valid). In response, ProSe Function A requests location updates for UE A and UE B. These location updates can be periodic, based on a trigger, or a combination of both. To request location updates for UE A, ProSe Function A contacts SUPL Location Platform (SLP) A. To request location updates for UE B, ProSe Function A contacts ProSe Function B, which requests location updates for UE B from SLP B;

4.
The UEs’ locations are reported to their respective ProSe Functions intermittently. ProSe Function B forwards UE B’s location updates to ProSe Function A based on the conditions set by ProSe Function A. Whenever ProSe Function A receives location updates for UE A and/or UE B, it performs proximity analysis on UE A and UE B’s locations;

5.
When ProSe Function A detects that the UEs are in proximity, it informs UE A that UE B is in proximity and (optionally) provides UE A with assistance information for WLAN direct discovery and communication with UE B. ProSe Function A also informs ProSe Function B, which in turn informs UE B of the detected proximity and (optionally) provides UE B with assistance information for WLAN direct discovery and communication with UE A.

5.x.3 UE registration for ProSe

5.x.3.1 General

To obtain ProSe service a ProSe-enabled UE needs to register with the ProSe Function. The UE registration for ProSe can be performed natively or via the IMS.

5.x.3.2 UE registration for ProSe

Depicted in Figure 5.x.3.2-1 is the native procedure for UE registration for ProSe.
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Figure 5.x.3.2-1: UE registration for ProSe

1.
To select ProSe Function A, UE A constructs an FQDN using the serving PLMN ID and relies on DNS translation to obtain the IP address of ProSe Function A. UE A registers with ProSe Function A by sending a UE Registration Request (IMSI, [WLLID_A]) message.

If UE A intends to use EPC support for WLAN direct discovery and communication and if it uses a permanent WLAN Link Layer ID, the message also includes UE A’s permanent WLAN Link Layer ID (WLLID_A). Alternatively, the UE may obtain a temporary WLAN Link Layer ID from the ProSe Function as part of the Proximity Request procedure.

Editor’s note: It is FFS for 3GPP SA3 whether the use of permanent WLLIDs in the context of EPC-support for WLAN direct discovery and communication is acceptable.

2.
ProSe Function A may interact with the HSS in order to authenticate the user and check whether the user is authorised for ProSe. Alternatively, all user settings related to authentication and authorisation for ProSe may be configured locally in ProSe Function A, in which case the interaction with the HSS is not needed.

3.
ProSe Function A generates an EPC ProSe Subscriber ID for UE A (EPSID_A), stores the EPSID_A together with user’s IMSI and responds to UE A by sending a UE Registration Response (EPSID_A) message.

Editor’s note: The security aspects of the registration procedure need to be studied by SA3.

5.x.3.3 UE registration for ProSe through IMS
5.x.3.3.1 UE registration for ProSe through IMS
Depicted in Figure 5.x.3.3.1-1 is the procedure for UE registration for ProSe via the IMS. 



[image: image6.emf]UEA ProSeFunction

4. iFC Evaluation

Evaluate iFC, Trigger match?

P-CSCF S-CSCF HSS

1. Register

(GRUU-A, IARI:PRose,WLLID_A)

2. Cx-Pull

3. Cx-Pull Resp

5. Register

(IMSI, WLLID_A)

7. 200 OK

(EPSID_A)

6. 200 OK

(EPSID_A)

8. Subscribe

(regevent)

9. 200 OK

10. Notify

(GRUU-A, registration state)

11. 200 OK


Figure 5.x.3.3.1-1: UE registration for ProSe through IMS

1.
UE A starts registration with the home IP Multimedia Subsystem (IMS) with Private identity (based on IMSI) and other authorization parameters. As part of the IMS registration, UE may provide WLAN contact information. Alternatively, the ProSeFunction may retrieve WLAN contact information through the Presence Info. If UE A intends to use EPC support for WLAN direct discovery and communication and if it uses a permanent WLAN Link Layer ID, the message also includes UE A’s permanent WLAN Link Layer ID (WLLID_A). UE also includes an IARI parameter for ProSe.
NOTE: The actual details of the IARI parameter for ProSe need to be decided by Stage 3.
2-3. S-CSCF retrieves the user profile containing Initial Filter Criteria from the HSS as described in TS 29.228 [b]. 

4. S-CSCF evaluates the filter criteria, upon match of IARI parameter, does the third party registration to the ProSe Function. Prose Function address will part of the Initial Filter criteria as described in clause 5.x.3.3.2.

5. S-CSCF sends a Register to ProSe Function and includes the IMSI and the received WLLID. Initial Filter Criteria is set up to include IMSI and also include original Register message [z].

6.
ProSe Function generates an EPC ProSe Subscriber ID for UE A (EPSID_A), stores the EPSID_A together with user’s IMSI and responds to the S-CSCF by sending a 200 OK message.
7.
S-CSCF sends a 200 OK message including EPSID_A to UE A.
8-9. ProSe Function subscribes to the registration events in the S-CSCF by sending a Subscribe. Any UE registration or de-registration can then be notified to the ProSe Function by the S-CSCF.
10-11. S-CSCF notifies the registration state and also includes the GRUU for the registered subscriber according to RFC 5628 [d].
Editor’s note: The security aspects of the registration procedure need to be studied by SA3.

5.x.3.3.2 ProSe Function Selection
ProSe Function is selected by the S-CSCF based on the Initial Filter Criteria (iFC), Application Server context as defined in TS 29.228 [b]. HSS shall provision the filter criteria based on the ProSe Subscription. 

S-CSCF downloads filter criteria as part of the IMS registration process [z] using the Cx reference point as specified in TS 29.228 [b]. The Service Point Trigger will be based on the SIP Header containing the IMS Application Reference Identifier (IARI) (RFC 6050 [c]) value for Prose.
Depicted in figure 5.x.3.3.2-1 is an example Initial Filter Criteria.
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Figure 5.x.3.3.2-1: iFC for ProSe Function
5.x.3.3.3 Publish Direct communication info

Depicted in Figure 5.X.3.3.3-1, UE publishes its presence information to the Presence Server as specified in TS 23.141 [e].
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Figure 5.X.3.3.3-1 Publication of Presence Info
1.
UE-A registers to the ProSe Function.

2-3.
UE-A publishes the information whenever there is change in the UE’s capability or on user’s discretion. For example, UE-A may want to switch off the ProSe communication or may change is willingness to communicate. UE publishes the information to Presence Server through the IMS core (P-CSCF, S-CSCF). PIDF (RFC 3864 [f]) contact parameter contains the WLAN information.  

4-5.
Presence server acknowledges the PUBLISH by sending the acknowledgement to the UE-A. 

5.x.4 Application registration for ProSe

When a user registers with a 3rd party application server, he/she is designated an Application Layer User ID (e.g. ALUID_A for user A). This procedure is out of 3GPP specification scope. Then to activate ProSe features such as EPC-level ProSe discovery for a specific application, the UE registers the application with the ProSe Function, as illustrated in Figure 5.x.4-1.
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Figure 5.x.4-1: Application registration for ProSe

1.
UE A sends Application Registration Request (EPSID_A, Application ID, ALUID_A) message to ProSe Function A to register an application for ProSe. EPSID_A is the EPC ProSe Subsbcriber IP for UE A. The Application ID is used to identify the 3rd party App Server platform. ALUID_A is user A’s Application Layer User ID.

Editor’s note: It is FFS whether Application ID or an FQDN is used to identify the App Server. This decision is to be aligned with any similar decision in the procedure for ProSe Direct discovery.

2.
ProSe Function A retrieves user’s EPC ProSe Subscriber ID (EPSID_A). ProSe Function A may interact with the HSS in order to check whether the UE is authorized to register this application for ProSe. Alternatively, all user settings related to authentication and authorisation for ProSe may be configured locally in ProSe Function A, in which case the interaction with the HSS is not needed.

3.
ProSe Function A sends a ProSe Registration Request (ALUID_A, EPSID_A, PFID_A) message to the App Server indicating that a user of this application (identified as ALUID_A) has requested to use ProSe for that application. PFID_A is the ProSe Function ID of ProSe Function A. If the App Server accepts the request, it stores the user’s Application Layer User ID (ALUID_A) and EPC ProSe Subscriber ID (EPSID_A) together with the PFID_A.

4.
The App Server sends a ProSe Registration Response message to ProSe Function A indicating that the registration was successful (or not).
5.
ProSe Function A sends Application Registration Response (Allowed Range) message to UE A indicating that the registration was successful (or not). The Allowed Range parameter contains the set of range classes that are allowed for this application.
5.x.5 Proximity Request

In order to request that it be alerted when it enters proximity with user B, UE A triggers the Proximity Request procedure, as illustrated in Figure 5.x.5-1.
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Figure 5.x.5-1: Proximity Request

1.
UE A sends a Proximity Request (EPSID_A, Application ID, ALUID_A, ALUID_B, window, Range, A’s location, [WLAN indication]) message to ProSe Function A. The Application ID parameter identifies the 3rd party App Server platform. ALUID_A and ALUID_B are the Application Layer User IDs for users A and B, respectively. The window parameter indicates the time period during which the request is valid. Range is a requested range class for this application chosen from the set of allowed range classes. A’s location is the current location of UE A with the best accuracy known by UE A. UE A may optionally request EPC support for WLAN direct discovery and communication with UE B by adding the WLAN indication,

2.
ProSe Function A sends a Map Request (ALUID_A, ALUID_B) message to the App Server, requesting that it provide the EPC ProSe Subscriber ID for the targeted user B. ProSe Function A stores the Application Layer User IDs (ALUID_A and ALUID_B) until the execution of the Proximity Alert procedure described in clause 4.3.x.6.6 or until the expiry of the time window during which the request is valid,

3.
The App Server checks user B’s application-specific ProSe permissions, confirms that user A is allowed to discover user B, and sends a Map Response (EPSID_B PFID_B) message to ProSe Function A indicating user B’s EPC ProSe Subscriber ID (EPSID_B) as well as the ProSe Function ID of ProSe Function B (PFID_B),

4.
ProSe Function A propagates the Proximity Request (EPSID_B, EPSID_A, window, A’s location, [WLLID_A]) message to ProSe Function B, indicating a location update periodicity, trigger or both. A’s location is the current location of UE A provided in step 1 expressed in in GAD shapes defined in TS 23.032 [y]. WLAN indication is included if UE A has requested EPC support for WLAN direct discovery and communication in step 1.

5.
Based on EPSID_B received in the previous step, ProSe Function B retrieves subsbcriber B’s record. ProSe Function B may request UE B’s last known location via the HSS using the Sh functionality for UE location query (step 5a). The request may indicate that the initiation of active location retrieval is not required. Based on the last known location of UE B obtained via the HSS and UE A’s location and time window provided by ProSe Function A in step 4, ProSe Function B may determine that the users are unlikely to enter proximity within the requested time window and cancel the procedure by sending a Cancel Proximity Request message towards UE A with an appropriate cause value (steps 5b and 5c).
6a.
Depending on UE B’s ProSe profile, UE B may be asked to confirm permission for UE A’s proximity request. Note, user B’s application-specific ProSe permissions may be different than UE B’s ProSe permissions. Both must permit discovery by user A (UE A),

6b1-6b2. In IMS deployments,  ProSe Function B subscribes to UE B’s presence status. IMS Presence Server acknowledges the Subscribe.
6b3-6b4. Presence Server (through S-CSCF) notifies the ProSe Function B about UE B’s Presence Status, WLAN information (existence of WLAN adapter and turned on). ProSe Function acknowledges the Notify to the IMS. PIDF in the Notify contains user’s willingness to communicate, WLAN device information and it’s corresponding information etc.
7.
ProSe Function B requests location reporting on UE B from SLP B and acknowledges the proximity request to ProSe Function A and provides UE B’s current location (if known). The WLAN Link Layer ID of UE B (WLLID_B) is included if UE A has requested EPC support for WLAN direct discovery and communication in step 1 and if UE B uses a permanent WLAN Link Layer ID,

8.
ProSe Function A requests location reporting on UE A from SLP A. If UE A’s current location is available and if UE B’s location was included in step 6, ProSe Function A may decide to cancel the Proximity Request procedure if it determines that the UEs are unlikely to enter proximity within the requested time window. Otherwise ProSe Function A acknowledges the proximity request to UE A.

5.x.6 UE Location Reporting

SLP A and SLP B configure UE A and UE B, respectively, to report their locations periodically, based on a trigger, or a combination of both depending on what ProSe Function A and ProSe Function B requested (see Figure 5.x.6-1).
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Figure 5.x.6-1: UE location reporting

1-4.
The locations of UE A and UE B are reported to their corresponding Prose Servers intermittently.

NOTE 1: If UE is engaged in multiple concurrent proximity request procedures, the location reports are grouped together by the SLP.

NOTE 2: The UE location reporting procedure is executed until the time window expires even if UE B “unfriends” UE A at application layer in the middle of an active proximity request.
5.

Assuming that ProSe Function A is in charge of determining proximity, ProSe Function B forwards UE B’s location to ProSe Function A periodically,  based on a trigger criterion, or a combination of both as requested by ProSe Function A. The UE location information exchanged between ProSe Functions are expressed in GAD shapes defined in TS 23.032 [y]. ProSe Function A may decide to cancel the Proximity Request procedure if it determines that the UEs are unlikely to enter proximity within the requested time window.
5.x.7 Proximity Alert

When the UEs enter into proximity, the network triggers the Proximity Alert procedure, as illustrated in Figure 5.x.7-1.
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Figure 5.x.7-1: Proximity Alert

1-3.
The location of UE B is reported to ProSe Function B, which forwards it to ProSe Function A;

4.
ProSe Function A detects that the two UEs are in proximity based on the requested discovery range class and alerts UE A by sending a Proximity Alert (ALUID_B, Assistance Information) message. ALUID_B is the Application Layer User ID of user B. The message optionally includes Assistance Information for WLAN direct discovery and communications with UE B. ProSe Function A cancels location reporting on UE A from SLP A. In IMS deployments, GRUU_B is also sent in the UE.
5.
ProSe Function A also requests ProSe Function B to send a Proximity Alert (ALUID_A, Assistance Information) message to UE B. ALUID_A is the Application Layer User ID of user A. The message optionally includes Assistance Information for WLAN direct discovery and communication with UE A. ProSe Function B cancels location reporting on UE B from SLP B.

NOTE 1: The WLAN interface in the UE need not be turned on before step 6 in Figure 5.x.7-1.

NOTE 2: The assistance information is designed to expedite WLAN direct discovery and communication. The content of the assistance information depends on the technology used on the WLAN direct link. All the content in the assistance information is dynamically generated by ProSe Function A, with the exception of WLLID_B in case UE B supports only permanent WLLID.

5.x.8 UE deregistration for ProSe

5.x.8.1 General

At any time the ProSe Function may decide to deregister the UE with an appropriate cause. The UE deregistration for ProSe can be performed natively or via the IMS.

5.x.8.2 UE deregistration for ProSe

Depicted in Figure 5.x.8.2-1 is the native procedure for UE deregistration for ProSe.
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Figure 5.x.8.2-1: UE deregistration for ProSe 

1.
At any time the ProSe Function may decide to deregister the UE by sending a UE Deregistration Request (EPSID_A, cause) message.

2.
UE acknowledges the deregistration request by sending a UE Deregistration Response message.

5.x.8.3 UE deregistration for ProSe Function through IMS

Depicted in Figure 5.x.8.3-1 is the procedure for UE deregistration for ProSe via the IMS. 
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Figure 5.x.8.3-1: UE deregistration for ProSe through IMS

1. At any time ProSe Function may decide to de-register the UE by sending UE Deregistration Request message to IMS.

2. IMS procedures informing the UE of UE deregistration for ProSe.

3. Acknowledgment of the procedure is sent from IMS to ProSe Function.
<<< END CHANGE>>>
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