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Abstract of the contribution: This paper intends to present some considerations on the signalling choice of WebRTC client-to-Network interface, and give some examples to show the similarity and difference between JSON over WebSockets and SIP over WebSockets.
Introduction
There is a WebRTC client-to-Network interface in the WebRTC architecture, this paper tries to share some considerations on the signaling protocol used for this interface.
Discussion
1 Signalling choice overview

Signalling between WebRTC client and network (use W2 interface for convenience) has many choices today. There are SIP over WebSocket, JSON over WebSocket, XMPP over WebSocket, HTTP/REST interface or some other proprietary ones. For whatever the protocol used, the main purpose is to transport the necessary information, e.g. token for identity verification, SDP for call setup, to implement all the possible WebRTC scenarios. Meanwhile, when we choose the signalling type (SIP, JSON, XMPP) and transport protocol type (TCP/UDP, WebSocket, HTTP), besides the basic functional requirements, we should also consider other respects, for example efficiency, extensibility and security.
This paper compares SIP over WebSocket and JSON over WebSocket in the following aspects and tries to give useful references in future work.


1.1 SIP over WebSocket
SIP over WebSocket tunnels sip over websockets. SIP transport already exists for UDP, TCP, TLS and SCTP. Sip over webSocket adds just another one into the transport family. Below are some thinking from efficiency, extensibility and security.
Efficiency:

It is good for services that already running SIP and there is no need to change or extend it. However, the web client will need to implement the SIP client using JavaScript. SIP stack is a heavy one with which parsing, encoding of SIP messages, managing SIP dialog , processing SIP role and SIP routing information in JavaScript could affect the performance if devices are not powerful enough although IMS devices already support SIP. This is an extra burden for devices that do not support SIP but from which it would be desirable to access IMS services (e.g. STB, TV, etc).


Extensibility:
SIP over WebSocket still uses SIP between WebRTC client and WebRTC signalling function but with the transport level changed to WebSocket. The WebRTC signalling function will need to parse the SIP message from WebSocket and then convert to SIP over TCP/UDP. As the SIP command definition is limited, it will not be easy to add or customize the messages. Let us take RCS as an example, in order to support presence, the SIP message alone is not enough there are many protocols needs to be implemented, thus WebRTC client will need to implement XCAP (http), SyncML etc. The interfaces will be fragmented and the code in client will be bloated with time.
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Moreover, for now there are no SIP over HTTP or RESTFUL applications. So, The WebSocket as single transport layer can be an obstacle to deployments in some environment where corporate proxies or security system do not support it.
Security:
As the signalling model described in the extensibility part above, the WebRTC client needs to talk to multiple servers (WebRTC signalling function, TAS, RCS AS), all the related servers are exposed to the web attacks and have to deploy security solutions.
As SIP stack in WebRTC client is a heavy one, all service logic is viewable from JavaScript and traffic with servers can be easily captured.
Standardization:

SIP is well defined in IETF RFC and 3GPP specifications.

1.2 JSON over WebSocket/HTTP
Efficiency:

JSON objects is the most intuitive and popular format for web application object transmission. It is a web oriented way for WebRTC signalling. JSON is transport free, not only can transport over WebSocket, but also HTTP or REST. Below are some considerations from efficiency, extensibility and security viewpoints.

JSON is syntactic subset of JavaScript and has great advantage of being natively interpreted by web browsers. It requires best effort for parsing, encoding and processing.
Extensibility:
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In terms of RCS support with JSON over WebSocket/HTTP, the UNI interface is always JSON. The WebRTC client talks to WebRTC signalling function which handles the RCS logic and hides the complexities from client. Web client only needs to handle the user level event for user interfaces. This reduces complex RCS signalling interactions between multiple backend servers and browsers.
Moreover, JSON can combine many type of bi-directional transport not only WebSocket but also COMET like mechanisms. For example in case the WebSocket is blocked, the HTTP long polling can still be used thus maintains maximum service reliability.
Additionally, by not forcing any particular identity scheme, it allows all kinds of user identification mechanisms. For example, this allows identity to be based on not only on existing communication services identities such as phone numbers, but also security tokens or web ID names etc.

Security:
As the signalling model described in the extensibility part above, the WebRTC client only needs to communicate with WebRTC signalling function. The WebRTC signalling function is the security entry of the IMS core network, so we only need to deploy the security solution at the WebRTC signalling function.
The core logic and state are in the WebRTC signalling function which is located in trusted zone, the WebRTC client using JSON does not impose any semantic on applications.

Standardization:

<OMA-WP-Guidelines_for_RESTful_Network_APIs-20130702-A.pdf>has defined REST Net API using JSON. The following are segments taken from this OMA standard:
The content type used in responses is established using the following methodology:

As a general rule, content type used in response message body must match content type used in request body. In case this is not possible, content type negotiation can be used. The methodology for content type negotiation is based on the “Accept” HTTP header in the request to signal the supported content types. A parameter of name “resFormat” can be given to override the information in this header. The methodology for content type negotiation is specified further in [REST_NetAPI_Common].

At least XML and JSON content types are supported, with other content types optionally supported on a case-bycase basis to be specifically documented (e.g. simple name-value pair parameters may be accepted in the URL when using GET and application/x-www-form-urlencoded may be supported for the request message body when using POST).
1.3 Comparison
Table 1.3-1 summarizes the comparison of SIP over WebSocket vs. JSON over WebSocket to the WebRTC client-to-Network interface.
	
	SIP over WebSocket
	JSON over WebSocket
	Comparison

	Basic Signalling Function
	Encapsulate SDP Blob
	Encapsulate SDP Blob
	Same

	Efficiency
	Heavy client

Better for traditional telecom services
	Light client

Better for web developers
	JSON is better

	Extensibility
	1.Client needs to support SIP&Ut&XCAP&SYNCML to each server
2.Do not support web authentication methods, for the reason that SIP does not support to carry web verification information, e.g. token

3.SIP does not transport over HTTP or REST API
	1.WebRTC signalling function easily extended to support RCS logic

2.Easily to support universal authentication method

3.JSON is transport free, support transport over HTTP or REST API
	JSON is better

	Security
	Multiple servers are exposed to web attack
	Unified security entry
	JSON is better

	Standardization
	Well defined in IETF and 3GPP
	Partially defined in OMA
	SIP is better 


Table 1.3-1: Comparison of SIP over WebSocket vs. JSON over WebSocket
2 Signalling examples
2.1 Registration signalling
2.1.1 JSON over WebSocket registration signalling example
JSON is Web oriented, so it naturally support Web ID authentication. JSON over WebSocket is able to contain the token information, while SIP does not have this capability and needs to be extended if wants to support. Therefore, it is easy to implement the Web identity scenario using JSON.
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JSON login command example
{"method":"Register" ,“access_token”: “13ac7057-b8b2-4a37-ae0c-76beacd8f9df”}

JSON login response example
{"username":"008613569659000","connectionId":"e9167281-eea8-4429-b514-ae3cb122ff54","method":"onImsConnect"}
2.1.2 SIP over WebSocket registration signalling example
SIP does not support to carry the token information and the whole SIP message is complicated. Additionally, SIP stack is a heavy one. Below is a normal SIP register example.
Register

Request

REGISTER sip:192.168.255.182 SIP/2.0 Via: SIP/2.0/WS df7jal23ls0d.invalid;branch=z9hG4bKAhABhEzWV3pxsB00wi0ETTUiEu3R1Syx;rport From: "1001"<sip:1001@192.168.255.182>;tag=nfyiKTo5fL9gSHvE5M7q To: "1001"<sip:1001@192.168.255.182> Contact: "1001"<sip:1001@df7jal23ls0d.invalid;rtcweb-breaker=no;transport=ws>;expires=200;click2call=no;+g.oma.sip-im;+audio;language="en,fr" Call-ID: 26982553-7fc0-bd79-f96d-01256b885669 CSeq: 48723 REGISTER Content-Length: 0 Max-Forwards: 70 User-Agent: IM-client/OMA1.0 sipML5-v1.2013.04.26 Organization: Doubango Telecom Supported: pathSIP/2.0 200 OK To: "1001" <sip:1001@192.168.255.182>;tag=48868314_06d8ad6a_d5892f28-e315-4030-85e7-b1c5bfd29d5c Via: SIP/2.0/WS
Response

SIP/2.0 200 OK To: "1001" <sip:1001@192.168.255.182>;tag=48868314_06d8ad6a_d5892f28-e315-4030-85e7-b1c5bfd29d5c Via: SIP/2.0/WS 192.168.255.182:49435;branch=z9hG4bKAhABhEzWV3pxsB00wi0ETTUiEu3R1Syx;rport=49435;received=192.168.255.182 CSeq: 48723 REGISTER Call-ID: 26982553-7fc0-bd79-f96d-01256b885669 From: "1001" <sip:1001@192.168.255.182>;tag=nfyiKTo5fL9gSHvE5M7q Content-Length: 0
2.2 Call signalling
2.2.1 JSON over WebSocket Call signalling example
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JSON over WebSocket contains little header information beyond the whole SDP blob which is necessary to establish the call.

Offer
The below JSON message does not list the access token in the sample example, although token can be carried in JSON message.
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nost generation O\r\ma=candidate:2704330693 2 tcp 1509957375 192.168.255.182 O typ host generacion O\r\na=candidace:2168862616 1 tcp 1509957375
152.168.136.1 O typ host generation O\r\na=candidate:2168862616 2 tcp 1509957375 192.168.136.1 0 Typ host generation O\r\ma=candidate:2256108788 1 udp
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182.168.255.182 0 typ host generation O\r\na=candidate:2704330693 2 tcp 1509957375 192.168.255.182 0 typ host generation O\r\ma=candidave:2168862616 1
©ep 1509957375 192.168.136.1 0 typ host generation O\r\mamcandidate:2168862616 2 tcp 1509957375 192.168.136.1 0 ctyp host generation
O\r\na=candidate:2256108788 1 udp 1845501695 107.1.141.74 63407 cyp srflx raddr 192.168.255.152 rporc 63407 generacion O\r\mamcandidace:2256108788 2 udp
1845501695 107.1.141.74 63407 Typ srflx raddr 192.168.255.182 rport 63407 gemeration
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Ringing
{"sessionId":"sessionId-10010.6264033569023013","method":"Ringing"}
Connected
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End call command

{"method":"hangup","sessionId":"sessionId-10010.6264033569023013"}
2.2.2 SIP over WebSocket Call signalling example
The call flow for SIP over WebSocket example is similar to the call flow listed above for JSON except the message name and the message content. The message content for SIP over WebSocket is as bloated as standard SIP message.
Call 

Request

INVITE sip:1002@192.168.255.182 SIP/2.0 Via: SIP/2.0/WS df7jal23ls0d.invalid;branch=z9hG4bKDuTsttJ66Fpqz20wuGsqHTr8llKICoKv;rport From: "1001"<sip:1001@192.168.255.182>;tag=GBz3CNh4rEvopaukD5gZ To: <sip:1002@192.168.255.182> Contact: "1001"<sip:1001@df7jal23ls0d.invalid;rtcweb-breaker=no;click2call=no;transport=ws>;+g.oma.sip-im;+sip.ice;language="en,fr" Call-ID: 20d48e82-1e06-e731-aa84-a04d621c9e7a CSeq: 11199 INVITE Content-Type: application/sdp Content-Length: 3731 Max-Forwards: 70 User-Agent: IM-client/OMA1.0 sipML5-v1.2013.04.26 Organization: Doubango Telecom v=0 o=- 1192888662236081000 2 IN IP4 127.0.0.1 s=Doubango Telecom - chrome t=0 0 a=group:BUNDLE audio video a=msid-semantic: WMS qelMzK1a0gLWTY8gQaCR1gnwSUwi21VOOdFj m=audio 56590 RTP/SAVPF 111 103 104 0 8 107 106 105 13 126 c=IN IP4 107.1.141.74 a=rtcp:56590 IN IP4 107.1.141.74 a=candidate:4021498677 1 udp 2113937151 192.168.255.182 56590 typ host generation 0 a=candidate:4021498677 2 udp 2113937151 192.168.255.182 56590 typ host generation 0 a=candidate:3485846376 1 udp 2113937151 192.168.136.1 56591 typ host generation 0 a=candidate:3485846376 2 udp 2113937151 192.168.136.1 56591 typ host generation 0 a=candidate:2704330693 1 tcp 1509957375 192.168.255.182 0 typ host generation 0 a=candidate:2704330693 2 tcp 1509957375 192.168.255.182 0 typ host generation 0 a=candidate:2168862616 1 tcp 1509957375 192.168.136.1 0 typ host generation 0 a=candidate:2168862616 2 tcp 1509957375 192.168.136.1 0 typ host generation 0 a=candidate:2256108788 1 udp 1845501695 107.1.141.74 56590 typ srflx raddr 192.168.255.182 rport 56590 generation 0 a=candidate:2256108788 2 udp 1845501695 107.1.141.74 56590 typ srflx raddr 192.168.255.182 rport 56590 generation 0 a=ice-ufrag:xwOOpOsZP86d8fYf a=ice-pwd:u6Qp1rcc0e3YEDmLwwjTH1al a=ice-options:google-ice a=mid:audio a=extmap:1 urn:ietf:params:rtp-hdrext:ssrc-audio-level a=sendrecv a=rtcp-mux a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:4qltgdHZUbg48euutqRBVcygYVRsaxgKZXbZ8saj a=rtpmap:111 opus/48000/2 a=fmtp:111 minptime=10 a=rtpmap:103 ISAC/16000 a=rtpmap:104 ISAC/32000 a=rtpmap:0 PCMU/8000 a=rtpmap:8 PCMA/8000 a=rtpmap:107 CN/48000 a=rtpmap:106 CN/32000 a=rtpmap:105 CN/16000 a=rtpmap:13 CN/8000 a=rtpmap:126 telephone-event/8000 a=maxptime:60 a=ssrc:2162499059 cname:y7pcrbBEnnlrDqKC a=ssrc:2162499059 msid:qelMzK1a0gLWTY8gQaCR1gnwSUwi21VOOdFj qelMzK1a0gLWTY8gQaCR1gnwSUwi21VOOdFja0 a=ssrc:2162499059 mslabel:qelMzK1a0gLWTY8gQaCR1gnwSUwi21VOOdFj a=ssrc:2162499059 label:qelMzK1a0gLWTY8gQaCR1gnwSUwi21VOOdFja0 m=video 56590 RTP/SAVPF 100 116 117 c=IN IP4 107.1.141.74 a=rtcp:56590 IN IP4 107.1.141.74 a=candidate:4021498677 1 udp 2113937151 192.168.255.182 56590 typ host generation 0 a=candidate:4021498677 2 udp 2113937151 192.168.255.182 56590 typ host generation 0 a=candidate:3485846376 1 udp 2113937151 192.168.136.1 56591 typ host generation 0 a=candidate:3485846376 2 udp 2113937151 192.168.136.1 56591 typ host generation 0 a=candidate:2704330693 1 tcp 1509957375 192.168.255.182 0 typ host generation 0 a=candidate:2704330693 2 tcp 1509957375 192.168.255.182 0 typ host generation 0 a=candidate:2168862616 1 tcp 1509957375 192.168.136.1 0 typ host generation 0 a=candidate:2168862616 2 tcp 1509957375 192.168.136.1 0 typ host generation 0 a=candidate:2256108788 1 udp 1845501695 107.1.141.74 56590 typ srflx raddr 192.168.255.182 rport 56590 generation 0 a=candidate:2256108788 2 udp 1845501695 107.1.141.74 56590 typ srflx raddr 192.168.255.182 rport 56590 generation 0 a=ice-ufrag:xwOOpOsZP86d8fYf a=ice-pwd:u6Qp1rcc0e3YEDmLwwjTH1al a=ice-options:google-ice a=mid:video a=extmap:2 urn:ietf:params:rtp-hdrext:toffset a=extmap:3 http://www.webrtc.org/experiments/rtp-hdrext/abs-send-time a=sendrecv a=rtcp-mux a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:4qltgdHZUbg48euutqRBVcygYVRsaxgKZXbZ8saj a=rtpmap:100 VP8/90000 a=rtcp-fb:100 ccm fir a=rtcp-fb:100 nack a=rtcp-fb:100 goog-remb a=rtpmap:116 red/90000 a=rtpmap:117 ulpfec/90000 a=ssrc:3576609002 cname:y7pcrbBEnnlrDqKC a=ssrc:3576609002 msid:qelMzK1a0gLWTY8gQaCR1gnwSUwi21VOOdFj qelMzK1a0gLWTY8gQaCR1gnwSUwi21VOOdFjv0 a=ssrc:3576609002 mslabel:qelMzK1a0gLWTY8gQaCR1gnwSUwi21VOOdFj a=ssrc:3576609002 label:qelMzK1a0gLWTY8gQaCR1gnwSUwi21VOOdFjv0
Response
SIP/2.0 100 Trying To: <sip:1002@192.168.255.182> Via: SIP/2.0/WS 192.168.255.182:49435;branch=z9hG4bKDuTsttJ66Fpqz20wuGsqHTr8llKICoKv;rport=49435;received=192.168.255.182 CSeq: 11199 INVITE Call-ID: 20d48e82-1e06-e731-aa84-a04d621c9e7a From: "1001" <sip:1001@192.168.255.182>;tag=GBz3CNh4rEvopaukD5gZ Content-Length: 0
SIP/2.0 180 Ringing To: <sip:1002@192.168.255.182>;tag=99067277_06d8ad6a_0a98c54f-b734-4347-b87b-e08d1b1ae7b6 Via: SIP/2.0/WS 192.168.255.182:49435;branch=z9hG4bKDuTsttJ66Fpqz20wuGsqHTr8llKICoKv;rport=49435;received=192.168.255.182 CSeq: 11199 INVITE Call-ID: 20d48e82-1e06-e731-aa84-a04d621c9e7a From: "1001" <sip:1001@192.168.255.182>;tag=GBz3CNh4rEvopaukD5gZ Contact: <sip:192.168.255.182:7082;transport=ws> Content-Length: 0
SIP/2.0 200 OK To: <sip:1002@192.168.255.182>;tag=99067277_06d8ad6a_0a98c54f-b734-4347-b87b-e08d1b1ae7b6 Via: SIP/2.0/WS 192.168.255.182:49435;branch=z9hG4bKDuTsttJ66Fpqz20wuGsqHTr8llKICoKv;rport=49435;received=192.168.255.182 CSeq: 11199 INVITE Call-ID: 20d48e82-1e06-e731-aa84-a04d621c9e7a From: "1001" <sip:1001@192.168.255.182>;tag=GBz3CNh4rEvopaukD5gZ Contact: <sip:192.168.255.182:7082;transport=ws> Content-Type: application/sdp Content-Length: 2771 v=0 o=- 4774241417378188000 2 IN IP4 127.0.0.1 s=Doubango Telecom - chrome t=0 0 a=group:BUNDLE audio video a=msid-semantic: WMS wSQ030sMkn4XwSlAjpyYv9gPZV7ryZ4brgmr m=audio 62219 RTP/SAVPF 111 103 104 0 8 107 106 105 13 126 c=IN IP4 107.1.141.74 a=rtcp:1 IN IP4 0.0.0.0 a=candidate:4021498677 1 udp 2113937151 192.168.255.182 62219 typ host generation 0 a=candidate:3485846376 1 udp 2113937151 192.168.136.1 62220 typ host generation 0 a=candidate:2704330693 1 tcp 1509957375 192.168.255.182 0 typ host generation 0 a=candidate:2168862616 1 tcp 1509957375 192.168.136.1 0 typ host generation 0 a=candidate:2256108788 1 udp 1845501695 107.1.141.74 62219 typ srflx raddr 192.168.255.182 rport 62219 generation 0 a=ice-ufrag:VfVns68WNkfhz9sw a=ice-pwd:ZnN4rVsCgnefijjz94b6kEtA a=mid:audio a=extmap:1 urn:ietf:params:rtp-hdrext:ssrc-audio-level a=sendrecv a=rtcp-mux a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:nqLdN3U/nmV3Z69x3P+yTFHMEM5jVu/LfHkKKblW a=rtpmap:111 opus/48000/2 a=fmtp:111 minptime=10 a=rtpmap:103 ISAC/16000 a=rtpmap:104 ISAC/32000 a=rtpmap:0 PCMU/8000 a=rtpmap:8 PCMA/8000 a=rtpmap:107 CN/48000 a=rtpmap:106 CN/32000 a=rtpmap:105 CN/16000 a=rtpmap:13 CN/8000 a=rtpmap:126 telephone-event/8000 a=maxptime:60 a=ssrc:4224169822 cname:UpAuOd8dyEEVMl8J a=ssrc:4224169822 msid:wSQ030sMkn4XwSlAjpyYv9gPZV7ryZ4brgmr wSQ030sMkn4XwSlAjpyYv9gPZV7ryZ4brgmra0 a=ssrc:4224169822 mslabel:wSQ030sMkn4XwSlAjpyYv9gPZV7ryZ4brgmr a=ssrc:4224169822 label:wSQ030sMkn4XwSlAjpyYv9gPZV7ryZ4brgmra0 m=video 62219 RTP/SAVPF 100 116 117 c=IN IP4 107.1.141.74 a=rtcp:1 IN IP4 0.0.0.0 a=candidate:4021498677 1 udp 2113937151 192.168.255.182 62219 typ host generation 0 a=candidate:3485846376 1 udp 2113937151 192.168.136.1 62220 typ host generation 0 a=candidate:2704330693 1 tcp 1509957375 192.168.255.182 0 typ host generation 0 a=candidate:2168862616 1 tcp 1509957375 192.168.136.1 0 typ host generation 0 a=candidate:2256108788 1 udp 1845501695 107.1.141.74 62219 typ srflx raddr 192.168.255.182 rport 62219 generation 0 a=ice-ufrag:VfVns68WNkfhz9sw a=ice-pwd:ZnN4rVsCgnefijjz94b6kEtA a=mid:video a=extmap:2 urn:ietf:params:rtp-hdrext:toffset a=extmap:3 http://www.webrtc.org/experiments/rtp-hdrext/abs-send-time a=sendrecv a=rtcp-mux a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:nqLdN3U/nmV3Z69x3P+yTFHMEM5jVu/LfHkKKblW a=rtpmap:100 VP8/90000 a=rtcp-fb:100 ccm fir a=rtcp-fb:100 nack a=rtcp-fb:100 goog-remb a=rtpmap:116 red/90000 a=rtpmap:117 ulpfec/90000 a=ssrc:2277357104 cname:UpAuOd8dyEEVMl8J a=ssrc:2277357104 msid:wSQ030sMkn4XwSlAjpyYv9gPZV7ryZ4brgmr wSQ030sMkn4XwSlAjpyYv9gPZV7ryZ4brgmrv0 a=ssrc:2277357104 mslabel:wSQ030sMkn4XwSlAjpyYv9gPZV7ryZ4brgmr a=ssrc:2277357104 label:wSQ030sMkn4XwSlAjpyYv9gPZV7ryZ4brgmrv0
2.3 Example of JSON over WebSocket presence signalling

JSON has well extensibility. WebRTC signalling function can easily support RCS services using JSON over WebSocket. Below is the signalling flow, where the client side logic is pretty simple and most work is done by WebRTC signalling function. 
However, when using SIP over WebSocket, all the messages sent to the WebRTC signalling gateway need to be sent to the client side, which causes the heavy client. 
Detailed message information can reference to the OMA standard<OMA-TS-REST_NetAPI_Presence-V1_0-20130212-C>.
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Proposal

This paper tries to trigger more considerations on the choice of signalling from the Web client to WebRTC signalling function. Besides the quick implementation, we propose to take also the efficiency, extensibility and security into account. It is suggested having more alternative signalling protocols to be considered, not just limited to SIP over WebScoket.
Call logic





SIP server





SIP B2BUA





SIP stack JS





SIP stack





SIP stack





Websocket


From browser 





TCP/UDP





Websocket





Call logic





SIP stack





TCP/UDP





JSON 





Websocket





SIP server





SIP B2BUA





Websocket and JSON support


From browser 








WEBRTC client





WEBRTC gateway





IMS core





W2





SIP





WEBRTC client





WEBRTC gateway





IMS core








3GPP

SA WG2 TD


_1445167322.vsd

_1445176536.vsd

