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Discussion

Currently in TR 23.701 the proposed architectures for network based interworking between IMS and WebRTC only consider interworking of the media either wholly outside the IMS network, or wholly inside IMS network nodes. The proposed changes propose the registration and session establishment flows for a new solution that supports implementations where media interworking may be performed flexibly by nodes within or outside the IMS network.
Proposal

It is proposed to make the following changes to TR 23.701. 
* * * First Change * * *
6.X.2
Description of the solution - Procedures

6.X.2.1
Assumptions

The following assumptions are made in the signalling procedures depicted in the following sub-sections.

-
For all communications using HTTP based protocols Secure Certificate based HTTPS is used.
-
Web authentication uses a Token as part of the validation process.
-
Details on the web authentication procedures are out of scope.
-
Any WebRTC signalling protocol may be used between the WIC and the Web Signalling Translator.

-
The WIC is verified to be one downloaded from an authorized Client Script Server (e.g. use of CORS procedures in establishing WebSocket connection).
NOTE 1:
The procedures in the subsequent sub-sections only show the signalling across the WRs2 reference point using SIP over WebSockets – this is for consistency and clarity purposes only and any valid WebRTC signalling may be used.

NOTE 2:
The procedures detailing the media interworking flows use the flows for MRFC/MRFP interworking (as defined TS 23.228 Annex P) – this is for consistency and clarity purposes only and the appropriate flows for other suitable IMS media interworking flows are expected to be supported.
6.X.2.2
Registration & Authentication

6.X.2.2.1
IMS credential based authentication (UICC based)
Figure 6.X.2.2.1-1 shows the signalling flows that support the registration and authentication of a WIC using IMS credentials and authentication vectors obtained from a UICC.

Editors Note: It is FFS how the WIC is able to interact with the UICC to obtain the IMS credentials and authentication vectors used in these flows.
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Figure 6.X.2.2.1-1:  Registration of WIC using UICC based authentication
1.
The user inputs the URI of the Client Script Server into their browser.  The browser downloads the WebRTC Javascript for the WIC over a secure HTTPS connection.
2.
The WIC establishes a secure WebSocket connection between itself and the Web Signalling Translator.
3.
The WIC accesses the UICC and obtains the IMPI and IMPU of the device.  The WIC sends a registration request (SIP Register Message) to the Web Signalling translator including the IMPI and IMPU.

4-8.
The Web Signalling Translator receives the registration signalling from the WIC and forms an IMS standard SIP register message. Standard (according to TS 23.228) registration signalling occurs within the IMS, with a SIP Unauthorized response been sent back to the Web Signalling translator indicating IMS authentication is required.

9.
The Web Signalling Translator challenges the WIC (SIP 401 Unauthorized response) to authenticate using IMS authentication.  The challenge includes all the information elements normally contained in an IMS authentication challenge (RAND, SRES, etc).
10.
The WIC requests authentication by the UICC passing it the appropriate challenge information elements, the response is computed by the UICC, and passed back to the WIC.  The WIC then sends a challenge response to the Web Signalling Translator, including appropriate authentication responses calculated by the UICC.

11-14.
The Web Signalling Translator receives the authentication response from the WIC and forms an IMS standard SIP Register containing the authentication challenge responses received from the WIC.  Standard (according to TS 23.228) authentication signalling occurs between the Web Signalling Translator and the IMS network.  Assuming the user’s authentication information is correct the Web Signalling translator receives a SIP 200 OK indicating successful authentication of the user.
15.
An authentication passed response (SIP 200 OK) is sent to the WIC by the Web Signalling Translator.  The WIC is now registered and authenticated with the IMS network.

6.X.2.2.2
IMS credential based authentication (digest based)

Figure 6.X.2.2.2-1 shows the signalling flows that support the registration and authentication of a WIC using SIP digest authentication using information entered by a user.
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Figure 6.X.2.2.2-1:  Registration of WIC using IMS digest based authentication

1.
The user inputs the URI of the Client Script Server into their browser.  The browser downloads the WebRTC Javascript for the WIC over a secure HTTPS connection.

2.
The WIC establishes a secure WebSocket connection between itself and the Web Signalling Translator.

3.
The user enters the IMPU and digest password into the WIC.  The WIC sends a registration request (SIP Register Message) to the Web Signalling translator including the IMPU and IMS digest password.
4-8.
The Web Signalling Translator receives the registration signalling from the WIC and forms an IMS standard SIP register message. Standard (according to TS 23.228) registration signalling occurs within the IMS, with a SIP Unauthorized response been sent back to the Web Signalling translator indicating SIP digest authentication is required.

9-12.
The Web Signalling Translator forms an IMS standard SIP Register containing the authentication challenge responses including the digest password initially received from the WIC.  Standard (according to TS 23.228) authentication signalling occurs between the Web Signalling Translator and the IMS network.  Assuming the user’s authentication information is correct the Web Signalling translator receives a SIP 200 OK indicating successful authentication of the user.

15.
An authentication passed response (SIP 200 OK) is sent to the WIC by the Web Signalling Translator.  The WIC is now registered and authenticated with the IMS network.
6.X.2.2.3
Web credential based authentication

Figure 6.X.2.2.3-1 shows the signalling flows that support the registration and authentication of a WIC using web based authentication (e.g. oAUTH, SAML, etc) using non-IMS identity and authentication credentials entered by the user.
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Figure 6.X.2.2.3-1:  Registration of WIC using web based authentication

1.
The user inputs the URI of the Client Script Server into their browser.  The browser downloads the WebRTC Javascript for the WIC over a secure HTTPS connection.
2-3.
The user is enters their web identity and authentication credentials, and the WIC interacts with the IMS-Web Authentication identity server to verify the information supplied.  Assuming the user is successfully authenticated the WIC receives a Token to indicate this in subsequent messages.

NOTE 1: The web authentication methodology and information elements used are implementation dependent and steps 1-3 may not necessarily occur in the order indicated.
4.
The WIC establishes a secure WebSocket connection between itself and the Web Signalling Translator.

5.
The WIC sends a registration request (SIP Register Message) to the Web Signalling translator including the token received from the web authentication process.
6.
The Web Signalling Translator verifies the token received and maps the web identities to IMS IMPI/IMPU.

NOTE: 2: The Token verification methodology and Identity mapping procedure will be dependent on the implementation and web authentication technology used.  E.G. the Web Signalling Translator may send the Token in a request to the IMS-Web & Authentication Server, and receive the IMPI and IMPU in a response if the token is valid.
7-10.
The Web Signalling Translator receives forms an IMS standard SIP register message using the IMS identities obtained in step 6. Registration signalling occurs within the IMS using Trusted Node Authentication (TS 33.203 Appendix U), when registration is complete the Web Signalling translator receives a SIP 200 OK from the IMS network.
15.
An authentication passed response (SIP 200 OK) is sent to the WIC by the Web Signalling Translator.  The WIC is now registered and authenticated with the IMS network.

6.X.2.2.4
Registration of Wildcard IMPU range

Figure 6.X.2.2.4-1 shows the signalling flows that support the registration and authentication of a block of IMS identities used by the WebRTC solution for later use by individual clients; typically these identities are allocated to a third party network authorized by the IMS operator.
 [image: image4.png]Client IMS-Web Web Si
wic Script Auth & ID eb 59 P-CSCF 1/S-CSCF Hss
Translator
Server Server

0. Initialization Procedures

e —

1. SIP: Register (IMPI/IMPU/Password)

2. SIP: Registar (IMPVIMPU)

3.Cx: User Reg

> Staws Query

4. Cx: Authentication

[t *
5. Cx: Authentication
(Rep)
6.SIP: 401 Ynauthorized
-
7. SIP: Register (cfallenge response) 8.Cx: User Reg

11.51P:200 0K |
e

10. 51P|200 OK
-

> Staws Query

9. Cx: User Reg
Notification

12. Post registration Procedures





Figure 6.X.2.2.4-1:  Registration wildcard IPU range

0.
The Client Script Server, IM-Web Authentication & Identity Server, and the Web Signalling Translator are initialized and determine that a block of identities within the IMS network are required.
1.
Either the Client Script Server, or the IMS-Web Authentication Server may send a SIP register request to the Web Signalling Translator requesting registration of an individual IMPI/IMPU within the range allocated (this request will also contain the digest password of the individual IMPI/IMPU).  Alternatively the Initialization procedures in step 0 may trigger the Web Signalling Translator to begin registering the individual Identities contained in the allocated block.
2-6.
The Web Signalling Translator forms an IMS standard SIP register message. Standard (according to TS 23.228) registration signalling occurs within the IMS, with a SIP Unauthorized response been sent back to the Web Signalling translator indicating SIP digest authentication is required.

7-10.
The Web Signalling Translator forms an IMS standard SIP Register containing the authentication challenge responses including the digest password initially received from the WIC.  Standard (according to TS 23.228) authentication signalling occurs between the Web Signalling Translator and the IMS network.  Assuming the user’s authentication information is correct the Web Signalling translator receives a SIP 200 OK indicating successful authentication of the user.

11.
An authentication passed response (SIP 200 OK) is sent to the originating function by the Web Signalling Translator.
NOTE: If additional identities within the allocated block require registration steps 1-11 are repeated.

12.
Post registration procedures are executed between the Client Script Server, IM-Web Authentication & Identity Server, and the Web Signalling Translator.

6.X.2.2.5
Registration of WIC to Wildcard IMPU range

Figure 6.X.2.2.5-1 shows the signalling flows that support the registration and authentication of a WIC using web based identities and credentials and subsequent allocation to a previously registered block of IMS identities.
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Figure 6.X.2.2.1-1:  Registration of WIC against wildcard IMPU range

1.
The user inputs the URI of the Client Script Server into their browser.  The browser downloads the WebRTC Javascript for the WIC over a secure HTTPS connection.

2-3.
The user is enters their web identity and authentication credentials, and the WIC interacts with the IMS-Web Authentication identity server to verify the information supplied.  Assuming the user is successfully authenticated the WIC receives a Token to indicate this in subsequent messages.

NOTE 1: The web authentication methodology and information elements used are implementation dependent and steps 1-3 may not necessarily occur in the order indicated.

4.
The WIC establishes a secure WebSocket connection between itself and the Web Signalling Translator.

5.
The WIC sends a registration request (SIP Register Message) to the Web Signalling translator including the token received from the web authentication process.

6.
The Web Signalling Translator verifies the token received and maps the web identities to one of the previously registered IMS identities.

NOTE: 2: The Token verification methodology and Identity mapping procedure will be dependent on the implementation and web authentication technology used.  E.G. the Web Signalling Translator may send the Token in a request to the IMS-Web & Authentication Server, and receive the IMPI and IMPU in a response if the token is valid.

7.
An authentication passed response (SIP 200 OK) is sent to the WIC by the Web Signalling Translator.  The WIC is now registered and authenticated with the IMS network.

6.X.2.3
Session Establishment

6.X.2.3.1
Media interworking by IMS function (outbound session)
Figure 6.X.2.3.1-1 shows the signalling flows that support an outbound session establishment from a WIC, with media interworking performed by a media interworking function within the IMS operator’s network.
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Figure 6.X.2.3.1-1:  Outbound session establishment with media interworking inside IMS network
0.
From previous signalling events a Secure WebSocket connection exists between the WIC and the Web Signalling Translator.

1.
The WIC sends a setup message (SIP Invite) containing the destination ID (Phone number, SIP URI, etc) to the Web Signalling Translator.  The setup message includes a SDP identifying the capabilities of the client.
2.
The Web Signalling translator receives the setup message and forms an IMS standard SIP invite message, and sends this to the IMS P-CSCF. The Web Signalling translator may also modify the SDP according to local settings.

3.
The P-CSCF (IMS ALG) interacts with the IMS Access Gateway to reserve initial resources, establish end-to-end STUN/TURN capabilities, and obtain IP address/port mappings allocations so that it can reflect these in the SIP messaging.
4-6.
According to normal IMS procedures the SIP invite is forwarded to the destination network and a SIP response is returned to the S-CSCF for the originating WIC.
7-9
The S-CSCF detects a mismatch in the media protocols supported by the end-points and determines that media interworking is required.  The S-CSCF initializes the Media IWF, performs Codec negotiation with the destination endpoint/network, and then updates the media IWF based on the results of the codec negotiation.
10.
The WIC, Web Signalling Translator, P-CSCF, S-CSCF and Destination Network participate in Offer Response and Reservation confirmation according to standard IMS procedures.
NOTE: 
If the WIC does not support IMS offer/response then the Web Signalling translator will need to support NI-O procedures as per 23.228 section 5.6.4.

11-14.
Optionally a ringing message may be sent by the destination network – this is passed according to normal IMS behaviour.  If a ringing message is sent but not supported by the WIC, the Web Signalling translator will intercept and not pass this message onto the WIC.

15.
At the destination the device or user answers the request for session and 200 OK is sent to the S-CSCF of the WIC.

16.
The S-CSCF informs the Media IWF that the session has been answered and that final resources should be allocated/updated (e.g. establish 2 way media flows, etc).
17-19.
The 200 OK response is propagated to the Web Signalling translator (via the P-CSCF), and the IMS ALG (co-located with the P-CSCF) updates the IMS Access Gateway that final resources are confirmed.
20.
The Web Signalling Translator sends an indication to the WIC that the session was answered and has been established (SIP 200 OK).

6.X.2.3.2
Media interworking by IMS function (inbound session)

Figure 6.X.2.3.2-1 shows the signalling flows that support an inbound session establishment to a WIC, with media interworking performed by a media interworking function within the IMS operator’s network.
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Figure 6.X.2.3.2-1:  Inbound session establishment with media interworking inside IMS network
0.
From previous signalling events a Secure WebSocket connection exists between the WIC and the Web Signalling Translator.

1-4.
According to normal IMS procedures a SIP Invite from the originating network is forwarded to the S-CSCF of the WIC, and then to the Web Signalling Translator (via the P-CSCF).  The P-CSCF (IMS ALG) interacts with the IMS Access Gateway to reserve initial resources, establish end-to-end STUN/TURN capabilities, and obtain IP address/port mappings allocations so that it can reflect these in subsequent signalling messaging.

5.
Based on the information in the message received from the P-CSCF (and prior signalling) the Web Signalling Translator forms a session initiation message (SIP Invite) and sends it to the WIC.

6.
The WIC sends a response to the session initiation (SIP Response) back to the Web Signalling Translator – this response includes a SDP identifying the capabilities of the client.
7-8.
According to normal IMS procedures the SIP response is returned to the S-CSCF (via the P-CSCF).

9-12.
The S-CSCF detects a mismatch in the media protocols supported by the end-points and determines that media interworking is required.  The S-CSCF initializes the Media IWF, performs Codec negotiation with the Web Signalling translator (acting on behalf of the WIC), and then updates the media IWF based on the results of the codec negotiation.

13.
The WIC, Web Signalling Translator, P-CSCF, S-CSCF and Origination Network participate in Offer Response and Reservation confirmation according to standard IMS procedures.
NOTE: 
If the WIC does not support IMS offer/response then the Web Signalling translator will need to support NI-T procedures as per 23.228 section 5.7.4.

14-17.
Optionally a ringing message may be sent by the WIC (or by the Web Signalling translator on behalf of the WIC) to the origination network – this is passed according to normal IMS behaviour.
18-23.
When the WIC answers the session request it generates a response to the Web Signalling Translator (SIP 200 OK), the Web Signalling Translator then forms a corresponding 200 OK message which is sent to the origination network indicating that the WIC has answered and that the session has been established.  The IMS-ALG (co-located with the P-CSCF) updates the IMS Access Gateway that final resources are confirmed, and the S-CSCF informs the Media IWF that the session has been answered and that final resources should be allocated/updated (e.g. establish 2 way media flows, etc).
6.X.2.3.3
Media interworking by external function (outbound session)

Figure 6.X.2.3.3-1 shows the signalling flows that support an outbound session establishment from a WIC, with media interworking performed by a media interworking function outside the IMS operator’s network.
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Figure 6.X.2.3.3-1:  Outbound session establishment with external media interworking function
0.
From previous signalling events a Secure WebSocket connection exists between the WIC and the Web Signalling Translator.

1.
The WIC sends a setup message (SIP Invite) containing the destination ID (Phone number, SIP URI, etc) to the Web Signalling Translator.  The setup message includes a SDP identifying the capabilities of the client.

2-3.
The Web Signalling Translator initializes the Media IWF and reserves initial resources (establish end-to-end STUN/TURN capabilities, and obtain IP address/port mappings allocations so that it can reflect these in the SIP messaging).

4.
The Web Signalling Translator forms an IMS standard SIP invite message (based on the info received from the WIC), and sends this to the IMS P-CSCF. The Web Signalling translator may also modify the SDP according to local settings and requirements of the Media IWF.

5-7.
According to normal IMS procedures the P-CSCF sends a SIP Invite to the destination network (via its S-CSCF). The P-CSCF (IMS ALG) interacts with the IMS Access Gateway to reserve initial resources, establish end-to-end STUN/TURN capabilities, and obtain IP address/port mappings allocations so that it can reflect these in the SIP messaging.
NOTE 1:
This is done in addition to the IWF initialization in step 2/3 since the IWF is external to the IMS network there may be different NAT/Subnets, and IP policies involved (especially in the case when the IWF and the IMS network are not the same operator).
8-9.
A SIP response is returned to the S-CSCF for the originating network, the response includes a SDP indicating the media capabilities of the destination.  Based on the SDP received the S-CSCF performs any necessary codec negotiation.
10.
The WIC, Web Signalling Translator, P-CSCF, S-CSCF and Destination Network participate in Offer Response and Reservation confirmation according to standard IMS procedures.

NOTE 2:
If the WIC does not support IMS offer/response then the Web Signalling translator will need to support NI-O procedures as per 23.228 section 5.6.4.

11.
The Web Signalling Translator updates the media IWF based on the results of the codec negotiation, and the information contained in the offer response & reservation confirmation messaging.

12-15.
Optionally a ringing message may be sent by the destination network – this is passed according to normal IMS behaviour.  If a ringing message is sent but not supported by the WIC, the Web Signalling translator will intercept and not pass this message onto the WIC.

16-19.
At the destination the device or user answers the request for session and 200 OK is sent to the Web Signalling translator (via the S-CSCF and the P-CSCF).  The IMS ALG (co-located with the P-CSCF) updates the IMS Access Gateway that final resources are confirmed.

20.
The Web Signalling translator informs the Media IWF that the session has been answered and that final resources should be allocated/updated (e.g. establish 2 way media flows, etc).

21.
The Web Signalling Translator sends an indication to the WIC that the session was answered and has been established (SIP 200 OK).

6.X.2.3.4
Media interworking by external function (inbound session)
Figure 6.X.2.3.2-1 shows the signalling flows that support an inbound session establishment to a WIC, with media interworking performed by a media interworking function outside the IMS operator’s network.
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Figure 6.X.2.3.4-1:  Outbound session establishment with external media interworking function
0.
From previous signalling events a Secure WebSocket connection exists between the WIC and the Web Signalling Translator.

1-4.
According to normal IMS procedures a SIP Invite from the originating network is forwarded to the S-CSCF of the WIC, and then to the Web Signalling Translator (via the P-CSCF).  The P-CSCF (IMS ALG) interacts with the IMS Access Gateway to reserve initial resources, establish end-to-end STUN/TURN capabilities, and obtain IP address/port mappings allocations so that it can reflect these in subsequent signalling messaging.

5.
The Web Signalling translator interacts with the Media IWF to reserve initial resources, establish end-to-end STUN/TURN capabilities, and obtain IP address/port mappings allocations so that it can reflect these in subsequent signalling messaging.

NOTE 1:
This is done in addition to the IWF initialization in step 3 since the IWF is external to the IMS network there may be different NAT/Subnets, and IP policies involved (especially in the case when the IWF and the IMS network are not the same operator).

6.
Based on the information in the message received from the P-CSCF (and prior signalling) the Web Signalling Translator forms a session initiation message (SIP Invite) and sends it to the WIC.

7-8.
The WIC sends a response to the session initiation (SIP Response) back to the Web Signalling Translator – this response includes a SDP identifying the capabilities of the client and the Web Signalling Translator initializes the Media IWF accordingly.

9-10.
According to normal IMS procedures the SIP response is returned to the S-CSCF (via the P-CSCF).

11-12.
The S-CSCF performs Codec negotiation with the Web Signalling translator (acting on behalf of the WIC).
13.
The WIC, Web Signalling Translator, P-CSCF, S-CSCF and Origination Network participate in Offer Response and Reservation confirmation according to standard IMS procedures.

NOTE 2:
If the WIC does not support IMS offer/response then the Web Signalling translator will need to support NI-T procedures as per 23.228 section 2.7.4.

14.
The Web Signalling Translator the media IWF based on the results of the codec negotiation, and the information contained in the offer response & reservation confirmation messaging.

15-18.
Optionally a ringing message may be sent by the WIC (or by the Web Signalling translator on behalf of the WIC) to the origination network – this is passed according to normal IMS behaviour.

19.
When the WIC answers the session request it generates a response to the Web Signalling Translator (SIP 200 OK).

20.
The Web Signalling translator informs the Media IWF that the session has been answered and that final resources should be allocated/updated (e.g. establish 2 way media flows, etc).

21-24.
The Web Signalling Translator sends a 200 OK message to the origination network indicating that the WIC has answered and that the session has been established (via the P-CSCF and the S-CSCF), and the IMS-ALG (co-located with the P-CSCF) updates the IMS Access Gateway that final resources are confirmed.
6.1.3
Impact on existing entities and interfaces
To support authentication of WIC using web based credentials the P-CSCF needs to recognize that the Web Signalling translator is a trusted node so that it can invoke Trusted Node Authentication (as defined in TS 33.203 Appendix U).

To support internal transcoding of media the MGW, MRFP, or ATGW performing the transcoding needs to support the WebRTC media codecs and media functions. In addition the Mg, Ix, or Iq interfaces need to support media extentions identifying the WebRTC codecs and media functions.

To support implementations with Rx interfaces to both the P-CSCF and the Signalling the PCRF will need to support both interfaces and have policy determination when the QoS requirements from the two nodes are not identical.
6.1.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 will be evaluated.
* * * End of the Change * * *
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