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Discussion

Currently in TR 23.701 the proposed architectures for network based interworking between IMS and WebRTC only consider interworking of the media either wholly outside the IMS network, or wholly inside IMS network nodes. The proposed changes introduce a new solution that supports implementations where media interworking may be performed flexibly by nodes within or outside the IMS network (e.g. some media types are interworked inside and some media types are interworked by nodes outside the IMS network, or all media interworking is performed by nodes within the IMS network, or all media interworking is performed by nodes outside the IMS network).

Proposal

It is proposed to make the following changes to TR 23.701. 
* * * First Change * * *
6.X
Solution X – Internal & External Media Transcoding
6.X.1
Overview 

6.X.1.1
Reference Architecture
Figure 6.X.1-1 below represents the architecture for interworking WebRTC based access to an IMS core network providing service on behalf of WebRTC users. Descriptions of the nodes and reference points shown in the diagram are described in subsequent subsections.
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Figure 6.X.1.1-1:  WebRTC Access to IMS

NOTE 1:
The WICs may use IMS or web credentials for authentication and identification – when only IMS credentials/identities are used, solutions may omit the IMS-Web Authentication and Identity Server.

NOTE 2:
The WICs may access the IMS over QOS managed or best effort networks – when only best effort access networks are supported, solutions may omit the PCRF for WebRTC services.
6.X.1.2
Functional Entities

6.X.1.2.1
WebRTC-IMS Client (WIC)

The WebRTC-IMS Client (WIC) is a WebRTC application capable of interoperating with the WebRTC Access to IMS architecture. The WIC is typically a Javascript application (downloaded from a web server) within a WebRTC compatible browser (running on a device), provides access to the media functions of the device, and supplies the user interface to the communication services of the IMS network.
6.X.1.2.2
Client Script Server
The Client Script Server is the functional element responsible for providing the web page presenting the user interface to the WIC to the user; it has the following characteristics and capabilities:

-
It typically will reside in an authorized third party network, may also reside within the same network as the IMS operator.

-
It supports HTTPS sessions to the browser running the WIC.

-
It stores and delivers the HTTP and Javascript to the user’s browser that constitutes the WIC.

-
It may support the collection and authentication of Web credentials when non-IMS authentication methods are used to verify the user. 
6.X.1.2.3
Web Signalling Translator
The Web Signalling Translator is the functional element responsible for terminating the signalling protocol from the WIC (e.g. SIP over Web Sockets) and translating to standard IMS signalling; it has the following characteristics and capabilities:

-
It may reside within the same network as the IMS operator, but may also reside in an authorized third party network.

-
It terminates and aggregates the signalling from multiple WIC’s towards the P-CSCF.
-
It translates between the protocol used by the WIC (SIP over web sockets, JSON, etc) and standard IMS SIP signalling.

-
When the media requires interworking external to the IMS network, the Web Signalling Translator also supports STUN keep-alive messages,
-
It may support SDP modification/normalization related to NAT traversal as well a media interworking requirements/restrictions
-
When Web Credentials are used the Web Signalling Translator works in concert IMS Web Authentication and Identity Server to validate that the user has authenticated their Web Credentials and to map between Web identities and IMS identities.
6.X.1.2.4
Web Media IWF
The Web Media Interworking Function is a functional element outside the IMS network that provides media plane interworking required for WICs to connect to the IMS network; it has the following characteristics and capabilities:
-
It may reside within the same network as the IMS operator, but may also reside in an authorized third party network.

-
Provide end-to-end procedures for media protocols specific to WebRTC (e.g. STUN, ICE, Media Consent, DTLS, SRTP, etc)

-
Support transcoding of voice and video between the WebRTC supported codecs to IMS supported codecs.

-
Support interworking of other media plane services (e.g. text) carried in WebRTC Data Channels or HTTP for transport – including acting as an MSRP B2BUA when required.

-
Supports NAT traversal and discovery functions via STUN, ICE and TURN support.

NOTE:
If the IMS network supports interworking for some of the media types (e.g. voice) then the external Web Media IWF may only need to support for the other media types (e.g. video, text).  If the IMS network supports all of the media interworking necessary for the WebRTC services offered then an external Web Media IWF may be omitted.  
6.X.1.2.5
IMS Web Authentication & Identity Server
The IMS Web Authentication and Identity Server is a functional element responsible for authenticating a user’s Web Credentials, and supporting the mapping between web identities and IMS identities when IMS authentication and identities are not used end-to-end.  The detailed operation and functionality of the IMS Web Authentication and Identity server are out of scope, but its characteristics and capabilities typically include:
-
It may reside within the same network as the IMS operator, but may also reside in an authorized third party network.

-
Supports validation of users’ non-IMS credentials (e.g. username/password).
-
Supports the Issuing of authorization Tokens (e.g. cookies).
-
Supports the management of authorization Tokens.

-
Supports the validating of authorization Tokens.

-
Supports the Mapping of Web identifiers to IMS identifiers.

NOTE:
If the WebRTC services only use IMS credentials and identities for user authentication then the IMS Web Authentication and Identity Server may be omitted.
6.X.1.2.6
P-CSCF & IMS-ALG

IMS Core Network Proxy CSCF with IMS-ALG for NAT traversal support.

6.X.1.2.7
IMS Core Network

Collection of IMS core network consisting of IMS signalling control functions (e.g. I-CSCF, S-CSCF, BGCF, etc) and IMS media control functions (MGCF, MRFP, IBCF, etc).

6.X.1.2.8
IMS Access Gateway

IMS Core Network function, providing NAT traversal support.

NOTE:
The IMS access gateway may be co-located with an ATGW (as per TR 23.334) therefore the IMS Access Gateway may also provide the IMS Media IWF function.
6.X.1.2.9
IMS Media IWF

The functional elements within IMS responsible for interworking voice, video, and other media types (e.g. MGW, MRFP, ATGW).  Different media types may be interworked by different functional elements (e.g. Voice by MGW, video by MRFP).  Note: ATGW and IMS Access Gateway may be co-located (as defined in TS 23.334).

NOTE:
If all the end points of a session support the same media format then no transcoding/interworking is required.

6.X.1.3
Reference Points

6.X.1.3.1
WRs1 (WIC to Client Script Server)
Supports the download of the WIC (Javascript or otherwise) to the user’s browser/device, it may also support the exchange of web authentication credentials depending on the web authentication solution adopted.  There may be multiple client script servers supporting different WebRTC services, these servers may support different WICs, signalling protocols, and/or user authentication methods.

6.X.1.3.2
WRs2 (WIC to Web Signalling Translator)
Signalling interface between the WIC and the signalling translator function – the protocol used will be dependent on the WIC supplied by the client script server (e.g. SIP over WebSockets, JSON, etc).
When IMS credentials are used for authentication this interface is used to transfer the credentials to the IMS network.  If web credentials are used for authentication then this interface may be used (dependent on the specific web authentication method used) to support the web authentication process.
6.X.1.3.3
WRm1 (WIC to IMS Access Gateway)
Media plane used to carry media packets that don’t require transcoding/interworking or media packets that will be transcoded/interworked by the IMS network.
6.X.1.3.4
WRm2 (WIC to Web Media IWF)
Media plane used to carry media packets that require transcoding/interworking externally from the IMS network.
6.X.1.3.5
WRm3 (Web Media IWF to IMS Access Gateway)
Media plane used to carry media packets that have been externally transcoded/interworked by the Web Media IWF to the IMS network.

6.X.1.3.6
WRa1 (WIC to IMS-Web Authentication & Identity Server)
Supports user authentication using web credentials – may be omitted in some implementations according to the web authentication method used (e.g. OAuth, SAML, etc).
6.X.1.3.7
WRa2 (Client Script Server to IMS-Web Authentication & Identity Server)
Supports user authentication using web credentials – may be omitted in some implementations according to the web authentication method used (e.g. OAuth, SAML, etc).

6.X.1.3.8
WRa3 (Web Signalling Translator to IMS-Web Authentication & Identity Server)
Supports user authentication using web credentials – may be omitted in some implementations according to the web authentication method used (e.g. OAuth, SAML, etc).

6.X.1.4
Media Plane Protocol Interworking
6.X.1.4.1
Assumptions

In the following subsection describing the media plane interworking:

-
The Peer may be another WIC, an IMS client, or interworking element to legacy CS end-points.

-
The Peer may be in the same IMS network as the WIC or may be in a different IMS network.
6.X.1.4.2
Voice & video media interworking & transcoding
Figure 6.X.1.4.2-1 shows the protocol architecture to support voice and video interworking from a WIC performed by a media interworking function outside the IMS network.  If required the interworking function also performs transcoding from one media codec to another if all endpoints do not support a common codec.
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Figure 6.X.1.4.2-1:  Protocol Architecture for Voice & Video interworking by Web Media IWF

Figure 6.X.1.4.2-2 shows the protocol architecture to support voice and video interworking from a WIC performed by a media interworking function within the IMS network.  If required the interworking function also performs transcoding from one media codec to another if all endpoints do not support a common codec.
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Figure 6.X.1.4.2-2:  Protocol Architecture for Voice & Video interworking by IMS Media IWF

6.X.1.4.3
MSRP interworking
Figure 6.X.1.4.3-1 shows the protocol architecture to support MSRP interworking from a WIC performed by a media interworking function outside the IMS network.  The Web Media IWF provides an MSRP B2BUA to allow interoperation with existing MSRP peer endpoints. Use of TLS between the Web Media IWF and the AGW is optional, the use of TLS between the AGW and the peer endpoint is also optional, and the use of TLS on either link is independent of TLS on the other link, this is indicated by the use of an asterisk (*) in the figure.
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Figure 6.X.1.4.3-1:  Protocol Architecture for MSRP interworking by Web Media IWF

Figure 6.X.1.4.3-2 shows the protocol architecture to support MSRP interworking from a WIC performed by a media interworking function within the IMS network.  The IMS Media IWF provides an MSRP B2BUA to allow interoperation with existing MSRP peer endpoints. Use of TLS between the IMS Media IWF and the peer endpoint is optional, this is indicated by the use of an asterisk (*) in the figure.
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Figure 6.X.1.4.3-2:  Protocol Architecture for MSRP interworking by IMS Media IWF

6.X.1.4.4
BFCP interworking
Figure 6.X.1.4.4-1 shows the protocol architecture to support BFCP interworking from a WIC performed by a media interworking function outside the IMS network.  The Web Media IWF provides transport relay function from DataChannel to TLS/TCP to allow interoperation with existing BFCP peer endpoints. Use of TLS between the Web Media IWF and the AGW is optional, the use of TLS between the AGW and the peer endpoint is also optional, and the use of TLS on either link is independent of TLS on the other link, this is indicated by the use of an asterisk (*) in the figure.
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Figure 6.X.1.4.4-1:  Protocol Architecture for BFCP interworking by Web Media IWF

Figure 6.X.1.4.4-2 shows the protocol architecture to support BFCP interworking from a WIC performed by a media interworking function within the IMS network.  The IMS Media IWF provides transport relay function from DataChannel to TLS/TCP to allow interoperation with existing BFCP peer endpoints. Use of TLS between the IMS Media IWF and the peer endpoint is optional, this is indicated by the use of an asterisk (*) in the figure.


[image: image7]
Figure 6.X.1.4.4-2:  Protocol Architecture for BFCP interworking by IMS Media IWF

6.X.1.4.5
T.140 interworking

Figure 6.X.1.4.5-1 shows the protocol architecture to support T.140 interworking from a WIC performed by a media interworking function outside the IMS network.  The Web Media IWF provides transport relay function from DataChannel to RTP/SRTP to allow interoperation with existing T.140 peer endpoints. Use of SRTP between the Web Media IWF and the AGW is optional as an alternative to RTP, the use of SRTP between the AGW and the peer endpoint is also optional, and the use of SRTP or RTP on either link is independent of SRTP or RTP on the other link.
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Figure 6.X.1.4.5-1:  Protocol Architecture for T.140 interworking by Web Media IWF

Figure 6.X.1.4.5-2 shows the protocol architecture to support T.140 interworking from a WIC performed by a media interworking function within the IMS network.  The IMS Media IWF provides transport relay function from DataChannel to RTP/SRTP to allow interoperation with existing T.140 peer endpoints. Use of SRTP between the Web Media IWF and the AGW is optional as an alternative to RTP.
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Figure 6.X.1.4.5-2:  Protocol Architecture for T.140 interworking by IMS Media IWF

* * * End of the Change * * *
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