SA WG2 Temporary Document

Page 8

SA WG2 Meeting #100
S2-134131
11 - 15 November 2013, San Francisco, CA, USA
(revision of S2-13xxxx)
Source:
Intel, Alcatel-Lucent
Title:
Consolidated description of solutions for ProSe Discovery using ProSe Communication capability (D3, D6, D7)
Document for:
Approval
Agenda Item:
6.4.7
Work Item / Release:
ProSe / Rel-12
Abstract of the contribution: The contribution proposes a consolidated description and a conclusion for solutions for ProSe discovery using ProSe communication capability: Targeted discovery solutions D3 and D6 and Non-Targeted discovery solution D7.

1
Proposal
It is proposed to agree the consolidated description of D3, D6 and D7 for inclusion in TR 23.703.
######################### TEXT PROPOSAL FOR TR 23.703 #########################

6.1.x
Solution D3/D6/D7: ProSe discovery using ProSe communication capability

6.1.x.1
Functional description

6.1.x.1.1
General

The only required RAN functionality on PC5 to support ProSe Discovery is the RAN ProSe broadcast communication capability. In other words, ProSe Discovery does not require any dedicated RAN capability that is specific to ProSe discovery.
6.1.x.1.2
System architecture

In the context of this solution ProSe Application ID is used to identify a target population.

ProSe Application ID can be defined to point to a single user or to a group of users. The definition of these identifiers is out of 3GPP scope in this release.

In addition to being associated with a ProSe Application ID, a set of users may also be addressed at the 3GPP lower layers via a pre-configured layer-2 group identifier referred to as ProSe Layer-2 Group ID.

For network authorised Targeted discovery the UE interacts with the ProSe Function (which may be part of the MME) for (re)assignment of a temporary ProSe UE ID. If the UE is authorised to use ProSe discovery in targeted mode, authorized Applications clients in the UE register the ProSe UE ID with a the related Application Servers in association with a specific ProSe Application ID. The Application Servers disseminate the new ProSe UE ID to the user’s buddies who are also associated with the same ProSe Application ID.

For network authorized Non Targeted discovery the UE interacts with the ProSe Function (which may be part of the MME) for (re)assignment of a temporary ProSe UE ID. If the UE is authorised to use ProSe discovery in non targeted mode, authorized Applications clients in the UE register with the UE their interest in receiving Non targeted discovery requests.

Targeted discovery assumes that the 3GPP lower layers provide the following ProSe Communication service to the discoverer UE and the discoveree UE:
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Dest ination   Layer - 2 ID   Frame payload (s ig . me ssage , talk burst, data)   Source   Layer - 2 ID   Frame type  


Figure 6.1.x.1.2-1: Layer-2 frame format for D3/D6

· A layer-2 frame header (see Figure 6.1.x.1.2-1) containing at least a Source Layer-2 ID field and a Destination Layer-2 ID field indicating the frame originator and recipients, respectively and a Frame Type field indicating whether the payload contains user data or a signalling message. The Source Layer-2 ID field is always set to a unicast identifier.

· The Destination Layer-2 ID field can be set to a unicast, groupcast or broadcast identifier.
· The unicast, groupcast and broadcast identifiers are assumed to have the same size.

When used for Targeted discovery, the layer-2 frame payload carries the following signalling messages: Targeted Discovery Request (TDRequest), Targeted Discovery Response (TDResponse) and Targeted Discovery Ack (TDAck).

The initial TDRequest is sent on a broadcast or groupcast Destination Layer-2 ID. The subsequent Targeted discovery signalling messages are carried in layer-2 frames with unicast Destination Layer-2 ID.

When used for non Targeted Discovery the Layer-2 frame payload carries the following messages: Non-Targeted Discovery Request and Non Targeted discovery response.

The initial NTDRequest is sent on a broadcast Destination Layer-2 ID. The subsequent Non-Targeted discovery signalling messages are carried in layer-2 frames with unicast Destination Layer-2 ID.

Any security mechanism used to validate the information in the payload is left for SA3 to discuss and also it may be left to applications in this release.

The same layer-2 frame defined in Figure 6.1.x.1.2-1 can be used for transmission of an advertisement/beacon type of message.

6.1.x.2
Procedures

6.1.x.2.1
General

The follow clauses describe example call flows for Targeted and Non-targeted discovery and Beacon message.

6.1.x.2.2
Procedures for network independent Targeted discovery 

Depicted in Figure 6.1.x.2.2-1 is the procedure for network independent Targeted discovery allowing a group member to discover group members in vicinity:
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UE5   (non - member)  

2a.  Targeted Discovery Response   ( App lication  Layer  User   ID   of user 2)  

UE4   ( discoveree )   UE3   ( discoveree )   UE2   ( discoveree )   UE1   ( discovere r )  
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2b.  Targeted Discovery Response   ( Application  Layer  User ID   of user  3)  

2c.  Targeted Discovery Response   ( Application  Layer  User ID   of user  4)  


Figure 6.1.x.2.2-1: Network independent Targeted discovery procedure for a group member

1. The user of UE1 (the discoverer) wishes to discover whether there are any members associated with a specific ProSe Application ID in proximity. UE1 groupcasts a TDRequest message by: 

-
setting the Destination Layer-2 ID field to the ProSe Layer-2 Group ID of the targeted ProSe Application ID;

-
setting the Source Layer-2 ID field to discoverer’s Layer-2 ID;

-
including the ProSe Application ID of the targeted discoverees in the TDRequest message payload;

-
including discoverer’s Application Layer User ID in the TDRequest message payload;

-
encrypting the TDRequest message using the group master key configured for this ProSe Application ID.

2a.-2c. The TDRequest message is received by UE2, UE3, UE4 and UE5.

By inspecting the Destination Layer-2 ID field in the received layer-2 frame, UE2, UE3 and UE2 determine that the frame is related to a group of which they are members and proceed to decryption with the group master key configured for this group. Each one of UE2, UE3 and UE4 responds directly to UE1 with a TDResponse message by:

-
setting the Destination Layer-2 ID field to the discoverer’s Layer-2 ID;

-
setting the Source Layer-2 ID field to the discoveree’s Layer-2 ID;

-
including discoveree’s Application Layer User ID in the TDResponse message payload;

-
encrypting the TDRequest message using the group master key configured for this ProSe Application ID. The knowledge of the common group master key is a means for implicit mutual authentication between the discoverer and each of the discoverees.

In contrast, by inspecting the Destination Layer-2 ID field in the received layer-2 frame, UE5 decides to discard it and sends no response message.

Depicted in Figure 6.1.x.2.2-2 is the procedure for Targeted Discovery allowing a non-member user to discover specific group’s members who are located in vicinity.
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Figure 6.1.x.2.2-2: Network independent Targeted discovery procedure for a non-member

The Targeted Discovery procedure for a non-member is largely the same as the procedure for a group member, with the following notes:

-
the layer-2 frame in step 1 is broadcasted by setting the Destination Layer-2 ID field to a well-known broadcast value. The frame payload is not encrypted;

-
the TDRequest and TDResponse message may include security-related information (e.g. security(1), security(2), security(3), security(4) in Figure 6.1.x.2.2-2);

-
there may be more than one TDRequest/TDResponse consecutive rounds in order to conclude the security procedure (e.g. a 4-way handshake). In reference to Figure 6.1.x.2.2-2, steps 3 and 4 are part of the same targeted discovery transaction as steps 1 and 2;

-
the discoverer can agree a common security material with each of the discoverees for subsequent communication.

Editor’s note: The security details of this procedure will be studied in SA3. It is expected that the users should be able to authenticate each other using certificates issued by a common certificate authority.

6.1.x.2.3
Procedures for network authorised Targeted and non targeted discovery 

These procedures are based on the model I8 of Prose identities management. These procedures may work in network independent mode if necessary information (ProSe UE ID, authorised buddies Prose UE IDs) and authorization (whether an application can use the discovery function) is pre-provisioned in the UE. Otherwise they are assumed to operate in network authorized mode.
Depicted in Figure 6.1.x.2.3-1 is the procedure for network authorised Targeted discovery:
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Figure 6.1.x.2.3-1: Network authorised Targeted discovery procedure for a group member

1)
Before a UE can participate in discovery it needs to obtain a ProSe UE ID from the ProSe Function. This step is repeated every time a new ProSe UE ID is assigned. The Prose Function may be reachable via the MME.or in the user plane.
2)
UE A registers the new ProSe UE ID with party Application Servers in association with all ProSe Application IDs in the UE which are registered as active and participating in ProSe targeted discovery. This is repeated every time a new ProSe UE ID is assigned.

3)
The Application Server disseminates the new ProSe UE ID of UE A to its buddies related to the Prose application IDs which participate in targeted discovery. This step is repeated every time the ProSe UE ID is renewed and also remote parties get notified asynchronously by the Application Server when a UE updates its ProSe UE ID.

4) The user of UE A (the discoverer) wishes to discover whether there are any members associated with a specific ProSe Application ID in proximity. UE A broadcasts a TDRequest message by: 

-
setting the Destination Layer-2 ID field to a well-known broadcast value;

-
setting the Source Layer-2 ID field to discoverer’s Layer-2 ID;

-
including the ProSe Application ID of the targeted discoverees in the TDRequest message payload;

-
including discoverer’s ProSe UE ID in the TDRequest message payload;

-
optionally including a challenge for mutual authentication.

5) The TDRequest message is received by UE B (discoveree). By inspecting the ProSe Application ID in the payload of the received lTDRequest message, UE B determines that the frame is related to a group of which it is a member. UE B computes a response to the received challenge based on the group master key configured for this group and then responds directly to UE A with a TDResponse message by:

-
setting the Destination Layer-2 ID field to the discoverer’s Layer-2 ID;

-
setting the Source Layer-2 ID field to the discoveree’s Layer-2 ID;

-
including discoveree’s ProSe UE ID in the TDResponse message payload;

-
including the ProSe Application ID of the TDRequest message payload;

-
optionally including a response to A’s challenge, as well as a challenge for mutual authentication.

6) The TDRequest message is received by UE A. UE A computes a response to the received challenge based on the group master key configured for this group and then responds directly to UE A with a TDAck message by:

-
including discoverer’s ProSe UE ID in the TDResponse message payload;

-
including the ProSe Application ID of the ongoing transaction;

-
including a response to B’s challenge.

Depicted in Figure 6.1.x.2.3-1 is the procedure for network authorized Non-Targeted discovery:
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3 .  Non - Targeted Discovery Re quest   ( A's   ProSe UE ID )  

ProSe   Function   UE   B   ( discoveree )   UE   A   ( discovere r )  

  1. UE A and B are assigned a ProSe UE ID by the ProSe Function 

 

4 .  Non - Targeted Discovery Response   ( B’s  ProSe UE ID )  

2. UEs authorized applications register with the UE  for NTD  


Figure 6.1.x.2.3-2: Network authorised Non-Targeted discovery procedure 

1)
Before a UEs can participate in discovery they need to obtain a ProSe UE ID from the ProSe Function. This step is repeated every time a new ProSe UE ID is assigned. The Prose Function may be reachable via the MME.or in the user plane.
2)
Authorized application clients UEs register their interest in Non targeted Discovery
3)
 The user of UE A (the discoverer) wishes to discover whether there are any UE's in proximity running any of the active ProSe applications which are allowed to use non targeted discovery. UE A broadcasts a NTDRequest message by: 

-
setting the Destination Layer-2 ID field to a well-known broadcast value;

-
setting the Source Layer-2 ID field to discoverer’s Layer-2 ID;

-
including discoverer’s ProSe UE ID in the NTDRequest message payload;

4) The NTDRequest message is received by UE B (discoveree). By inspecting the ProSe UE ID in the payload of the received NTDRequest message, UE B determines that the frame is related to a ProSe ID it is willing to respond to for at least one application allowed to participate in Non Targeted discovery. UE B responds directly to UE A with a NTDResponse message by:

-
setting the Destination Layer-2 ID field to the discoverer’s Layer-2 ID;

-
setting the Source Layer-2 ID field to the discoveree’s Layer-2 ID;

-
including discoveree’s ProSe UE ID in the NTDResponse message payload;

6.1.x.2.4
Beacon procedure

Depicted in Figure 6.1.x.2.4-1 is the procedure for sending a beacon message to group members:
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UE5   (non - member)  

UE4   ( member )   UE3   ( member )   UE2   ( member )   UE1   ( announcer )  
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2a. UE2, UE3, UE4 decode the Beacon   2a. UE2, UE3, UE4 decode the Beacon  

2b. UE5 discards   the Beacon  


Figure 6.1.x.2.4-1: Beacon procedure to group members

1. The user of UE1 (the announcer) wishes to advertise information that may be of interest to group members in vicinity. For example, UE1 may wish to inform the others that it can provide a UE-to-Network Relay service for the group members. UE1 groupcasts a Beacon message by: 

-
setting the Destination Layer-2 ID field to the ProSe Layer-2 Group ID that is pre-configured in all group members;

-
setting the Source Layer-2 ID field to announcer’s Layer-2 ID;

-
encrypting the Beacon message using the group master key that is pre-configured in all group members.

2a.-2b. The layer-2 frame carrying the Beacon message is received by UE2, UE3, UE4 and UE5. By inspecting the Destination Layer-2 ID field in the received layer-2 frame, UE2, UE3 and UE4 determine that the frame is related to a group of which they are members and proceed to decryption of the Beacon message using the group master key configured for this group. In contrast, by inspecting the Destination Layer-2 ID field in the received layer-2 frame, UE5 decides to discard it.
The Beacon procedure can also be used for sending information to non-group members. For example, this can be used when the announcer wishes to inform the others that it can provide a UE-to-Network Relay service for several groups (even for groups of which it is not a member). The procedure is the same as depicted in Figure 6.1.x.2.4-1 noting that the Beacon message is sent on a layer-2 frame with broadcast Destination Layer-2 ID and the frame payload is unencrypted. 

6.1.x.3
Impact on existing entities and interfaces

No impact on existing entities or interfaces.

6.1.x.4
Solution evaluation

The solution requires the definition of the following functionality in the RAN groups:

· A layer-2 frame header (see Figure 6.1.x.1.2-1) containing at least a Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier, and a Source Layer-2 ID that is always set to a unicast identifier.

· The unicast, groupcast and broadcast identifiers are assumed to have the same size.

· The layer-2 frame header shall be able to indicate whether the frame payload carries data or signalling message.

The following signalling messages are carried within the layer-2 frame payload: Targeted Discovery Request, Targeted Discovery Response, Targeted Discovery Ack, Non-targeted Discovery Request, Non-targeted Discovery Response and Beacon.
######################### NEXT CHANGE #########################

8
Conclusions

Editor’s Note: The clause will capture agreed conclusions from the Key Issues and Architecture Solutions clauses. 

8.x
Conclusions for ProSe discovery using ProSe communication capability
The ProSe discovery solution using ProSe communication capability has the following characteristics:

· Relies on the RAN ProSe broadcast communication capability over PC5 i.e. does not require any dedicated RAN capability that is specific to ProSe discovery.
· Defines a set of layer-2 signalling messages (e.g. Targeted Discovery Request/Response/Ack, Non-targeted Discovery Request/Response, Beacon).
· The set of layer-2 messages can be extended over time as new needs arise in the future.

· The content carried within the signalling messages is practically unlimited in size and can be extended to transfer additional information (e.g. UE/application state and capabilities).
· ProSe discovery using ProSe communication capability requires the definition of the following functionality in the RAN groups:
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Dest ination   Layer - 2 ID   Frame payload (s ig . me ssage   for discovery )   Source   Layer - 2 ID   Frame type  


Figure 8.x-1: Layer-2 frame format for ProSe discovery using ProSe communication capability
The solution requires the definition of the following functionality in the RAN groups:

· A layer-2 frame header (see Figure 8.x-1) containing at least a Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier, and a Source Layer-2 ID that is always set to a unicast identifier.

· The unicast, groupcast and broadcast identifiers are assumed to have the same size.

· The layer-2 frame header shall be able to indicate whether the frame payload carries data or signalling message.

· The following signalling messages are carried within the layer-2 frame payload: Targeted Discovery Request, Targeted Discovery Response, Targeted Discovery Ack, Non-targeted Discovery Request, Non-targeted Discovery Response and Beacon.

Editor’s note: it is FFS which WG shall specify the signalling message payload.
3GPP
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6. Targeted Discovery Ack(A's ProSe UE ID, ProSe Application ID ,Response B)
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Frame payload (sig. message, talk burst, data)
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2c. Targeted Discovery Response
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