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6.7.2
Description of the solution - Procedures

This subclause describes the high-level operation, procedures and information flows for the solution.
The UE-resident functions providing IMS features authenticate and register IMS identities associated with an IMS subscription according to standard IMS UE procedures.

The UE-resident functions have access to all capabilities available to a native IMS client on the device, including APN selection (i.e., IMS APN), IMS roaming, Gm ciphering, SRVCC, QoS, etc.

The UE-resident functions provide signalling and media interfaces that conform to a standard native IMS client.


An example of how user registration onto IMS may work is shown in following figure:

[image: image1.png]|Operator RTC App Server
e [ e
> page1 Page2 PageN.
| [ e D
o (= B
+
*@ (O] [s-cscF
e el 4@
i et N
UE
® e (=
* PR
TP REsPONSE LT s
R O
e
M. P-CSCF
e 1]
G ol
ST |





Figure 6.7.2- 1: Web RTC authentication using IMS credentials

The WebRTC client in this scenario uses its IMS credentials to authenticate itself although the Web browser on the device does not have an interface to the IMS credentials. The following steps are followed in the interaction between the WebRTC client when accesses a web page as it is shown in Figure 6.7.2-1.
1. The JS above the Generic Web Browser initiates WebRTC app access to HTTP Operator Server ; the request is redirected to the local HTTP proxy.


2. HTTP Redirection to local HTTP proxy/client (in the WebRTC Signalling Function).

3. Request made to local HTTP proxy/client (in the WebRTC Signalling Function) as a result of HTTP Redirect.

4. Authentication follows: AKAv1, AKAv2 over the IMS network.

5. IMS client retrieves UICC credentials : CK, IK.

6. Once client is authenticated, the local HTTP proxy/client (in the WebRTC Signalling Function) request for RTC Page.

7. RTC Page delivered over HTTP. 

8. RTC Page is delivered to the Generic Web Browser on the UE device.
6.7.2.1 ICE Procedure and Candidate List Buildup

The JavaScript in the RTC Page provided at Step 8 of the Procedure detailed in Figure 6.7.2-1 shall contain at least the address of a STUN proxy or TURN proxy. The address of the STUN or TURN proxy, or both must be solved to a local IP address or to an IP alias that may be associated in all cases for this type of functionality. In a first step the webRTC application tries to identify using the STUN proxy the type of connectivity available for each local IP interface. If the only available connectivity is through a symmetric NAT then the WebRTC application is using TURN proxy for an allocation. In operator controlled cases the traffic is redirected through TURN proxy. The detailed steps are shown below:
Step 0: Load UE STUN/TURN/DNS Proxy. Load WebRTC application and Initiate ICE candidate gathering
Step 1: Solve the STUN and/or TURN FQDN to a local STUN and/or TURN proxy IP.

Step 2: On STUN UE proxy for operator controlled cases the ICE initiates TURN allocation TURN allocation.
Step 3: In operator controlled case, authenticate UE against UE TURN proxy; in OTT case with IMS peer, skip TURN authentication. Allocate media resources on TURN server.
Step 4: On UE TURN proxy: on ICE connectivity checks, use IMS network to check availability on TURN peer proxy.

6.7.2.2 WebRTC Call flow
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Figure 6.7.2.2- 1: End to end connectivity on operator controlled WebRTC
Each of the terminal devices creates the candidate buildup list as described in subclause6.7.2.1. The two peers use SDP attributes to exchange the candidates on each part of the connection through a sequence of INVITE/183Session In Progress/PRACK/200OK/ messages. At the end of the exchange the media transmission path is established between the peers. An example of this exchanged is detailed in Figure 6.7.2.2-2.
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Figure 6.7.2.2- 2: ICE Candidate and Media exchange between peers
6.7.2.3 Media Interworking Function – Transcoding Free Operation
Many of the 3GPP terminal devices have built-in support for audio/video encoding/decoding functionalities, A web browser should support  3GPP codecs. 
If the browser does not support 3GPP codecs the MIF function provides the conversion functionality 
.
6.7.3
Impact on existing entities and interfaces


The impact on the existing nodes is discussed in subclause 6.7.4.
6.7.4
Solution evaluation


The proposed solution does not require changes either in ICE procedure, WebRTC app or web browser capabilities.
The proposed solution shows one mechanism of implementing signaling and media interworking of WebRTC traffic within a device. There could be other implementation specific architectures to achieve similar interworking.

The solution allows the reuse of IMS credentials and IMS authentication mechanisms already standardized in the 3GPP. 

The solution does not require any changes to the operators IMS Core Network.
It uses UE STUN proxy and/or TURN proxy. It requires a local DNS proxy or DNS custom function in the operator network. 
It forces ICE to use UE internal TURN server to achieve direct UDP connectivity over IMS . The UE-based STUN/TURN proxy embeds IMS client signalling functionality. The TURN component acts as a redirection mechanism of the WebRTC traffic toward the IMS connectivity. 
In operator controlled cases, if IMS infrastructure is being used peers may be able to control the use of SRTP. The DNS proxy resolves the operator provided STUN/TURN server to local UE-hosted instance. 

On the media path this Solution proposes that the browser should support all the 3GPP codecs available on the device. If there is no browser support for this codecs this Solution uses MIF.
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