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Abstract: There are a number of variants on the method to allocate ProSe identifiers for UE configuration, authentication for discovery and identifiers for LTE direct discovery. This document proposes an approach to consolidate the solutions for allocation of identifiers.

1. Introduction
Solutions for allocation of ProSe identifiers are included throughout TR 23.703. Annex G of TR 23.703 has summarized all solutions that describe allocation of ProSe identifiers which are solutions: #D2, #I3, #D3, #D6, #D7, #D8, #D11, #I2, #D13, #I6, #I7, #I8, #I9.

This paper proposes to consolidate the solutions in order to allow SA2 to reach some decisions for ProSe identifier allocation mechanisms
2. Discussion
There are a number of variations on the solutions proposing methods to allocate identifiers for ProSe. For example, there are solutions where identifiers are only used within the 3GPP system and not disclosed externally or where allocation of some identifiers is proposed to be kept out of scope of 3GPP. In addition, there are different proposals on the identifier format for direct discovery while other solutions do not provide details on what identifiers are used for direct discovery.
In annex C of TR 23.703 there are a few assumptions made on how to handle identifiers used for ProSe, however, these assumptions do not apply to all solutions.
Approach taken to consolidate solutions
The criteria to consolidate the solutions were based on identifying similarities between solutions for the following procedures:

· What is the procedure to register UE for ProSe services?
· What is the procedure to authenticate the application for discovery?
· What is the procedure to allocate identifiers for direct discovery?
Based on these criteria, three categories of solutions were identified below: 
NOTE: 
It is assumed that allocation of application user identifiers (e.g. user credential for registering with an application) is out of scope for 3GPP.
· Category 1: ProSe Application IDs for direct discovery are allocated using application layer mechanisms which is out of 3GPP scope
· Category 2: ProSe identifiers (ProSe UE IDs & ProSe Application IDs) are managed by a 3GPP defined entity (ProSe Function or MME). 
· Category 3:  ProSe identifiers (ProSe UE IDs or ProSe Application IDs) are managed by a 3GPP defined entity (ProSe Function or MME). 3GPP credentials are disclosed to ProSe application over PC1 for management of discovery
Identifier Terminology:

ProSe UE ID: A unique identity allocated by EPS which identifies the ProSe enabled UE It can be assigned to a UE at any moment in time for a configurable duration, can be stored at the UE, but its value cannot be assigned by the user, and is subject to operator assignment and re-assignment.
ProSe Application Identifier: An identity identifying application related information for the ProSe enabled UE. They can exist more than one ProSe Application Identities per UE.

Application ID: identifies the application running in the UE (e.g. social networking application)

Application User Credentials:  User credentials to access a specific application. The application may generate specific credential for ProSe services.
More details about each category are provided below. In addition, the differences of solutions falling into each category are highlighted for further discussion 
Category 1: ProSe identifiers for direct discovery are allocated using application layer mechanisms

Solutions falling into this category have the following approach for registration, UE configuration and discovery
· UE registration and application authorisation for discovery
· UEs are configured with applications authorized for discovery
· Once UE and applications are authorized for discovery, UE registers for discovery with ProSe Application over user plane (PC1 reference point)
· Identifiers for discovery for over the air signaling
· ProSe Application IDs are assigned per application 

The figure below shows an example with this category of solutions
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Figure 1 – Solution Category 1
Category 2: ProSe identifiers are managed by a 3GPP defined entity (ProSe Function or MME). 

This category of solutions proposes ProSe identifiers to be assigned by a 3GPP defined entity. In addition the 3GPP entity is also responsible for authorizing and managing discovery requests.

The following alternatives on the method to register UE for ProSe services, authenticate application and authorizing discovery requests are applicable:
NOTE: 
For all solutions disclosed therein it is assume that the user has already registered with the application over PC1. The procedure is out of scope of 3GPP 

Solution 2a: ProSe authorisation is subscription based (stored at HSS), ProSe Function allocates one identifier for discovery (ProSe Application IDs) per UE
Procedure to register UE for ProSe Services

· HSS stores a subscription record for ProSe, e.g. type of discovery, authorized applications.
· A permanent subscription identifier (i.e. ProSe UE ID) is allocated to a UE and stored in the HSS
Procedure to authenticate application

· UE sends a request to the ProSe Function for authenticating an application. UE includes Application ID.

Procedure to configure discovery preferences

· Application manages user discovery preferences 
Procedure to request ProSe discovery
· UE sends a request for discovery to the ProSe Function via PC3. UE includes the permanent ProSe subscription identifier (ProSe UE ID) 
· ProSe Function assigns a ProSe Application ID for direct discovery. The ProSe Application ID is used by all applications in the ProSe UE authorized for discovery
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Figure 2: ProSe identifier allocation procedure for solution 2a
Solution 2b: ProSe authorisation is subscription based (stored at HSS), ProSe Function assigns an identifier for discovery (ProSe Application IDs) per authorised application
Procedure to register UE for ProSe Services

· HSS stores a subscription record for ProSe, e.g. type of discovery, authorized applications.

Procedure to configure discovery preferences

· Application manages discovery preferences 

· Application may generate application user identifiers (based on the user credential) when communicating with the ProSe Function (in order to support user privacy requirements)

Procedure to request a discovery service
· UE requests for discovery including an application identifier (Application ID). Request is sent via MME

· Once request is authorized from HSS, ProSe Function allocates a ProSe Application ID for direct discovery

· Each authorized application has a different ProSe Application ID for discovery
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Figure 3: ProSe identifier allocation procedure for solution 2b
Solution 2c: ProSe Function manages ProSe subscription and user discovery preferences. ProSe Function assigns identifiers for direct discovery per application via MME
Procedure to Register UE for ProSe services

· UE registers with ProSe Function over PC3 reference point. ProSe Function assigns a temporary ProSe UE ID
Procedure to authenticate application

· UE sends a separate request to the ProSe Function for authenticating an application. UE includes Application ID identifying the application.

Procedure to request for discovery
· UE sends a request for discovery to the ProSe Function by providing ProSe UE ID, Application ID and Application User Credentials

· The ProSe Function may store the discoverability preferences of a user per application or

· The ProSe Function may check with application server over PC2 whether UE is authorised for discovery (ProSe Function provides ProSe UE ID and friends list to app server over PC2)
NOTE: The discovery request is sent either via MME or via user plane PC3
Identifiers for discovery

· Once application is authorized, ProSe Function assigns a ProSe Application Identifier for discovery

· ProSe Function may also contact the application server over PC2 to obtain mapping parameters (e.g. mapping algorithm, keys, etc) to derive a ProSe Application ID
The figure below shows an example with such solution:
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 Figure 4: ProSe identifier allocation procedure for solution 2c
Solution 2d: ProSe Function manages ProSe subscription and user discovery preferences. ProSe Function assigns identifiers for direct discovery per application via PC3
Procedure for discovery

· UE request discovery by providing ProSe UE ID, Application ID and Application User Credentials

· The ProSe Function may check with application server over PC2 whether an application is authenticated (ProSe Function provides ProSe UE ID and user credential to app server over PC2)

· ProSe Function assigns a temporary ProSe Application ID for direct discovery. 
· Optionally, a timer is also provided to indicate to the UE when the ProSe Application ID should be renewed 
· ProSe Function may also contact the application server over PC2 to obtain mapping parameters (e.g. mapping algorithm, keys, etc) to derive a ProSe Application ID
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Figure 5: ProSe identifier allocation procedure for solution 2d

Summary of all Category 2 solutions
The following table provides a summary of all solutions in this category.

	
	UE registration
	ProSe UE ID?
	Application Authentication
	Discovery Request
	Identifier for Direct Discovery
	Identifier assigned by

	Solution 2a
	ProSe Subscription at HSS
	Yes (fixed stored at HSS)
	Pre-configured at UE or provided by ProSe Function
	via PC3 including app ID, user credential  
	One identifier assigned per UE
	ProSe Function

	Solution 2b
	ProSe subscription at HSS
	Not required
	Authenticated by HSS
	via MME including app ID
	One identifier per authorized application
	ProSe Function

	Solution 2c
	UE registers to ProSe Function
	During UE registration ProSe Function assigns a temp ProSe UE ID
	UE sends a separate application registration to ProSe Function
	via MME or via user plane PC3 including ProSe UE ID, app ID, user credential
	One identifier per authorized application
	ProSe Function

	Solution 2d
	UE registers to ProSe Function
	Not required
	Application authenticated at discovery request 
	via PC3 including ProSe UE ID, app ID, user credential
	One identifier per authorized application
	ProSe Function


Category 3:  ProSe identifiers are managed by a 3GPP defined entity (ProSe Function or MME). Application manages 3GPP assigned identifiers for discovery
This category of solutions propose ProSe identifiers to be assigned by a 3GPP defined entity with the difference that the application will be responsible for authenticating proximity requests based on the 3GPP ProSe Identifier.

There are two solutions in this category:

Solution 3a: Discovery based on 3GPP assigned ProSe UE ID and application assigned ProSe Application ID. ProSe UE ID is used by all authorized applications for discovery.
Procedure to Register UE for ProSe services

· UE registers with MME/ProSe Function. MME authorizes UE and assigns a temporary ProSe UE ID for discovery.
Procedure to register for discovery with ProSe Application server via PC1 over user plane
· Registration for discovery with ProSe Application server via PC1 over user plane
· UE registers to ProSe App Server with 3GPP assigned ProSe UE ID application assigned ProSe Application ID (e.g. group identifier, or application user credential)
· ProSe application maintains mapping between 3GPP identifiers and application user credentials

· ProSe Application server may interact with the MME/ProSe Function over PC2 reference point (e.g. to update ProSe Function with 3GPP identifiers of on new friends added)
· ProSe Application and ProSe Function aware of discoverability preferences using 3GPP identifiers
· Identifiers for direct discovery for over the air signaling
· The temporary identifier assigned by the MME/ProSe Function is used for direct discovery
The figure below shows an example with this category of solutions:
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Figure 6: ProSe Identifier allocation procedure for solution 3a
Solution 3b: Discovery based on 3GPP assigned ProSe Application ID.

The approach for registration, UE configuration and discovery is as follows:
Procedure to Register UE for ProSe services

· UE registers with ProSe Function over PC3 reference point providing Application ID. ProSe Function authorizes application and assigns a ProSe Application ID for discovery.

Procedure to register for discovery with ProSe Application server via PC1 over user plane
· UE registers to ProSe App Server with 3GPP assigned ProSe Application ID and application user credential
· ProSe application maintains mapping between 3GPP identifiers and application user credentials

· ProSe Application server may interact with the ProSe Function over PC2 reference point (e.g. to update ProSe Function with 3GPP identifiers of on new friends added)
· ProSe Application and ProSe Function aware of discoverability preferences using 3GPP identifiers
· Identifiers for direct discovery for over the air signaling
· The temporary identifier assigned by the MME/ProSe Function is used for direct discovery
The figure below shows an example of this solution

[image: image7.emf]UE

ProSe Function/

MME

3GPP 

layer

Application 

Server

App client 

in UE

REGISTRATION REQUEST

3. ProSe Application ID per application or group of applications

2. Authorise 

application and 

assign ProSe 

Application ID

1. ProSe Registration Request (Application ID)

DISCOVERY REQUEST

5. Application Registration (ProSe Application ID and restricted discovery list (user credential) or Group ID

6. Application shares 

Prose Application 

ID with users of 

Group

4. UE broadcasts ProSe Application ID

7. Application provides ProSe Application IDs for UE to monitor


 Figure 7: ProSe Identifier allocation procedure for solution 3b
Main differences between solutions falling into Category 3 

· Semantics of identifier assigned by MME/ProSe Function

· One or more temporary ProSe Application IDs assigned per user  (i.e. there could be as many ProSe identifiers for the same UE based on the number of applications that have registered with the ProSe function for discovery)
· Assigned ProSe Application ID is fixed
· ProSe Function may be standalone or collocated with the MME

· On the protocol used over PC3

· Solutions propose either control plane or user-plane signaling

A summary is provided in the table below:

	
	UE registration
	ProSe UE ID?
	Application Authentication
	Discovery Request
	Identifier for Direct Discovery
	Identifier assigned by

	Solution 3a
	UE registers for ProSe services to MME. MME assigns a temp ProSe UE ID
	Assigned by MME 
	Pre-configured at UE or provided via OMA DM procedures
	via MME including ProSe UE ID, app ID, app assigned ProSe application ID  
	One identifier assigned per UE
	MME

	Solution 3b
	UE registers to ProSe Function via PC3.

ProSe Function assigns a ProSe Application ID
	Not required
	Application authenticated by ProSe Function during UE registration
	Once UE is registered and is assigned a ProSe Application ID  UE sends a discovery request to the application via PC1 reference
	One identifier per authorized application
	ProSe Function or MME


3. Conclusion
Following changes are proposed to be included in the TR 23.703
**************************** START OF CHANGE *************************

7
 Evaluation 

Editor's Note:
this clause contains the overall evaluation of various solutions.

7.1 Summary of solutions for network-authorised direct discovery

Category 1: ProSe identifiers for direct discovery are allocated using application layer mechanisms

	
	UE registration
	ProSe UE ID?
	User registration to app server
	Application Authorisation
	Discovery Request
	Identifier for Direct Discovery
	Identifier assigned by
	Format of ProSe Application ID
	PC2 reference point

	Solution 1a

(D1, I6)
	ProSe Subscription at HSS
	Yes (subscription based)
	Out of scope of 3GPP. User already registered with app
	Pre-configured at UE or provided via OMA DM (DPF)
	Managed by application  
	One or more identifier(s) assigned per application
	Application layer mechanisms


	code
	Not required


Category 2: ProSe identifiers are managed by a 3GPP defined entity (ProSe Function or MME). 

	
	UE registration
	ProSe UE ID?
	User registration to app server
	Application Authorisation
	Discovery Request
	Identifier for Direct Discovery
	Identifier assigned by
	Format of ProSe Application ID
	PC2 reference point

	Solution 2a

(I2,D2?)
	ProSe Subscription at HSS
	Yes (fixed stored at HSS)
	Out of scope of 3GPP. User already registered with app
	Pre-configured at UE or provided by ProSe Function
	via PC3 including app ID, user credential  
	One identifier assigned per UE
	ProSe Function
	Code
	Yes (optional)

	Solution 2b

(D13)
	ProSe subscription at HSS
	Not required
	Out of scope of 3GPP. User already registered with app
	Authorisation stored at HSS
	via MME including app ID
	One identifier per authorized application
	ProSe Function
	Code
	Yes

	Solution 2c

(D9, I4)
	UE registers to ProSe Function
	During UE registration ProSe Function assigns a temp ProSe UE ID
	Via PC3, PC2 reference point
	UE sends a separate application registration to ProSe Function
	via MME or via user plane PC3 including ProSe UE ID, app ID, user credential
	One identifier per UE.


	ProSe Function
	Code
	Yes

	Solution 2d (D10, D11)
	UE registers to ProSe Function
	During UE registration ProSe Function assigns a temp ProSe UE ID
	Via PC3, PC2 reference point
	UE sends a separate application registration to ProSe Function
	via MME or via user plane PC3 including ProSe UE ID, app ID, user credential
	One identifier per UE.

and

one identifier per application user
	ProSe Function
	Contains a UE identifier and a user identifier
	Yes

	Solution 2e (I9 option 1)
	UE registers to ProSe Function
	During UE registration ProSe Function assigns a temp ProSe UE ID
	Out of scope of 3GPP. User already registered with application
	Application authorised at discovery request 
	via MME or via PC3  (control or user plane) including ProSe UE ID, app ID, user credential
	One identifier per authorized application
	ProSe Function
	Code 
	Yes


Category 3:  ProSe identifiers are managed by a 3GPP defined entity (ProSe Function or MME). Application manages 3GPP assigned identifiers for discovery

	
	UE registration
	ProSe UE ID?
	User registration to app server
	Application Authorisation
	Discovery Request
	Identifier for Direct Discovery
	Identifier assigned by
	Format of ProSe App ID
	PC2 reference point

	Solution 3a (D6, D7, I8)
	UE registers for ProSe services to MME. MME assigns a temp ProSe UE ID
	Assigned by MME 
	User registers to app server providing ProSe UE ID and Application assigned ProSe App ID
	Pre-configured at UE or provided via OMA DM procedures
	via MME including ProSe UE ID, app ID, app assigned ProSe application ID  
	One identifier assigned per UE + an identifier assigned by an authorized application
	3GPP identifier by MME and ProSe Application ID by Application
	Contains a UE identifier and an application user(s) identifier
	Yes

	Solution 3b (I9 option 2, D8, I3, I7)
	UE registers to ProSe Function via PC3.

ProSe Function assigns a ProSe Application ID
	Not required
	User registers to app server providing ProSe Application ID and user credential
	Application authorised by ProSe Function during UE registration
	Once UE is registered and is assigned a ProSe Application ID  UE sends a discovery request to the application via PC1 reference
	One identifier per authorized application
	ProSe Function or MME
	Identifies the user and the application, i.e. identifies the ProSe service
	Yes

	Solution 3c (D3)
	UE registers to Application server via PC1 and is
assigned a ProSe Application ID and/or a ProSe Layer-2 Group ID
	Not required
	UE registers to app server over PC1
	Preconfigured at UE
	Once UE is assigned a ProSe Application ID and/or ProSe Layer-2 ID, UE sends a discovery request via PC1
	Targeted ProSe Application ID (e.g. SIP URI of an application-level group) in layer-2 frame payload and/or a ProSe Layer-2 Group ID in Destination Layer-2 ID
	Application server
	Contains a layer 2 user ID (e.g. SIP URI) and an application defined group ID
	No


7.2 Evaluation of solutions for network-authorised direct discovery
	
	Signalling cost
	Message Size
	Security/user privacy
	UE power consumption
	Degree of network control
	Open/restricted discovery support
	Impact on existing nodes

	Solution 1a

(D1, I6)
	
	
	
	
	
	
	

	Solution 2a
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(D13)
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	Solution 2d (D10, D11)
	
	
	
	
	
	
	

	Solution 2e (I9 option 2)
	
	
	
	
	
	
	

	Solution 3a (D6, D7, I8)
	
	
	
	
	
	
	

	Solution 3b (I9 option 1, D8, I3, I7)
	
	
	
	
	
	
	

	Solution 3c (D3)
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