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Abstract of the contribution:  This document provides an analysis of ProSe one-to-many direct communication proposals in TR 23.703. Common approaches to various features in the proposals are identified.  A synthesis of these proposals, based upon the common elements, is then presented in the form of a P-CR to TR 23.703 and proposed to SA#2 as a way forward.
1.
Analysis of One-to-many Communication Proposals

1.1
Candidate proposals for one-to-many communication
At SA#61 it was agreed in [1] that "Direct 1:many E-UTRA Communication" would be prioritised in SA2 for completion in Release 12.  Thus, by implication one-to-one ProSe communication solutions would not be considered further for Release 12.
TR 23.703 [2] contains nine solution proposals (C1 to C9) for ProSe Communication:

Solution C1:

ProSe communications in Group Owner mode
Solution C2:

Direct communications point to point with authorization based on application-defined Group ID and system provided ProSe ID

Solution C3:

Network independent LTE direct communication (one-to-one)

Solution C4:

Network-authorized LTE direct communication (one-to-one)

Solution C5:

ProSe communications in ad hoc mode

Solution C6: 
LTE direct communication (one-to-many)

Solution C7: 
A hybrid mode for 1-to-Many communication
Solution C8: 
One to many communication

Solution C9: 
Authorization of direct communications One-to-Many based on application-defined ProSe application ID and system provided ProSe UE ID
Three of these nine proposals (C2, C3 and C4) consider only one-to-one communication, so have not been considered in this comparison. The remaining six proposals were considered as potential solutions for one-to-many communication.
Proposals C1, C5, C6 and C8 provide independent models for one-to-many communication.

Proposal C9 describes a procedure to authorise one-to-many communications, it is not itself a model for one-to-many communication.

Proposal C7 suggests procedures and message flows for switching between modes with or without a co-ordinating entity. As such it provides a synthesis of proposal C1 (Group Owner) and proposal C5 (Ad Hoc).
These six proposals were compared in terms of a number of basic features and the results are presented in Table 1.
Table 1:  Comparison of proposed solutions for ProSe one-to-many communication
	Solution #
	C1
	C5
	C6
	C7
	C8
	C9

	Feature
	
	
	
	
	
	

	Connectionless?
	No. UEs must join group (controlled by GO) and be allocated IP address.
	Yes. Multicast delivery in Ad Hoc mode with no concept of joining a group
	Yes. Assumes broadcast or multicast with no knowledge of potential receivers.
	Yes, for AdHoc mode.

No for GO mode.

Refer to C1 and C5
	Yes. Assumes broadcast with no knowledge of potential receivers.
	Yes. Refers to one to many transmission on the broadcast channel

	Approach to Link Reliability
	Not specified
	Collision detection at transmitter side
	Not specified.
	Refer to C1 and C5
	Any necessary Acks to be handled by application.
	Not specified

	ProSe Packet Encapsulation
	L2 framing with source/dest IDs. Use of other fields in header FFS by RAN.
	L2 framing with source/dest IDs. L2 frame could carry signalling messages e.g. for floor control
	Not specified
	Refer to C1 and C5
	ProSe layer PDU with packet header including addresses and protocol ID for future expansion capability
	Not specified

	L2 Addressing
	Destination IDs may be unicast/multicast/broadcast. Multicast L2 IDs assigned by application
	1:1 mapping of App layer Group ID to L2 Group ID.
	L2 Direct Group Identifier (DGI) associated with an IP multicast address
	Refer to C1 and C5
	App ID + Group ID converted to a L2 address. App ID registered with Registration Authority.
	Some combination of ProSe UE ID, ProSe App ID, and Group ID which may be mapped to a L2 address.

	IP Addressing /Packetisation
	Yes. Group forms an IP subnet. IP address/prefix assigned by GO
	Not needed but may be imposed for consistency
	Yes. IPv6 addressing only. Source IP address as per last allocated from 1:1 comms.
	Refer to C1 and C5
	IP layer, if present, assumed to be in the "application layers" (above ProSe layer)
	IP multicast address assumed

	Security /

Group Data Discrimination
	When UE joins a group the GO provides security information for accessing the group. GO could authenticate joining UEs
	Static/pre-configured  security keys used to encrypt user data.

Pre-configuration of a L2 Group ID and a Group Master Key used to derive encryption and integrity keys
	Pre-provisioned group security material.
DGI identifies a 1:M bearer context, may be associated with radio resources
	Refer to C1 and C5
	Assumes members of a group share a secret which defines the group. Assumes encryption of user data part of packet will be handled by application.
	App ID associated with a secret that may be used for encryption. Also a group secret may be used for encryption to discriminate groups. NW may also use additional keys when in coverage.

	Group Management
	GO announces group, authenticates and admits members. Autonomous assertion of GO role, or by discovery and negotiation
	Pre-configuration
	Provisioned/updated by DPF in registered PLMN when in NW coverage. Can be pre-configured from HPLMN for "out-of-box" scenario.
	FFS whether this is an application layer function. GO may advertise active groups. UEs may need to join groups.
	Assume handled by application layer. Group management could use OMA XDM.  Pre-configuration for "out-of-box" operation
	Pre-configuration for out of coverage scenario. MME and/or AS may provide group secret, L2/IP  addresses, priority quotas for group

	Authorisation
	GO can serve as a centralised authenticator
	Not specified
	As per group management
	Refer to C1 and C5
	Not specified
	Authorisation to establish 1:M communications obtained from MME or AS when in NW coverage. Does not apply to PS UEs out of coverage.

	Pre-configuration Data
	Not specified
	Pre-provisioning of L2 Group ID, group master key
	Pre-provisioning of radio resources, DGI, security credentials, IP addresses
	Pre-provisioning of radio resources for AdHoc mode
	Pre-configuration of all necessary setting to achieve "out-of-box" operation. Must be future compatible with in-coverage operation.
	Pre-configuration of sufficient information to perform 1:M communications if out of NW coverage

	Solution Specific Details
	All traffic via GO. GO could perform centralised RRM and/or sync and provide QoS support. GO is SPF.

Can also support 1:1 communication and Relay scenarios.
	No QoS support.

Distributed floor control could be supported.
	Group session announcement (keep alive) messages to optimize power consumption.

Direct one-to-many bearer defines IP flows upon an IP multicast address. Preconfigured with no NAS signalling
	A synthesis of C1 (GO) and C5 (AdHoc) modes.

Suggests procedures and message flows for switching between modes
	User/Application subscribes with lower layer to receive messages with corresponding AppID+GroupID
	Describes procedure to authorise 1:M communication.
Not a model for 1:M communication itself.


1.2
RAN / SA Considerations

1.2.1
The need for a consistent model of one-to-many communication
When choosing between alternative design approaches, SA2 need to take into account decisions made by RAN working groups.
Ideally decisions made by RAN would be conveyed to SA by means of a TS, a TR or an LS.  However, in the case of Proximity Services RAN and SA are addressing these subjects in parallel, the working agreement s have not yet been recorded in TR 36.843, and the number of meetings remaining before the end of the Rel-12 stage 2 is limited.  
Unless SA2 identify any intractable issues with the working agreements made by the RAN WGs it is proposed that SA2 confirm an architecture that is consistent with those agreements.  The agreements affecting SA2 are summarised in the following clause.
1.2.2
RAN Working Agreements

The following agreements made in RAN are taken from prioritisation document(s) submitted to RAN plenary [3] and "chairman's notes" distributed by the RAN2 chairman [4].
The following decisions have been made in RAN:

Physical layer transmission:  Broadcast.

Hybrid ARQ:
"No HARQ feedback is assumed for D2D communication".

Link layer transmission mode:  "RLC UM is used for D2D broadcast communication So far no need has been identified for RLC AM or RLC TM for D2D communication for user plane data transmission" (Support for segmentation/concatenation of higher layer SDUs and in sequence delivery but no support for acknowledgement).

User plane interface to higher layers:  "D2D communication data should be handled as the normal user-plane data, i.e. IP packet".

IP header compression:  "Header-compression/decompression in PDCP is applicable for D2D communication. U-Mode is used for header compression in PDCP for D2D broadcast operation for public safety".

Connection handling:  "A D2D UE does not establish and maintain a logical connection to receiving UEs prior to a 1:M data transmission".
Undecided issues in RAN include the following:

- radio resource allocation,

- how group management is performed and whether additional group or user IDs are required in e.g. MAC,

- security support (will be based upon input from SA3).

2
Summary of Comparison

The results of the comparison presented in Table 1 are further summarised in Table 2 together with some proposed conclusions.
Table 2:  Summary and conclusions from proposed solutions for ProSe one-to-many communication
	
	Summary

	Feature
	

	Connectionless?
	· All but one of the  proposals assume that for the general case of direct one-to-many communication a connectionless approach is sufficient given that the communication mode will be multicast or broadcast.

· Solution C1 addresses scenarios where there is a possibility of the formation of stable clusters of UEs, for example cases where UE-to-UE or UE-to-NW relays are in operation.
· Conclusion: Connectionless approach (consistent with RAN decision)

	Approach to Link Reliability
	· Proposal C5 suggests that collision detection at the transmitter side may be required. 
· Proposal C8 makes the assumption that any necessary acknowledgements will be handled by the application layer.

· Conclusion: No common approach.

	ProSe Packet Encapsulation
	· Several of the solutions describe the need for a layer 2 framing of ProSe packets with at least destination and source address fields together with a protocol discriminator (PD).

· The PD would permit future extensions to the ProSe protocol to allow for, say, ProSe signalling messages (a specific possible example being L2 floor control)
· Conclusion: L2 encapsulation (e.g. MAC) with destination and source addresses should be performed.  The L2 header should include a protocol discriminator to distinguish generic user plane data from future usages, e.g. control signalling.

	L2 Addressing
	· Given the fact that RAN have stated that transmission at L1 will be broadcast, all solutions assume that a L2 destination address will be required.
· All solutions propose that a Group ID contribute to this address.

· Some solutions propose that a separate Application ID also contribute to the destination address.
· Solution C8 proposes that the Application IDs be coordinated by a registration authority.
· Solution C6 suggests that the L2 address be associated with a multicast address at the IP layer.

· Conclusion: Group ID will contribute to the destination address.  FFS whether a separate Application ID is needed to contribute to destination address.

	IP Addressing /Packetisation
	· Solutions C5 and C8 indicate that IP encapsulation is not a necessity but may be imposed for external reasons.

· Solution C8 assumes that, if present, IP layer handling will be in the application.
· Solution C6 proposes that IPv6 addressing be mandated and that the source IP address be derived from that allocated during the last occurrence of  unicast communication. 

· Solution C1 (Group Owner) proposes that the cluster of UEs form an IP subnet with the IP addresses/prefix assigned by the Group Owner.
· Conclusion: It is assumed that the U-plane interface to the application will be IP packets (consistent with RAN decision). FFS whether or not addressing will be restricted to IPv6.

	Security /

Group Data Discrimination
	· Several solutions propose that members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.  Only group members will be able to decrypt the user data as only they will possess the group secret.
· Solution C8 assumes that encryption / decryption of the user data (i.e. not ProSe headers) is performed in the application layer.

· Solution C9 suggests a separate application ID and secret also be used for encryption.

· Conclusion: It is assumed that group communications will be protected by group specific shared secrets. It is FFS whether the security procedures and encryption will be handled by 3GPP or by the application.

	Pre-configuration Data
	· All solutions agree that pre-configuration of sufficient data to achieve "out-of-the-box" operation will be necessary

· Several solutions agree that the pre-configuration of Group ID(s), group security credentials and the radio resources to be used for D2D communication will be needed.

· Conclusion: Pre-configuration and storage/update of parameters to support "out-of-the-box" and "out -of-coverage" operation will be required.  The data stored may include group identity(ies), security credentials, default radio resources.

	Group Management
	· Several solutions propose that default group identity and security material can be pre-configured in the UE for "out-of-the-box" operation.
· Solutions C6 proposes that a new logical NW entity, the D2D Provisioning Function (DPF) in the registered PLMN may update the default configuration when the UE is in NW coverage.

· Solutions C7 and C8 suggest that group management might be just an application layer function

· In Solution C1 this would be handled by the Group Owner

· Conclusion: It is FFS whether any group management functions will be supported by the EPS other than storage/update of group related parameters.

	Authorisation
	· Solutions C6 and C9 propose that authorisation to perform one-to-many communication is controlled by a network entity when served by E-UTRAN.
· Conclusion: Configuration parameters representing authorisation to perform one-to-many communications will be stored in the UE.  These parameters may be updated by a network entity when the UE is served by E-UTRAN.  It is FFS which network entity will be responsible.
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4. Proposals
1. Derive a composite representation for direct one-to-many communications, bringing out the common aspects of the different proposals considered in section 1 of this document.

2. Record the important issues raised by these solution proposals, which were less commonly identified, in the form of editor's notes for future discussion by SA2.

3. Decide to address scenarios where there is a possibility of the formation of stable clusters of UEs, for example cases where UE-to-UE or UE-to-NW relays are in operation, separately from adhoc  clusters of UEs.  Decide to address solutions to such stable cluster scenarios when considering solutions to relays.
To advance the above proposals, it is further proposed to add the following text to TR 23.703.

*** Begin Change ***
7
Evaluation 

Editor's note:
this clause contains the overall evaluation of various solutions.

7.1
ProSe Discovery
7.2
ProSe Communication
7.2.1
Direct one-to-many communication
7.2.1.1
Common approach
The following UE entity diagram shows a composite view of the different ProSe Communication solutions C5 to C9, and it also takes into account some of the agreements made in RAN. 
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Figure 7.2.1.1-1: Composite representation of direct one-to-many communication entities
This composite view has the following characteristics:
1.
Communication is connectionless. Thus there is no over-the-air control plane. Bearer configuration and establishment is handled locally by the ProSe Management & Control Entity (PMCE).

2.
The user plane interface to the E-UTRA layer is IP packets carried over Data Radio Bearers (DRBs). 
Editor's Note:
 It is FFS whether IPv4 addressing will be supported (in addition to IPv6).

3.
A ProSe NAS layer in the UE offers a D2D Bearer (D2B) user plane transport service to the application layer.  The ProSe NAS layer maps D2Bs one-to-one to DRBs as currently defined at the radio layer.
4.
DRBs at the radio layer will be configured to offer an unacknowledged service (acknowledgements if required will be handled by the application layer) and will likewise be configured to perform Unidirectional Mode (U-Mode) ROHC IP header compression.
5.
Transmission at the physical layer will be in broadcast mode.

Editor's Note:
 The need for collision detection and/or contention resolution at the physical layer is FFS by RAN.

Editor's Note:
 The need for session announcement (keep alive) signalling messages, to be used to allow a power-efficient way to keep the group "alive" during the ProSe one-to-many communication session, is FFS.

6.
Applications can request the establishment of D2D Bearers with a specified (destination) group ID and protocol discriminator (PID). The default protocol will be application layer IP data packets which are passed through transparently to the E-UTRA radio layer.
7.
A ProSe Management and Control Entity creates L2 destination and source addresses from the requested destination group ID and configured source ID. The addresses and protocol discriminator are passed through the PMCE to layer 2 of the radio layer.
Editor's Note:
 It is FFS whether a separate Application ID supplied to the ProSe Management and Control Entity will also contribute to the L2 destination and source addresses. i.e. are group IDs specific to applications or generic across all applications.

Editor's Note:
 It is FFS whether there will be a direct mapping between multicast addresses used at the IP layer and Group IDs.
Editor's Note:
 The size of L2 addresses and the algorithm to derive them from application layer group/app IDs is FFS (Details to be agreed with RAN2).

8.
D2D Bearers will be bi-directional. IP packets passed to the radio layer on a given DRB will be transmitted by the physical layer with the associated L2 destination address. Packets passed up from the radio layer on the same DRB will have been received over the air addressed to the same L2 destination.
9.
Members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.  Only group members will be able to decrypt the user data as only they will possess the group secret.
Editor's Note:
 It is FFS whether the security procedures and encryption will be handled by 3GPP or by the application. Detailed security procedures are FFS by SA3.
10.
Authorisation for Direct ProSe communication may be pre-configured in the UE by offline methods as determined by the HPLMN (methods FFS).

11.
ProSe UE and Bearer configuration parameters (e.g. including IP addresses, Group IDs, Group security material, radio resource parameters) may be pre-configured in the UE by offline methods as determined by the HPLMN (methods FFS).

12.
Authorisation and bearer configuration parameters may be updated under control of the registered PLMN when the UE is served by E-UTRAN.
Editor's Note:
 The network entity (e.g. MME or Application Server) responsible for authorisation when the UE is served by E-UTRAN is FFS. The network entity (e.g. MME) responsible for bearer configuration is FFS.
*** End of Change ***
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