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Abstract of the contribution: This paper intends to solve the concern for IMS credential scenario whether the 401 auth_challenge is not sent to the WebRTC client causes a security issue.
Introduction
1. In TR 23.701 solution 5 procedure Registration using IMS credential, there is an Editor’s note saying that
Editor’s Note: Whether or not the above procedure where the 401auth_ challenge is not sent to the WebRTC client causes a security issue is FFS.

There is concern on the transfer of password from client to WSF. To solve the security issue, we propose to send the 401 message to the WebRTC client as to a normal UE.
2. For IMS credential scenario, there is a potential issue:
How to store the user information (i.e. IMPI / IMPU + password) used for login?
There are two possible ways:

1). The user logins twice, the user information is no need to stored. However, it causes bad user experience.
2). The user logins with IMPI/IMPU + password once, but this information might be stored in cookies or local browser storage after visiting a secure web site provided by the IMS operator (as indicated in ALU’s solution). This can cause security issue too.
To overcome this disadvantage, we propose to authenticate the IMS credential via the interaction of WWS, BSF and HSS when user login for the first time. See detail procedure in 6.5.2.1.2.2a below.
Proposal

We propose to send the 401 auth_challenge to the WebRTC client, and depict an alternative for the IMS credential scenario, in which the IMS credential is authenticated by the interaction between BSF and HSS.
First Change

6.5.2.1.2.2
Registration using IMS credential
Figure 6.5.2.1.2.2-1 shows the registration flow when a WebRTC client registers with IMS credential. In the below call flow, it is assumed that the WebRTC Web Server belongs to the IMS operator or a trusted entity.
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Figure 6.5.2.1.2.2-1 Registration using IMS credential
1-3. The user inputs the WebRTC Web Server URL to the WebRTC-capable browser, and downloads the the WebRTC JavaScript from the WebRTC Web Server. Then the User login with IMS credential and password. The WebRTC Web Server checks that it cannot authenticate the IMS credential for the reason that there is no authentication information and returns response to the WebRTC client to indicate that the authentication needs to be done in IMS core. 

NOTE 1:
If the WebRTC client differentiates between Web ID and IMPU (for example different input fields), steps 2 and 3 can be omitted and IMS credentials are included in the Register request of step 5.
4.
The WebRTC client opens the security WebSocket between the WebRTC client and the WebRTC signalling function.

NOTE 2: The WebSocket can be opened after successful completion of registration procedures if the signalling protocol between the WebRTC client and WSF is not dependent on WebSocketS. Step 4 is necessary when for example SIP over WebSocketS is used to send a SIP request from the WebRTC client to the WSF.
5-7. The WebRTC client sends the Register request to IMS via the WebRTC Signalling Function via WebSoceketS. The Register request includes IMS Digest authentication parameters, IMPI, IMPU and other information as needed to access IMS.

8-11. The S-CSCF initiates normal authentication procedure and send a 401 message towards WSF. The WSF forwards the 401 message to the WebRTC client. On receiving a 401 (Unauthorized) response to the REGISTER request, the client will behave according to existing UE procedures when UE receives a 401.




12-14. The S-CSCF returns 200 OK to the WebRTC client to confirm successful IMS registration.
End of 1st Change

Second Change

6.5.2.1.2.2a Registration using IMS credential, which is authenticated by HSS directly
Figure 6.5.2.1.2.2a.1 shows the registration flow when a WebRTC client registers with IMS credential when there is a BSF between operator provided WWS and the HSS. As an option, the operator provided WWS can be enhanced based on current BSF entity to support the authentication of IMS credential. The BSF related procedure is part of existing GBA procedures defined in 3GPP specification TS 33.220.
The verification of the IMS credential is done directly by the interaction between BSF and HSS via existing Zh interface, instead of being authenticated by SIP digest procedure in normal procedure.
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Figure 6.5.2.1.2.2a.1 Registration using IMS credential authenticated by HSS directly

NOTE:
An BSF is required if the IMS credential is authenticated directly by the interaction between BSF and HSS after the redirection of WWS.
1. The user inputs the WebRTC Web Server URL to the WebRTC-capable browser, and downloads the the WebRTC JavaScript from the WebRTC Web Server. 
2. The User selects to login with the IMS credential (e.g. there are kinds of accounts that the user can choose which one to login by clicking button). 

The WWS redirects the login request to the BSF when it finds that it is an IMS credential. The BSF push the web page to the user.
3. The user inputs the user name and password.
4-5. The BSF requests a SIP Digest Authentication Vector (SD-AV) from the HSS by the MAR/MAA. The BSF checks that the expected RESP (calculated by the BSF in the same way as by the UE) matches the information received from HSS. If the check is successful then the user has been authenticated. The BSF returns a response to the client to indicate the success of the authentication.
6-14. Steps 6-14 are the same as steps 4-12 in Figure 6.5.2.1.2.1-1 when using operator provided Web ID case.
End of 2nd Change
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