SA WG2 Temporary Document

Page 1

SA WG2 Meeting #100
S2-133956
11 - 15 November 2013, San Francisco, USA
(revision of S2-13xxxx)
Source:
Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
Title:
Discussion on eSaMOG Single-Connection Mode initial attach
Document for:
Discussion

Agenda Item:
6.13
Work Item / Release:
eSaMOG / Rel-12
Abstract of the contribution: This paper points some ambiguities and inaccuracies in the SA2 agreed CR introducing Single-Connection mode Initial Attach, such as the responsibility of TWAN in the authorization process and the need for the TWAN to pass information (e.g. PCO) received by the PGW at Create Session procedure to the UE via the AAA server.
Discussion

In the SA2 agreed CR 1177 to TS 23.402 (S2-133695), clause 16.2.1 (Initial Attach in WLAN on GTP S2a) step 2 is not clear on whether the APN is selected by the AAA server or by the TWAN as the text mentions “the network”: on one hand it says that “The 3GPP AAA Server sends these indicators to the TWAN” giving the impression that the TWAN is the deciding entity, and on the other hand it says “If the requested connectivity feature is not possible, the request is rejected with a relevant authorization failure” giving the impression that the AAA server is the deciding entity. 

The UE in SCM can either indicate a requested APN or rely on the default APN, the supported PDN Types, and whether NSWO or EPC access is requested. The AAA server gets the subscription record from the HSS. Can then the AAA server decide NSWO or EPC, the final APN and the accepted PDN type?
Below are a few observations.

· At first glance, the AAA server seems to have all the information to decide the PDN Type by comparing the requested PDN Type with the PDN Type authorized for the requested APN. However, per TS 23.401 clause 5.3.1.1, the PDN GW may restrict the usage of a PDN type IPv4v6. For example, “If the PDN GW receives a request for PDN type IPv4v6, but the PDN GW operator preferences dictate the use of IPv4 addressing only or IPv6 prefix only for this APN, the PDN type shall be changed to a single address PDN type (IPv4 or IPv6) and a reason cause shall be returned to the UE indicating that only the assigned PDN type is allowed. In this case the UE shall not request another PDN connection to the same APN for the other IP version.”
· The AAA server has all the information to decide the APN: either the UE has explicitly requested an APN and the AAA server just has to check if it is authorized by the subscription data record, or the UE did not requested an APN and the AAA server just has to use the Default APN. But as requested APN and subscription information are passed to the TWAN, it does not preclude the TWAN to take the decision instead.
· The Create Session procedure may fail for different reasons e.g. PDN GW overload.

· EAP Success cannot be sent to the UE before e.g. the PCO have not been successfully provided to the UE via an EAP-REQ/AKA’ Notification message.  Moreover, as the TWAG gets the PCO from the PGW in the Create Session Response, and as the signalling to the UE in SCM can only come from the AAA server, the PCO needs to be passed from the TWAN to the AAA server after the successful Create Session procedure. 
This means that:

1) Authorization cannot be decided by the AAA server alone. The TWAN shall be involved. It is therefore proposed that the TWAN is also responsible for the verifications related to the UE subscription (e.g. whether APN is authorized for the UE)
2)  PCO, APN, PDN Type cannot be returned to the UE before the S2a PDN connection is established. 
The call flow is shown below: 
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Proposal

It is proposed to modify TS 23.402 clause 16.2 (Initial Attach) for the Single-Connection Mode as follows

1) Clarifying that the TWAN is involved in the Authorization process, even for the verifications related to the UE subscription data. 

2) Based on the observation that PCO, APN and PDN Type cannot be returned to the UE prior to the S2a PDN connection establishment, correcting the step 8 which specifies “TWAN sends EAP success to the UE thus completing EAP authentication”.
Alcatel-Lucent has provided a companion CR for this purpose.
UE





TWAN





AAA





HSS





PGW





802.11 association





EAP-REQ/Identity





EAP-RSP/Identity





AKA Vector, Subscriber Profile





EAP-REQ/Challenge (supported modes)





AAA-Answer�(Subscriber profile)





EAP-RSP/Challenge (mode=SCM, EPC/NSWO, HO-indic, APN, PDN Type, UL-PCO)








AAA-Request ( )





AAA-Request ( )�





Diameter-EAP-Answer *�(mode=SCM,  EPC/NSWO, HO-indic, APN, PDN Type, UL-PCO)





AAA-Request�( )





Diameter-EAP-Request ** (APN, PDN Type, DL-PCO, IP addr/prefix, APN)





EAP-RSP/Notification








Create Session Request (HO-indic, APN, PDN Type, UL-PCO)





Create Session Response (APN, PDN Type, DL-PCO, IP addr/prefix, APN)





AAA-Answer�( )





EAP-REQ/Notification (APN, PDN Type, DL-PCO, IP addr/prefix, APN)





AAA-Answer ( )





EAP-Success ()








** need for changing EAP payload from mandatory to optional as well (stage 3 work)





* new agreed C4-131761 changing EAP payload from mandatory to optional
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