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Status of this Meno

This docunent is an Internet-Draft and is in full confornmance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working documents as | nternet-
Drafts.

Internet-Drafts are draft documents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

Thi s docunent is an individual subm ssion to the | ETF. Comments
shoul d be directed to the authors.

Abst r act

Thi s docunent eval uates the performance of a header conpression
protocol for RTP, CRTP [ RFC-2509], over links built on cellular radio
access technol ogy. The key characteristics affecting CRTP performance
over such links are the high error rates and the relatively Iong
roundtrip time over the link

Bandwi dth is typically expensive in cellular radio access networks,
saving a single octet per voice packet can be equivalent to saving
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1

I nt roducti on

Wth I P tel ephony gai ni ng momentum and cel | ul ar tel ephony havi ng
hundreds of millions of users, it seens inevitable that sonme future
wirel ess tel ephony systens will be based on | P technol ogy. Wat we
today know as cellular phones nay in addition to tel ephony and vi deo
have I P stacks, web browsers, emmil clients, networked ganes, etc. If
based on I P, the tel ephony service will be rmuch nore flexible than
today. This docunent concentrates on the problem of providing a good
I P solution for speech, but it is clear that applications for video,
ganmes, etc, will also have to be supported.

It is vital for cellular phone systenms to use the radi o resources
efficiently in order to support a sufficient nunber of users per

cell. Only then can depl oynent costs be kept |ow enough. It will also
be inportant to provide sufficiently high quality voice and video. In
particul ar the voice service should be as good as what users expect
fromthe cellular phone systenms of today. A lower quality may only be
accepted if costs are significantly | ower than today.

The radi o channels used in cellular systens have very high bit-error
rates (BER) due to shadow fading, nultipath fading, and continuous
mobility. The radio signals of one user will interfere with the radio
signals of other users, so with the desired nunber of users per cell
BERs will be high. Even after error correcting channel coding, the
remai ni ng BER can be as high as 1le-3 (one in 1000) or even le-2 (one
in 100) in bad environments.

The only cost efficient way to achieve sufficient voice quality over
such channels is to use clever speech coders and decoders that can
tol erate sone damage to the encoded sound data. It is not feasible to
use a link layer that delivers all data reliably through an ARQ
schene with Iink-local retransm ssion. H gh del ays would be the
result. If the |ong maxi mum del ays caused by an ARQ schene were
acceptable, it would be better to spread the signal over tine in
order to reduce the BER, rather than using an ARQ protocol. Neither
is it feasible to have the link |ayer discard all danaged franmes. The
| arge fraction of discarded franes would result in insufficient
speech quality.

Unl ess explicitly stated otherw se, the nunbers and figures presented
in this docunent are for |1Pv4, not |Pv6.

Header conpression
Speech data for IP telephony will nost likely be carried by RTP

[ RFC1889]. A packet will then, in addition to Iink-layer fran ng
have an | P header (20 octets), a UDP header (8 octets), and an RTP
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header (12 octets) for a total of 40 octets. Wth | Pv6, the |IP header
is 40 octets for a total of 60 octets. The size of the payl oad
depends on the speech encodi ng used and the packet rate; it can be as
| ow as 15-20 octets.

From these nunbers it is obvious that the header size nust be reduced
for efficiency reasons. A proposed standard for conpressing

RTP/ UDP/ | P headers over | ow speed serial links, CRTP, has recently
been approved by the |IESG [ RFC- 2508, RFC-2507], together with a way
to negotiate paraneters for header conpression over PPP [ RFC-2509].
Wth CRTP, conpressed headers are as snall as 2 octets if the UDP
checksum i s di sabl ed

CRTP uses delta encodi ng where conpressed headers carry differences
fromthe previous header. The deconpressor maintains state, known as
the context, that represents what the header |ooks like, howit is
expected to change, etc. The differences carried in each conpressed
packet updates the context, and thus | oss of a packet will bring the
context of the deconpressor out of sync with the conpressor as it is
not updated correctly.

CRTPs nmechani sm for bringing the deconpressor context in sync with
the conpressor relies on nessages fromthe deconpressor reporting its
state to the conpressor. Such CONTEXT_ STATE nessages cause the
conpressor to send packets with nmore information in their headers to
update the context of the deconpressor: either FULL_HEADER packets
with 40 octet headers (60 for |IPv6), or COVWPRESSED NON TCP packets

wi th conpressed UDP/ | P headers but a conplete RTP header. Headers in
COVPRESSED NON TCP packets are 17 octets if the UDP checksumis

di sabl ed, and 19 octets otherw se (15 and 17 octets for |Pv6,
respectively).

CRTP uses a |ink sequence nunber, increnmented by one for each packet
with a conpressed header, to detect |ost packets. The |ink sequence
nunber ranges between 0 and 15. Gaps in the sequence nunber space
triggers the context repair nmechanismoutlined in the previous

par agr aph

High BERs will cause the repair nmechanismto be triggered often
causi ng many FULL_HEADER packets or COVPRESSED NON TCP packets to be
sent, which consunme extra bandwi dth. Wth a long roundtrip tinme over
the Iink, each damaged packet can cause several subsequent packets to
be discarded due to m smat ching contexts.

The "Twi ce"” nechani sm proposed for conpressed TCP headers in [RFC
2507] and also for CRTP in [RFC-2508] can often repair the context
and avoid some of the |oss caused by ni smatching contexts. The

assunption behind the "Twi ce" nechanismis that the delta of a | ost
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CRTP packet is often the sane as the delta of the subsequent packet.
An attenpt to repair the context by applying the delta twice wll
therefore often succeed. Successful repairs are detected by a

mat chi ng transport-1layer checksum

3. Link layers

Wien evaluating CRTP, the Iink |ayer nust be considered. W wll use
two different Iink layers. One is PPP in HDLC-|ike fram ng [ RFC
1662], which has a 16/32-bit CRC covering the entire frane. This
inplies that all danmaged franmes will be discarded at the |ink |ayer
since the checksumw Il fail. It is possible to change the networking
code to have such franmes delivered, but then it is pointless to have
the checksumin the first place and a fram ng schene without a
checksum woul d be a better solution.

For header conpression purposes it is inportant that headers are not
damaged over the link. As outlined in the introduction, however
damage to the payload is often acceptable to the (speech) decoder of
the application. It would therefore make sense to have a checksum
whi ch only covers the header part of a packet. That should increase
t he nunber of headers seen by the deconpressor and inprove header
conpressi on performance. The second |ink | ayer we use for eval uation
purposes is an imagi nary such link |layer, henceforth called the

Li nk- Layer with Partial Checksum (LLPC).

3.1 PPP in HDLC like fram ng (HDLC)
PPP typically uses HDLC-like fram ng [ RFC-1662]. Wth a 16-bit

checksum and conpressed Address and Control fields, frames carrying
CRTP, COWPRESSED NON TCP, or FULL_HEADER packets have the foll ow ng

fornat .
1 1 2
Fomm e e o - Fomm e o - o m e e e oo - Fomm e o - S +
| Fl ag | Protocol | Information | FCS [ Fl ag
| 01111110 | 8 bits | * | 16 bits | 01111110
Fomm e - Fomm e S S Fom e - +

The Flag only occurs once between frames if they are sent back-to-
back, so the anortized fram ng overhead is 4 octets per frane. The
checksum (FCS) is cal cul ated over the Protocol field and the
Information field (payl oad), but not the Flags or the checksum
itself.
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Any errors anywhere in the frane will cause the FCS to fail. The
franme will then be di scarded.
3.2 Link-layer with partial checksum (LLPC)

This is an inmaginary fram ng schene derived fromthe HODLC-format in
3.1 by adding a one-octet Length field.

1 1 1 2
Hommmmm Hommmmmaa - B - . Hmmmmmm +
| Fl ag | Length | Protocol | Information | FCS | Fl ag
| 01111110 | 8 bits | 8 bits | * | 16 bits | 01111110
e S e - S . Fmmmmmmaa +

The Length field indicates how many octets of the payload that are
covered by the FCS. It can have values fromO to 255. The FCS covers
the Length and Protocol field plus as nmany octets in the begi nning of
the Information field as indicated by the Length field. The val ue of
the Length field nust not nake the FCS extend over the FCS field.
When sending a FULL_HEADER packet, the Length field would have the
val ue 40, since it should protect the IP, UDP, and RTP headers. When
sending a mni mal COVPRESSED RTP packet, the Length field woul d have
the value 2. The anortized fram ng overhead for LPC is 5 octets per
frame.

Any errors in the Flag, Length, Protocol, FCS, or the initial Length

octets of the Information field will cause the FCS to fail. The frane
will then be discarded. Errors in the Information field after the
first Length octets will not affect the FCS and will not cause the

frame to be di scarded.

4. Description of simnulations
Section 4.1 describes the sinulated scenario and 4.2 el aborates on
the properties of the cellular link and the back channel

4.1. Sinulated scenario
A source generates RTP packets containing speech data and sends them
across the Internet to an end-system The end-systemis connected to

the Internet over a cellular |ink over which the RTP streamis
conpressed using CRTP
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Conpr essi on

Sour ce poi nt End- syst em
[ S +
[/ back channel\ | |
+---- +-- -4/ \+----+
| oo oo | HO - >o oo |HD | |

+---- I nternet path +---+ Cellular link +----+
(I oss) | |
Hmmmmm +

Figure O0: Sinulated scenario

Over the Internet path there are uniformy distributed | osses which
i nfluence the efficiency of CRTP nmechani sms, and especially the
"Twi ce" mechani sm

Over the Cellular link one of the fram ng protocols of section 3
carry the packets. The radi o channel of the cellular link is

simul ated accurately for various BERs and represents fairly bad, but
realistic, conditions. The roundtrip time can be vari ed.

The conpressor (HC) at the conpression point conpresses RTP/ UDP/I P
headers according to CRTP, and sends themover the cellular link to
t he deconpressor (HD). Wen HD detects that the context is out of
sync, it will send CONTEXT STATE nessages back to HC over the back
channel

The speech source generates packets with payl oads of a fixed size, 16
octets (representing the small est reasonabl e payl oad size), at a rate
of 50 packets per second (20 ns worth of sound data per packet).

Sil ence suppression is used. The lengths of talk spurts and the
silent intervals between them are both exponentially distributed with
an expected length of 1 second. Loss over the Internet path due to
congestion is uniformy distributed. This |oss pattern is reasonably
accurate since packet intervals are relatively | ong conpared to
congestion related | oss events.

4.2. The cellular Iink and the back channe
The cellular link is simulated accurately using a realistic radio
channel nodel and addi ng channel coding. The reported bit error
rates, BER, are always the BERs after channel coding, i.e., the BER

seen by the link |ayer.

The interesting BERs for cellular systens are in the range between
le-3 (1/1000) and 1e-6 (1/1000000). Circuit-switched cellular voice
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transm ssion can deliver acceptable speech quality down to around
le-2, while the systens becone expensive at BERs nmuch | ess than 1le-6.

The conpressor repairs the deconpressor context after feedback in the
form of a CONTEXT_STATE nessage fromthe deconpressor. This neans
that the roundtrip tinme over the link deternines the speed of the
repair nechanism The back channel used in our sinulations never
damages CONTEXT_STATE nessages.

5. Frane error rates (FER)

Frames can have errors due to damage over the link. This kind of
damage can be further classified into

a) header danmge: danmge to parts of the frame that are inportant
for header conpression purposes. This is the fram ng plus the
conmpressed or full header.

b) payl oad danage: damage to other parts of the franme. Such damage
may or may not cause the frane to be unusable by the speech
decoder, depending on the coding and the |ocation of the
damage. Also, it may or may not cause the entire frame to be
di scarded depending on the fram ng fornmat.

Franes can al so be danaged because the deconpressor fails to
reconstruct a correct header. That can of course be caused by a), but
al so by

c) context dammge: the context of the deconpressor being out of
sync with the context of the conpressor. This is caused by
delta information being lost due to a) or b).

For HDLC, both header danage and payl oad danmage will cause the frane
to be discarded, which will increase the rate of franes di scarded due
to context damage.

For LLPC, payl oad damage will not cause the frane to be dropped

bef ore reaching the deconpressor, which will reduce the nunber of
franmes di scarded due to context damage. Wether or not payl oad
damage causes the frames to be unusable for generating speech is not
rel ated to header conpression performnce. W expect, however, that
nost speech decoders will be able to utilize information in franes
wi t h payl oad damage.
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6. Evaluation of CRTP for cellular radio |inks
6.1. An ideal header conpression schene

In order to have a reference point, we first sinmulated an idea
header conpression schene. The ideal header conpression schene can
al ways conpress the header down to a total of 2 bytes and will never
fail at deconpression, i.e., no franes will ever be discarded due to
cont ext damage. Such a schene is probably not achievable, but it

gi ves us sonmething to conpare the real CRTP agai nst.

Ideal header compression
12

10

Packet loss rate (%)
[}
T

Bit error rate

Figure 1. FER for ldeal schenme for HDLC and LLPC

As can be seen in figure 1, for a BER of 1le-3 the FERis 1-2 % for
both link layers. LLPCis marginally better. At 5e-3 there is a
significant difference between HDLC (7.5% FER) and LLPC (4% FER)
Loss over the Internet path does not affect the ideal header
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conpression scheme at all, and is not included in the reported FER

There is no context damage for the ideal schene. The difference
bet ween the HDLC and LLPC curves show how nmany packets with payl oad
damage only there are: around 0.3%for a BER of 1le-3.

Wth some handwavi ng and contenpl ati on of packet sizes and checksum
coverage, one can argue that LLPC should give a FER which is roughly
7/23 (30% of the FER for HDLC if errors were uniformy distributed
They are not, however, and it seens that LLPC in fact gives FERs that
are 55-60% of the FERs for HDLC.

6.2. CRTP without Twi ce

Wth a roundtrip tine over the link corresponding to around 120 ns (a
realistic value), the slowness of the context repair mechanismwill
multiply link layer related loss by a large factor. Figure 2 shows
CRTP performance for HDLC, while Figure 3 shows CRTP perfornance for
LLPC. The ideal curves have been included for reference. The percent
nunmber s indi cate how much | oss there were over the Internet path. The
plots for CRTP with Twi ce are discussed in the next subsection

In figures 2 and 3 one can see that for a BER of 1le-3, CRTP gives a
FER of 8% with HDLC while with LLPC the FERis 5% G ven the
performance of the ideal scheme, it is clear that nost of this |oss
is due to context danmge.

The average header size will increase with increasing | oss over the
Internet path, since the delta between consecutive packets will then
often be different and nore data need to be sent to represent the new
delta. A single loss over the Internet path will typically cause the
foll owi ng two conpressed headers to have three and two extra octets,
respectively. Wen one out of 10 packets are | ost over the Internet
path, that would add 5 octets to the remaining 9 headers. The average
header size then increases with 5/9 octets (0.56 octets).

Fi gure 4 shows the average header size plotted against BERs, for
varying |l oss over the Internet path. At |ow BERs, HDLC and LLPC both
gi ve an average header size of just over 2 octets when there is no

| oss over the Internet path. Wen there is 10% | o0ss over the I|nternet
path, both give an average header size just over 2.5 octets. This is
consistent with the expected increases in header sizes due to
different deltas after |osses over the Internet path.
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Figure 2: FER for CRTP, CRTP with Twice, and |Ideal for HDLC

FER for LLPC
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Figure 3: FER for CRTP, CRTP with Twice, and Ideal for LLPC
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Average header size (octets/packet
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Fi gure 4: Average header size for CRTP

At hi gher BERs the average header size is determned by the rate of
COVPRESSED NON TCP headers (17 octets) sent over the cellular Iink
CRTP conpressors update the context state by sending such headers
whenever franmes have been discarded over the cellular link. The

di fferences between the HDLC and LLPC curves at high BERs is due to
their different FERs. For a BER of 1le-3 and no Internet |oss, CRTP
with HDLC gives an average header size of 2.7 octets, while CRTP with
LLPC gives 2.5 octets. For 10% Internet |oss, HDLC gives 3.2 octets
and LLPC 3.0 octets.

6.3. CRTP with Tw ce

The Twice algorithmis a way to repair the context quickly w thout
having to wait for a roundtrip over the link. Twi ce nakes assunptions
of what the lost delta was and tries to repair the context according
to those assunptions. Wen using Twice there nust be a way to check
whet her the repair succeeded, typically the UDP checksumis used for
t hat purpose.

The plots in figure 2 show FERs for CRTP, CRTP with Twi ce, and the
| deal schene, when HDLC framing is used. The CRTP with Twi ce curves
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really show how successful Twi ce would be in repairing the context,
we have not actually enabled the UDP checksumin our sinmulations, but
i nstead we determ ned whet her Twi ce woul d have succeeded. W wanted
to try out LLPC too (figure 3), and as the UDP checksum covers the
entire payload and is fairly weak, that scenario wouldn't make nuch
sense using the UDP checksum Instead we chose to investigate how
successful Twice would be if there were some other neans to detect a
successful repair.

It is evident fromfigure 2 that Twi ce inproves the FER
significantly, although CRTP with Twice is still nuch worse than the
| deal scheme. At a BER of 1le-3, the FERs are | ess than 2% for |deal
about 4% for CRTP with Twice, and 8% for CRTP. Mre sophisticated

i mpl enent ati ons of Twice might get closer to the |Ideal curve.

Figure 3 shows FERs for CRTP, CRTP with Twi ce, and the |deal scheng,
when LLPC framing is used. The FERs are |ower than for HDLC because
fewer frames are discarded at the link layer, but the plots are

ot herwi se simlar.

6.4. Loss patterns

For applications such as interactive voice it is not only the |oss
*rate* that is interesting. Typical voice decoders will reuse earlier
franes when a frane is |lost, but mght decrease the intensity wth
which that frame is played out. For each successive |oss the
intensity is decreased such that after a few consecutive |ost franes
the sound will fade out conpletely. Wen only single franes are | ost,
the tol erable FER mi ght be high. A single burst of |ost franes, on
the other hand, can cause a very noticeabl e pause. Figure 5 shows a
hi st ogram over the nunber of consecutive |loss bursts of certain

I engths for CRTP, with and without Twi ce, for three different BERs.

It is evident fromfigures 5a and 5b that the mpjority of |oss events
wi thout Twi ce are such that around 7 consecutive frames are |lost. The
link roundtrip time in these sinmulations was 120 ns and the packet
rate 50 packets per second, which nmeans that a single discarded frame
woul d cause 6 additional frames to be |ost due to context damage

When there is little loss over the Internet path, Twice (or variants)
are very efficient since deltas rarely change

At hi gher BERs, COVWPRESSED NON TCP packets are sent often and thus

I engths of frame |loss bursts are |less regular. Updates nay be
darmaged, and an earlier repair may cause an update which repairs new
damage.
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Figure 5a: Lengths of frame |oss bursts, HDLC, no IP |oss
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Figure 5b: Lengths of frame |oss bursts, HDLC, 10% P | oss
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Loss bursts involving 7-8 franes are clearly noticeable for nost

voi ce decoders. This is a mmjor disadvantage of using CRTP over

hi gh-l1oss links with nontrivial link roundtrip tinmes. Even if the
frane rate was one per 30 ns and the link roundtrip tine was only 60
nms the typical |oss burst would be 3-4 franes (one discarded at |ink
| evel , next discovers damage, update requested, update sent), which
woul d decrease the voice quality significantly.

6.5. Using only COVPRESSED NON TCP packets

The high FERs for CRTP nmakes it interesting to conpare its

per f or mance agai nst sendi ng COVMPRESSED NON TCP packets only. Their
headers are 17 octets. No frames are discarded due to context damage,
but on the other hand it is nore likely that a packet will be danmaged
because it is larger

Compression without delta encodings, only COMPRESSED-NON-TCP
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Figure 6: FER for COVPRESSED NON_TCP only, HDLC and LLPC
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Fi gure 6 shows the FER when sendi ng COMPRESSED NON TCP packets only,
for HDLC and LLPC. For HDLC, the FER when the BER is 1le-3 is 3%
which is nmore than for the Ideal schenme (<29% but |ess than CRTP with
Twice (5% . The FER for LLPCis just over 2% and sinilarly to HDLC,

it is nore than the Ideal schene but less than CRTP with Twi ce.

7. Concl usi ons

The packet |oss rate of CRTP, CRTP with Twice, and the |deal header
conpression schene is sumuarized in table 1 for various error rates.
The nunbers are for HDLC-like framing, i.e., errors in any part of a
packet neans that it is discarded. The payload is 16 octets. The

| deal schene di scards packets only when the packet itself is danaged.

Bit-error rate le-5 le-4 le-3 le-2
| deal 0 0.4% 1.8% 11%
CRTP+Twi ce 0 1.0% 5.0% 24%
CRTP 0 1.5% 8.0% 40%

Table 1: Frame | oss rates of header conpression schenes (HDLC)

It is evident fromtable 1 that CRTP perforns well for BERs | ess than
le-5, but not so well for BERs higher than le-4. If one considers a
scenario where the path of an IP tel ephony conversation has a
cellular link at both ends, the packet |oss rates of CRTP and
CRTP+Twi ce becone intol erable at hi gh BERs.

The maj or cause of CRTPs bad performance is that many packets are
di scarded due to context damage while waiting a link roundtrip tine
for the repair nmechani sm

Twice is a way to repair the context locally. It requires two extra
octets of header (the UDP checksun) to verify its repair attenpts.
These two extra octets make it a less attractive solution. Mreover
the straightforward Twice used in this evaluation does not have a
sufficiently high success rate. Conbinations of link-loss at a first
cellular link and congestion-related loss in the rest of the path
will ensure that the conpressor at the last cellular link will see
many holes in the packet stream Twice will then fail often

Mor eover, the UDP checksumis too weak to reliably deternine the
success or failure of attenpted repairs.

The | osses induced by CRTP and its variations are problematic not
only because they are high. The | oss patterns are such that |osses
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occur in groups longer than a link roundtrip time. This is

probl ematic for |ow bandwi dth voi ce codecs, who cannot mask such | ong
| oss events well. Hence, the speech quality will suffer. It is a
maj or di sadvantage of CRTP that it causes such long | oss events.

It is worth noticing that link layers which protect the header with
strong checksuns, but not the payload, will decrease the packet-I|oss
rate significantly. Such link-layers will deliver nore headers to the
deconpressor and context damage will be less frequent. Table 2
sunmari zes the results for such a |ink-Iayer

Bit-error rate le-5 le-4 le-3 le-2

| deal 0 0.3% 1.4% 7%
CRTP+Twi ce 0 0.8% 4.2% 18%
CRTP 0 1.1% 5. 0% 25%

Tabl e 2: Frame | oss rates of header conpression schemes (LLPC)

Overall, the inprovenent in FER were around 40% wi th a payl oad of 16
octets. Wien the payload is larger, the inprovenent will be higher

In addition to the benefits for header conpression, speech codecs for
lossy links can utilize information in damaged payl oads and wil |
deliver higher quality speech when they have access to danaged
franes.

To sumari ze, CRTP does not performwell over lossy links with |ong
roundtrip times. Twi ce can inprove the situation sonewhat but the
loss is still too high. A disadvantage of using Twice is that it
requires that the UDP checksumis enabl ed, which will double the size
of the conpressed header. CRTP with Twi ce perforns nuch worse than
the Ideal schene in terns of packet |oss. Because the UDP checksumis
fairly weak, Twi ce should not be extended to attenpt a | arge nunber
of repairs. Because of this, CRTP with Twi ce cannot approach the
performance of the Ideal schene.

7.1. How to inprove CRTP performance.

The link roundtrip tine should be kept low Wen it is high, |oca
repairs of the contex (wi thout going over the link) is essential
Sophi sticated versions of Twi ce should be considered, which inplies
that the UDP checksum nust be enabl ed. Unfortunately, that adds 2
octets to the conpressed header
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