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1
Introduction
GPRS Phase 1 architecture as defined in GSM Release 97 provides the QoS differentiation among different subscribers. However, unless the subscriber has multiple active PDP contexts, differentiation between packets belonging to different flows for that subscriber cannot take place. Unfortunately, creating multiple PDP contexts requires multiple PDP addresses, e.g., IP addresses. Managing multiple addresses is quite impractical and does not scale well when significant number of subscribers attempt to have multiple flows, such as a WWW session, a file transfer via FTP and a streaming application simultaneously.

GPRS Phase 2 architecture is expected to solve the mentioned problems by enabling multiple flows to be used by a subscriber over a single PDP address simultaneously. Tdoc SMG12 C-99-460 presented a solution of how to define a PDP context as a collection of multiple PDF contexts. Each PDF context identifies a logical pipe between the GGSN and the MS
. Each pipe can carry packets identified as belonging to that particular pipe. Since the Terminal Equipment (TE) is capable of end-to-end signaling with the other entities which are the ultimate source or destination of these packets, it can clearly identify the rules for classification. Therefore, it is proposed that the TE via the Mobile Termination (MT) signals to the GGSN the rules for packet classification as well as the GGSN behavior for policing the downlink traffic flows. For the uplink traffic, it is assumed that the TE itself performs packet classification. The TE can append an appropriate flow label to each classified packet. The MT can use this flow label to determine the logical pipe. Policing for the uplink traffic is performed by the BSS such that it does not provide more uplink resources than what is agreed upon. In addition, the TE may perform self-policing by using the flow-control information. 

In this proposal, the required edge node functionality in the GPRS networks is described. The MS and GGSN operations pertaining to the edge functionality are introduced. The proposal also includes the description of Traffic Flow Templates (TFT) which specify how to identify the traffic as well as rules for policing.

The proposal includes methods and procedures applicable for carrying IP traffic, and specifically IPv4. Details of methods and procedures for IPv6 are FFS. The applicability of the described methods and procedures for X.25 is FFS.

2
Edge node functionality
As shown in Figure 1, the MS and the GGSN are the two edge nodes for the GPRS domain. These edge devices are connected with logical pipes, called PDF contexts. A Packet Data Protocol context is a logical connection from an MS to a packet data network (i.e., ISP, Intranet or LAN) consisting of a PDP (IP) address, host configuration parameters, tunnel identifiers, etc. A PDP context contains at least one Packet Data Flow (PDF) context, the initial PDF context. A Packet Data Flow context is affiliated to an established PDP context and identifies a data flow of one or several application flow(s). The PDF context consists mainly of a PDF context identifier, a QoS profile and a TFT. 



 

Figure 1: GPRS domain with edge devices

The edge devices in the GPRS network have the following generic functionality:

· Mapper/translator
: Mapper/translator function has to play two roles in the edge devices. The first role is the translation between the QoS parameters of the external networks and the QoS attributes of GPRS. The GPRS QoS attributes determine the characteristics of the PDF contexts between the MS and the GGSN. The second role is the classification of packets at the ingress interface and the selection of the correct PDF context to carry each packet. This role is identical to what is described as packet classifier in IP networks.

· Monitor: Monitor function measures the amount and characteristics of the traffic. The output of this function is used by the policer function to determine its actions. This functionality is identical to what is described as packet or traffic metering in IP networks.

· Policer: Policer function ensures that the traffic at the ingress interface does not exceed the negotiated QoS profile including limits such as data rate, or burst size. The output of this function is the traffic stream to be forwarded from the egress interface. Policer function needs to be configurable such that it can take different actions, e.g., dropping, delaying (also called as shaping), or lowering QoS profile (re-marking) for packets identified as non-conformant. The same functionality is used in different IP network QoS frameworks.

2.1
MS operations

As discussed previously, a MS is a collection of a TE and a MT. The TE is an Internet host which exchanges application layer messages with other hosts residing in different networks. These application layer messages are carried over transport layer packets which themselves are carried over IP packets. The application entity residing in the TE can exchange signaling messages with its peers residing in remote hosts. These signaling messages can carry the QoS requirements of the application. Alternatively, a separate signaling protocol can be used to exchange QoS parameters for a given session. Resource reSerVation Protocol (RSVP) is an example of such a protocol.

Independent of the signaling method, the TE is expected to determine the following parameters:

· QoS attributes

· Flow records

· Policing behavior

The translation of external QoS requirements signaled by the application entity or a specialized signaling entity such as RSVP into GPRS QoS attributes is performed by the TE. However, how this translation is done is outside the scope of GPRS standardization. Therefore, GPRS nodes, e.g., MT, GGSN do not need to be aware of every application and/or signaling protocol. Instead, the GPRS nodes perform GPRS-specific operations to provide the service according to the QoS attributes signaled by the TE. These attributes are calculated by the TE for both uplink and downlink traffic.

Packet classifiers in the edge nodes need rules to identify the flows. These rules can be termed as flow records. Since the TE has the end-to-end signaling capability, it can determine these flow records with relative ease. The TE signals these flow records as part of the TFT to both the MT and the GGSN. The signaling exchange between the TE and the MT and the GGSN is proposed to be part of the PDF context activation or re-negotiation. The TE itself needs to determine when to activate or re-negotiate a PDF context. However, how this determination is made is outside the scope of GPRS standardization.

A GPRS network needs to protect itself from excessive amount of signaling. Since, the TE triggers the PDF context activation and re-negotiation, a flow control mechanism is necessary to regulate the amount of associated signaling traffic. Therefore, the MT regulates the amount of PDF context signaling. The details of this flow control mechanism are FFS.   

The MT uses the flow record to map an uplink packet sent from the TE to the right PDF context. If the used flow record has not been signaled previously, then the packet is forwarded via the initial PDF context.

The other component of the TFT is the description of the policing behavior. The TE signals the requested policing behavior to the GGSN via the MT. The TE has to be able to select the default policing behavior instead of providing one explicitly. The default behavior may be provisioned for all mobiles with active contexts at a given GGSN. Alternatively, the default behavior for the mobile may be stored in the HLR as part of the subscription profile and may be loaded to the GGSN during the context activation. The details of the coding to carry policing behavior descriptions are FFS.

Since the radio link interface scheduling forces an implicit form of policing, this functionality is not needed in the MT. In addition, the MT is not expected to have the necessary computational power to perform the policing which may include shaping the uplink traffic and necessitate queuing. Therefore, the policing behavior description for the uplink traffic may simply include “no policing”. However, flow control over the link between the MT and the TE still needs to be implemented to facilitate policing within the TE, in case the TE is capable of. Figure 2 shows the functional partitioning between the TE and the MT.




Figure 2. The functional decomposition of the MS 

In case the TE and the MT are combined, the mentioned functionality should still be present in the MS. The set of functionality has to include translating external QoS requirements into GPRS QoS attributes, and signaling the downlink TFT to the GGSN. The uplink policing behavior in a combined MS may be “no policing” if no computational resource is available within the MS.

2.2
GGSN operations

The GGSN is one of the edge devices for the GPRS network. It connects the GPRS network to external networks. The GGSN has to include operations similar to the MS for the downlink traffic, with the exception of translation between external QoS requirements and GPRS QoS attributes. Namely, classification, marking and policing have to be performed in the GGSN for the downlink traffic.

The GGSN performs packet classification based on the TFT sent by the MS. If a packet can be classified by the available downlink TFT, then it is marked to be forwarded to the designated PDF context. If a packet cannot be classified by using the available downlink TFT, then it is marked to be forwarded via the initial PDF.

The GGSN performs policing based on the TFT sent by the MS. The policing behavior may include dropping, re-marking, and shaping. A minimum set of policing capability for the GGSN needs to be standardized. However, vendors can develop additional mechanisms for packet classification. The functional decomposition of the GGSN is shown in Figure 3.




Figure 3. The functional decomposition of the GGSN

3.
Use of Traffic Flow Templates

A TFT is proposed to include the flow record, and optionally the policing behavior. The flow record is used by the MT or the GGSN for packet classification and marking for uplink and downlink traffic, respectively. The policing behavior has to describe the action in the MT and the GGSN for out-of-profile packets.

For IPv4 traffic, the flow records can include the following information:

· Session identifier: <Destination address, Protocol Identifier, Destination Port>

· Filter specification: <Source address, Source Port>

· IPSec Security Parameter Index (SPI)

· Type-of-Service (TOS) byte

· Multi-class Multi-link PPP class identifier 

The TE signals the flow record as part of the TFT to both the MT and the GGSN. The TFT for the uplink traffic needs to be used by the MT to determine the PDF context to forward the traffic. The GGSN has to use the TFT for classification and marking (determining the PDF context) of the downlink traffic. The following rules are used while constructing the flow record:

1. For uplink traffic, if PDP type IP with PPP connection between MT and TE is used, then the flow record includes the TOS byte only.

2. For uplink traffic, if multi-class multi-link PPP is used, then the flow record includes the multi-class multi-link PPP class identifier only.

3. For downlink traffic, the flow record includes various combinations of the session identifier, filter specification, SPI and TOS byte. The list of permitted combinations is FFS.

The coding for the parameters in the flow record can be specific, such as source address 192.164.25.1; a range, such as destination port 5000-5006; a set such as TOS byte 0x28 and 0x30; or a wildcard. The exact coding for the parameters is FFS. 

In the future other QoS schemes, such as Asynchronous Transfer Mode (ATM) or Multi Protocol Label Switching (MPLS) may be used to identify flows within the downlink traffic. However, the actual parameters for these protocols are FFS.

The policing behavior description can include the following information:

· Dropping, i.e., if a packet is found to be out-of-profile it is discarded.

· Re-marking, i.e., if a packet is found to be out-of-profile, it is forwarded to a PDF context with a lower QoS than the original PDF context.

· Shaping, i.e., if a packet is found to be out-of-profile, it is delayed until it becomes in-profile again. Only after this delay the packet is forwarded to the associated PDF context.

Policing behavior specification for each PDF context includes the ingress and the egress interface behaviors. The ingress interface behavior can be either dropping or re-marking. If re-marking is the selected behavior, then the new marking for the out-of-profile packets has to be described. The egress interface behavior can be either shaping or “pass through”. If shaping is the selected behavior, then shaping parameters such as minimum delay between two successive packets, maximum burst size, etc. has to be described. The details of the coding for the policing behavior is FFS.

3
Proposal

We propose to include the concepts presented in this document into GSM 03.60 for release ’99 – a detailed CR will be provided.

4
Reference

GSM 03.60, “GPRS, Service Description Stage 2”, version 7.0.0.

� Mobile Station is assumed to be the combination of a Terminal Equipment and a Mobile Terminal.


� Mapper/translator function needs to cover more than what is described in the UMTS Specification 23.07 which put the main emphasis on translating external QoS requirements to UMTS QoS requirements. In addition, this function must be capable of classifying packets belonging to predetermined/identified flows. In Internet Engineering Task Force (IETF) terminology, this corresponds to a packet classifier and marker. It is advisable to split this function into two sub-functions: mapper/translator, classifier/marker.
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