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Introduction

This contribution provides a basis for discussion about the use of surrogate registrations in UMTS/GPRS. We propose the MIP ad hoc group discuss about it and converge to some conclusion on this issue.

What surrogate registrations are

Surrogate registration were defined in the Tunnel Establishment Protocol [TEP] draft. They simply are Mobile IP messages that would be normally sent or received by a Mobile IP capable Mobile Station, which are instead sent or received by a Surrogate Agent, possibly acting on behalf of a Mobile station, that therefore is not required to support Mobile IP. They could also be used to deploy a hierarchy of Mobility Agents.

Discussion

This schema has been proposed in some cases as a viable way to interwork mobile IP control messages with, for instance, GTP messages at the GGSN.

As the industry has been looking at different ways to support Mobile IP, it appears more and more clear that the best approach is to use Mobile IP capable terminals, since this comes with benefits such as the possibility to have a TE capable to support Mobile IP independent of the access technology used. In addition, a surrogate registration may entail the organization providing Surrogate Agents to share a secret with the organization the Mobile Station belongs to. This may not be desirable, since this would allow a possibly non trusted organization to be in posses of access rights, for instance, to a private, corporate network .

We can therefore conclude that in order to provide access to networks which do not administratively  belong to the domain of the operator providing Mobile IP service, the surrogate registration approach is not viable if it is used in a way that surrogates the authentication and authorization function by sharing a secret (necessary to access the network) with the Mobile Station.

The surrogate registration approach may instead be viable only if  no secret is shared with the surrogate agents.

This may be possible if the M-IP tunnel is entirely used inside the operator's network administrative domain, in a way transparent to the Mobile Station. Therefore, the "surrogate mobile IP tunnel" wold be in control of GPRS MM and SM, and not maintained by the terminal. 

Also, this may be possible if the terminal is enabled to send a challenge/response pair to the surrogate agent at session set-up. This may be easily achieved when the session is set up by using the PDP configuration options as defined in GSM TS 09.61 for non transparent access to external networks.

Conclusion

What described above is a way to use surrogate registrations in GPRS/UMTS. The ad hoc group should decide whether this would be an option to be offered.
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