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Comparison between PDCP and SNDCP/LLC

1 Introduction

In previous EDGE workshops several contributions have proposed to adopt the Packet Data Convergence Protocol (PDCP) [1]. PDCP would replace the Subnetwork Dependent Convergence Protocol (SNDCP) [2] and Logical Link Control (LLC) [3] protocols of GPRS. This document compares PDCP with SNDCP and LLC and discusses the requirements PDCP puts on lower layers.

2 PDCP

Figure 1 shows the location of the PDCP protocol in UTRAN. The functionality of the PDCP protocol is summarized in the sub-sections below.
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Figure 1. The PDCP protocol in UTRAN.

2.1 Header compression and decompression of IP data streams

The header compression method is specific for each network layer protocol type. The header compression algorithms and their parameters are negotiated by the Radio Resource Control (RRC) protocol and the result is indicated to PDCP. Compressor and decompressor initiated signalling, between peer PDCP entities during operation, is carried out in the user plane.

PDCP supports header compression for both TCP/IP and UDP/IP with the header compression described in RFC 2507 [4].

This function and the SRNS relocation function require that the Radio Link Control (RLC) protocol delivers the PDCP Protocol Data Units (PDUs) in the same order as they were delivered to RLC.

2.2 Transfer of user data

Transmission of user data means that PDCP receives PDCP- Service Data Units (SDUs) from the higher layer and forwards it to the Radio Link Control (RLC) layer and vice versa. The procedure for data transfer differs dependent on the operative mode of RLC. The RLC protocol can operate in three different modes, transparent, unacknowledged and acknowledged mode.

2.3 PDCP SDU buffering and numbering

The PDCP SDUs, which require reliable data transfer, is buffered and numbered in the PDCP layer. Numbering is carried out after header compression. The numbering is done locally in each PDCP entity.

For each radio bearer, an UL Send PDCP Sequence Number is associated with each sent PDCP-PDU in the Mobile Station (MS) and a DL Send PDCP Sequence Number (SN) is associated with each sent PDCP-PDU in the Serving Radio Network Controller (SRNC). For each radio bearer, an UL Receive PDCP SN is associated with each received PDCP-PDU in the SRNC and a DL Receive PDCP SN is associated with each received PDCP-PDU in the MS.

The PDCP SN is initialized to zero. The corresponding values are incremented by one at each transmission and reception of a PDCP-PDU.
2.4 SRNS relocation

The PDCP layer carries out following functions during lossless Serving Radio Network Sub-system) (SRNS) relocation:

· transmission of all PDCP-SDUs to target SRNC that have not been received correctly,

· forwarding of PDCP-SDUs and associated SNs from old SRNC to target SRNC; 

· transfer of next expected PDCP SDU SN from MS to target SRNC and vice versa and

· either reset of PDCP entities (when negotiated for the entity).

· or forwarding of internal protocol information from source to target SRNC (when negotiated for the entity). 

These procedures are started by a primitive from the RRC layer. For each radio bearer, the Receive PDCP SN of the next PDCP SDU expected to be received is transferred from the source to target SRNC. For each radio bearer the source SRNC forwards to the target SRNC the downlink PDCP-SDUs stored in its buffer. Source SRNC provides the Send PDCP SDU SN of the PDCP-SDU which is first in the buffer to the target SRNC.

The target SRNC sends to the MS the next expected UL Receive PDCP SN. The MS responds to the target SRNC with the DL Receive PDCP SN of the next expected PDCP SDU. The successfully transmitted PDCP-SDUs are thus confirmed.
2.5 Multiplexing

This function refers to multiplexing of different radio bearers onto the same RLC entity. This function is not supported in release 99 of PDCP, but will be supported in 00.

3 SNDCP and LLC

Figure 2 shows the location of the SNDCP and LLC protocols in GPRS. The functionality of the SNCP and LLC protocols is summarized in the sub-sections below.
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Figure 2. The SNDCP and LLC protocols in GPRS.

3.1 SNDCP

3.1.1 Compression of redundant protocol control information

Protocol control information compression is an optional SNDCP feature. Only TCP/IP header compression has been specified in the present document. Negotiation of the supported algorithms and their parameters is carried out between MS and SGSN using the SNDCP Exchange Identifier (XID) parameters.

SNDCP support header compression for TCP/IP with the header compression described in RFC 1144 [5].

3.1.2 Compression of redundant user data

Data compression is an optional SNDCP feature. Data compression is performed on the entire N‑PDU, including the possibly compressed protocol control information. Negotiation of the supported algorithms and their parameters is carried out between MS and SGSN using the SNDCP XID parameters.

SNDCP support user data compression with V.42 bis [6].

3.1.3 Buffering and retransmission of N‑PDUs

The N‑PDUs are buffered in the SNDCP layer before they are compressed segmented and transmitted to the LLC layer.

For acknowledged data transfer, the SNDCP entity buffers an N‑PDU until successful reception of all SN‑PDUs carrying segments of the N‑PDU have been confirmed. Buffered N‑PDUs which have been completely received is discarded. During the Inter-SGSN RA Update, buffered N‑PDUs whose complete reception by the MS has been confirmed is discarded.

For unacknowledged data transfer, the SNDCP shall delete an N‑PDU immediately after it has been delivered to the LLC layer.

3.1.4 Segmentation and reassembly

SNDCP performs segmentation to ensure that any SN‑PDU transmitted is no longer than the maximum length of a LLC PDU (N201). The receiving SNDCP entity reassembles the segments back to the original N‑PDU.

3.1.5 Management of delivery sequence

The SNDCP layer retains the delivery sequence of N‑PDUs of each NSAPI between the peer entities.

3.1.6 Multiplexing

SNDCP support multiplexing of N‑PDUs from one or several network layer entities onto the appropriate LLC connection.

3.1.7 Control of acknowledged peer-to-peer LLC operation

SNDCP manages establishment, re-establishment and release of acknowledged peer-to-peer LLC operation

3.1.8 Negotiation of the XID parameters

Negotiation of SNDCP exchange identity (XID) parameters between peer SNDCP entities may be carried out to ensure optimal information transfer. The typical parameters are related to control information and user data compression, e.g. a set of requested compression entities, together with the algorithm and parameters for each compression entity.

3.2 LLC

3.2.1 Acknowledged mode data transfer

With this type of operation, layer‑3 information is transmitted in order in numbered Information (I) frames. The I frames are acknowledged at the LLC layer. Error recovery and reordering procedures based on retransmission of not yet acknowledged I frames are specified. Several I frames may be not acknowledged at the same time. The I frames are delivered the higher layer in the same order as they were submitted to LLC. In the case of errors that cannot be corrected by the logical link control layer, a report to GPRS mobility management is made.

3.2.2 Unacknowledged mode data transfer

With this type of operation, layer‑3 information is transmitted in numbered Unconfirmed Information (UI) frames. The UI frames are not acknowledged at the LLC layer. Neither error recovery nor reordering mechanisms are defined, but transmission and format errors are detected. Duplicate UI frames are discarded.

Two modes of unacknowledged operation are defined:

· protected mode in which the FCS field protects the frame header and information field; and

· unprotected mode in which the FCS field protects the frame header and only the first octets of the information field.

3.2.3 Error detection

LLC has support of error detection through a Frame Check Sequence (FCS) field, which consist of a 24 bit Cyclic Redundancy Check (CRC) code.

The FCS field contains the value of a CRC calculation that is performed over the entire contents of the header and information field, except for UI frames transmitted in unprotected mode, in which case the FCS field contains the value of a CRC calculation that is performed over the frame header and the first 4 octets of the information field only.

3.2.4 Multiplexing

LLC multiplexes all logical links onto one Temporary Block Flow (TBF). The different flows are identified by the Service Access Point Identifier of each logical link, which is attached to each LLC frame.

3.2.5 Ciphering

The LLC layer provides data confidentiality by ciphering the information and FCS fields of data frames:

· The information and FCS fields of I frames are ciphered whenever ciphering information has been assigned to the TLLI.

· The information and FCS fields of UI frames are ciphered whenever layer 3 indicates that the UI frame shall be ciphered and ciphering information has been assigned to the TLLI.

3.2.6 Negotiation of the XID parameters

Negotiation of LLC XID parameters between peer LLC entities may be carried out to ensure optimal information transfer. The typical parameters are related to control information and LLC operating in acknowledged mode, e.g. retransmission timers and window size.

4 Comparison between PDCP and SNDCP/LLC

4.1 Overhead

PDCP is very similar to the SNDCP protocol. One main difference is the amount of overhead added by the protocols. The overhead added by SNDCP varies dependent on which LLC mode is used. In case of acknowledged mode LLC (illustrated in Figure 3), 3 octets are added to each higher layer PDU and if segmentation is performed another octet is added to each segment. In case of unacknowledged mode LLC, 4 octets of overhead are added to each higher layer PDU and if segmentation is performed 3 extra octets are added to each segment. PDCP adds only one octet to the higher layer PDUs independent of RLC mode. PDCP does not perform any segmentation and therefor no extra overhead is needed for that purpose, but this requires that RLC can receive PDCP PDU s of any size and perform segmentation. Another reason for the small amount of overhead in PDCP is the fact that no sequence number is added to each PDCP PDU. This requires that RLC delivers the PDCP PDUs in the same order as RLC received them.

LLC further increases the overhead compared to PDCP. In acknowledged mode LLC adds 7 octets of overhead to each SNDCP PDU and in unacknowledged mode 6 octets. The main contributor to the overhead is the FCS field (CRC) of 3 octets. PDCP does not add any CRC to the PDCP PDUs and this might be a problem if very low residual bit error ratio should be achieved.

For a voice over IP service, which typically does not need segmentation, SNDCP/LLC would add 4 octets (SNDCP) + 6 octets (unacknowledged LLC) = 10 octets. This should be compared with PDCP, which only adds one octet of overhead.
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Figure 3. Overhead added by SNDCP and LLC.

4.2 Header and user data compression

Both SNDCP and PDCP have support for header compression. The difference is that SNDCP currently support only TCP/IP header compression, while PDCP support both TCP/IP and UDP/IP header compression. UDP/IP compression is important for an efficient support of conversational and streaming services, but that is probably not enough. It is also important to have support for RTP header compression which none of the protocols have. SNDCP also has support for user data compression by V.42 bis, which is not the case for PDCP. In UMTS it is expected that the user data compression is handled by the end users.

4.3 Lossless relocation of data buffers

Lossless relocation of data buffers is a very important function for background and interactive services, which has high requirements on BER. Both PDCP and SNDCP have support for lossless relocations of buffers.

4.4 Reset of RLC

One function of LLC is to retransmit LLC frames when RLC is reset. This function is not specified in PDCP, but it could be possible to reuse the function used for relocation of PDCP buffers.

4.5 Ciphering

LLC also performs ciphering, which PDCP does not support. This has to be performed by the radio interface protocols, but not necessarily by PDCP.

4.6 Multiplexing

Both SNDCP and LLC have support for multiplexing. R99 of PDCP has no support for multiplexing, but it will most likely be introduced in R00.

4.7 Error detection

LLC adds a FCS field to each LLC frame, which gives a very high level of error detection. PDCP has no support for error detection and if high level of error detection is required a CRC might be needed in PDCP.

5 Conclusion

PDCP could replace SNDCP and LLC. PDCP would add less overhead and support the main functions of SNDCP and LLC like header compression, lossless buffer relocation and possibly multiplexing. Some issues that have to be solved are ciphering, reset of RLC buffers and level of error detection.
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