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1
Introduction
This document describes one potential mechanism for “single radio” Voice Call Continuity from PS domain to GSM. 
The mechanism is extended to also allow the mobile to return to the PS domain when suitable coverage is available. 

No mechanism is described for movement to the PS domain for calls that started in GSM. This is the subject of further study as the need for a solution for this is much less clear.

It is proposed that the mechanisms described in this paper are discussed along with other proposals, and, in the likely absence of an ideal solution, that discussion with SA 1 is held with regard to which requirements are really important.
2
Voice Call Continuity from LTE IMS to GSM Circuit Switched
The following figure shows the main steps involved in the movement of an IMS voice call over LTE to a GSM Circuit Switched radio link.
With obvious changes, the message flow is also applicable to IMS voice over UMTS Packet Switched domain moving to GSM CS. Whether or not this flow can be applied to WLAN (eg with suitably adapted PDG) is for further study.
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1)
When the P-CSCF detects an IMS session that is a “candidate for Voice Call Continuity” to the Circuit Switched domain, it passes an indication to the PCRF. In turn the PCRF passes this indication to the UPE. Subsequently, this indication is passed to the eNodeB (in LTE or in UMTS to the RNC), either directly or via the MME.
Given that the IMS voice session might be one of several IMS sessions with that UE, the decision that the combination of sessions is (or is not) a “candidate for Voice Call Continuity” may need to originate from the S-CSCF and possibly involve information stored at the HSS and/or processing in application servers.
In other deployment scenarios, the PCRF might make the decision that the call is a “candidate for VCC” without interaction with the P-CSCF.

2)
While the IMS voice session is ongoing, voice data is exchanged in the RTP streams.
3)
When the eNodeB (or UMTS RNC) receives the “candidate for VCC” indication from the core network, the eNodeB (or UMTS NodeB) can (e.g. dependent upon whether there are any GSM cells in the neighbourhood) include the GSM cells into the ‘neighbour cell lists’ which it sends to the UE.
The UE sends Measurement Report messages to report the local radio environment to the eNodeB.

4)
If the Measurement Reports sent by the UE (and other information available in the eNodeB e.g. received UE signal quality, eNodeB load, etc) indicate that the best way to maintain the voice call is to perform a handover to a GSM cell (especially a GSM cell that does not support EDGE and/or DTM), then the eNodeB constructs a “Handover Required to CS” message and sends this to the MME. This “Handover Required to CS” message:

- informs the MME of the address of the target cell and/or target RAN node (eg BSC/RNC); 
- informs the MME that this is a handover towards the CS domain
- requests the MME to pass the “container of information” to the target RAN node

- contains “handover cause” information

- etc.

5, 6)
When the MME receives the “request to handover to the CS domain” it takes on the role of an anchor MSC-server in “basic inter-MSC handover” (see TS 23.009).

In order to undertake this task, the MME needs some specific information, e.g. IMSI, and more specifically, the “current” CS domain security context (eg Cipher Key, CKSN, and if handing over to UMTS CS, also the Integrity Key).

The MME needs the IMSI, but this can be supplied by the HSS as part of the basic subscription information.
There are several methods by which a CS domain CK could be obtained:
a) interrogation of VMSC (as shown in the above signaling flow)

Using the IMSI, the MME can request CK, CKSN, and IK (with a new message) from the MSC attached to the target BSC (in the expectation that the mobile is attached to that MSC). This process will not always be successful (eg the mobile might have traveled into a new MSC area; or the mobile might have been purged from that MSC; or the BSC might be using “A-flex” and the mobile might be attached to another MSC within the pool area), in which case, the MME can use the IMSI to interrogate the HSS to identify the VMSC (if one exists). Once the VMSC has been identified, then the MME can obtain the current security context
Even with these steps, there remains the risk that the security contexts in VMSC and UE are not aligned (eg since the last successful location update with the VMSC, the UE was rejected by a different PLMN and then returned to LTE-only coverage).
b) dummy CS domain authentication during handover preparation
When the MME receives the “request to handover to the CS domain” from the eNodeB, the MME could initiate a “dummy CS domain authentication” with the UE.
In order to do this, the MME would retrieve an authentication vector from the HSS and then send a “CS domain authentication request” to the UE over the PS connection. As a result of this, the UE generates CK and IK for use in the CS domain after the handover – but the UE is constructed to NOT store these keys on the (U)SIM. 
Submitting a request to generate keys to the SIM does not normally cause the keys to be stored on the SIM, hence any existing CS domain keys ought not to be overwritten. However, if other varieties of UICC card work in a different fashion, the MME could allocate the CKSN to the value that is understood by all MSCs as “no key is available in the MS”. This avoids mis-synchronisation between UE and MSC in a later pure-CS domain call establishment.
This process does involve the consumption of authentication vectors and risks that, upon return to the CS domain, ‘AUTN mis-synchronisation’ is detected. However existing release 99 functionality can be used to resolve this.
The primary disadvantage of this approach is that it requires message exchange with the mobile during a “last resort handover”, eg when the radio conditions are potentially very poor. (Note that GSM Handover Commands were optimized so that GSM handover can succeed even if the uplink from the mobile has been lost).
c) dummy CS domain authentication at “call set up”
This is similar to (b) above, except that the CS domain authentication is performed when the “candidate for VCC” call is set up. 
This avoids the problems with authenticating a mobile on a degrading radio channel. However, it requires the MME to perform an extra ‘authentication on every call’ or the development of a mechanism to store the CS domain keys and maintain their synchronism with the UE.
d) re-use of PS domain key in the CS domain
At least while using UMTS PS, the SGSN and UE can derive the CK to use on the GSM PS domain (When using LTE, similar functionality is anticipated to exist in the MME). From a signaling and connectivity perspective, this GSM PS domain cipher key could be signaled by the MME to the relay MSC and on to the BSC and BTS for use on the CS connection.
However, this method is likely to raise security concerns!

e) generation of extra key at PS domain authentication

Currently, when the ME passes an Authentication Challenge into the UICC, several security keys are generated (which match the ones contained in the authentication vectors sent from the HSS to the SGSN/MME). This could be extended so that other keys can be generated by the UICC – one of these could be a “VCC-only CS domain key”. The UE uses this key after handover and it would match the one sent from the HSS to the SGSN/MME (and onto the relay MSC which in turn sends it to the BSS) for this purpose. 
This approach appears promising, but, this requires a new UICC. However the generation of LTE keys probably also requires a new UICC – and ‘backwards compatibility’ mechanisms to use old UICCs are likely to be specified.– see (f) below.

f) hash function in UE.

This is a complement to (e) above, wherein the ME uses a “hash function” on the PS domain key(s) generated by the USIM to generate a “VCC-only CS domain key”.
The SGSN/MME implements the same “hash function” on the authentication vector received from the HSS to generate the “VCC-only CS domain key”. The SGSN/MME sends this “VCC-only CS domain key” onto the relay MSC which in turn sends it to the BSS.
One extra issue that is common to (b) to (f) above is that, for handover from UMTS-PS VoIP to GSM CS, there is a technical possibility that, while in UMTS, the mobile might have a CS connection active at the same time as the PS connection. This situation is obvious to the RNC, and can lead to either the RNC abandoning the UMTS CS domain connection, or, to the RNC instructing the MME to follow a different (FFS) procedure.
7)
Once the Cipher Key (and for a UMTS CS domain target cell, IK) has been determined, the MME includes them in the Prepare Handover Request message to the relay MSC server.
8, 9, 10)
Normal handover processing (the target GSM BSS and MSC-S are unaware that this is a PS to CS handover).
11, 12)
The MME treats the UPE as a MGW and organizes connections from the MGW to the MGW associated with the relay MSC-S. On the downlink, bicasting may be enabled.

13, 14, 15)
the MME sends the Handover Command to the eNodeB which sends the contents to the UE. The message that is sent to the UE instructs the UE to move from PS domain to CS domain, and instructs the UE to use the correct Cipher Key. The eNodeB encodes the message so that the LTE UE is able to distinguish this “handover to CS domain” command from the more usual “handover within PS domain” commands. The UE accesses the target cell and Handover Complete messages are sent to through the relay MSC to the MME. 
16b)
the old radio resources are released.
16a)
the MME tells the UPE to activate the user plane and to inform the PCRF.

16c)
If the handover fails, the MME informs the UPE and steps 17 - 21 are not performed.

17)
the UPE informs the PCRF that the IMS voice call is now “terminating” on the UPE and the UPE provides the PCRF with an IP address/port to which the UE related SIP signaling can be addressed.

18)
the PCRF passes this information to the P-CSCF

19)
ack for steps 17 and 18 
20)
the P-CSCF registers on behalf of the UE. This step is only required if the IMS registration cannot be maintained after the handover has occurred. (The eNodeB and/or MME/SGSN knows from the combination of UE classmark information and the GSM cell/BSS Dual Transfer Mode capability whether or not IMS registration can be maintained. This information is passed from the MME to the PCRF and onto the P-CSCF).

21)
the P-CSCF sends a re-invite to the S-CSCF to provide the IP address/port provided by the UPE such that the voice data can be sent to the UPE instead of the UE.

Note that the UE does not release the PDP context.
3)
Subsequent Handover of VCC call back from GSM CS to LTE VoIMS
The following figure shows the main steps involved in the movement of VCC call back from GSM CS to an IMS voice call over LTE.

With obvious changes, the message flow is also applicable to movement form GSM CS to IMS voice over UMTS PS.
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1, 2)
normal inter-MSC handover preparation. For this case, the BSS needs to be aware that the target cell is an LTE or UMTS cell, and for a UMTS target cell, to be able to decide whether to perform CS-CS handover or CS-PS handover.
3)
the MME retrieves its internally stored PS domain keys and sends the Handover request to the eNodeB. 

4)
the eNodeB formats the handover command and returns it to the MME. (With a UMTS nodeB, the UE is instructed to use the PS domain)
5, 6)
the MME instructs the UPE to prepare for the domain switch handover (eg by bicasting the downlink data).
7, 8)
the handover proceeds
9)
the MME instructs the UPE to use the PS domain uplink user data, and to inform the PCRF that the UE has returned.
10, 11)
old radio resources are released and the improved QoS bearer is established on the LTE side.
12)
at any time after step 8, the UE sends a re-invite to the P-CSCF, and the P-CSCF contacts the S-CSCF. This moves the user plane termination to the UE.
4) Proposals

It is proposed that 
a) the above signalling flows are added to a new key issue in TR 23.882.

b) if necessary, LSs are sent to RAN WGs (eg to discuss network or mobile controlled VCC) and/or SA 1 (eg to discuss the requirements in more detail) and/or SA 3 on the derivation of CS domain security context.
_1216813205.vsd
eNodeB


3GPP Anchor (UPE / MGW)


PCRF


MSC-S/MGW


UE


S-CSCF


MME


4) HO Required


11) Prep User Plane


7) Prepare Handover req


17) Access Update 
(for voice rule only + UPE contact address)


18) Access Update


19) Access Update Ack


2) RTP Stream (VoIP)


RTP Stream (VoIP)


Voice (TDM)


9) Prepare Handover Resp


13) HO Command


8) Normal CS Handover processing including RAN signalling


12) User plane ready


3) Measurement Report


1) Voice call = special treatment


20) Register


16b) S1-Release


The need for re-invite depends on whether the PDP session is maintained post HO.


21) Re-Invite 
(to add UPE as anchor)


10) IAM +ACM


5) Cipher Key request (IMSI)


6) CK or ‘unknown sub’


14) HO complete


15) ISUP Answer


16a) Activate User Plane


15) HO complete


P-CSCF



_1217750384.vsd
eNodeB


3GPP Anchor (UPE / MGW)


PCRF


MSC-S/MGW


UE


MME


4) S1 HO request ack


BSC


7) A HO CMD


7) HO CMD


6) Prep UP ack


8) HO complete


RTP Stream (VoIP)


Voice (TDM)


8) HO complete


10) Release


10) Release


2) Prepare Subsequent Handover req


7) Prepare Subsequent Handover Resp


5) Prep UP


12) Re-invite 
(relates to content sent to mobile)


9) Access Update 
(for voice rule only)


9) Access Update


10) Access Update Ack


9) Activate UP


1) HO required


RTP Stream (VoIP)


11) Nwk Requested Bearer (including delivery of TFT)


12) Re-Invite (updated contact details) – need to have re-invite to be able to tear down the call post hand back
 (unless there is some other means to deliver the information required from section 12.2.1.1 of RFC 3261).


3) S1 HO request


P-CSCF


S-CSCF



