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1. Introduction

This paper analyses the security of Lawful Interception (LI) and UPE location at first. Based on the analysis, it points out that it is better to locate the UPE on similar site as MME than to local it in corporate or other unsafe site but be located on similar site as MME, because the UPE in unsafe site threaten the security of LI. 

This paper introduces the LI procedures for different cases, i.e. 1) MME and UPE are combined; 2) MME and UPE are separated and SM (Session Management) locates in MME; 3) MME and UPE are separated and SM locates in UPE. It is proposed to include these LI procedures into TR23.882 as consideration when SA2 make decision about whether MME and UPE are separated or not. 
2. Security Requirements of the Lawful Interception
Lawful interception is compulsive in many countries. Lawful interception has very high security because it is involved in nation security: 

· Lawful interception information (e.g. objective Id, ADMF address, DF2 address, DF3 address, authentication parameters, etc) should be stored safely in equipment. 

· Lawful interception information should be transferred safely over interfaces between equipments. 

· Only the special O&M operator can query and change the LI information. 

· Communication equipment (e.g. MSC, SGSN and GGSN) must validate the ADMF/DF2/DF3 before executing lawful interception. 

3. UPE Location
Some companies understand that it might even be possible to locate UPE in corporate and MME in operator premises. If some UPEs locate in corporate, it can’t be avoided that these UPEs locate on an unsafe site, e.g. a rental house. These decentralized UPEs are safer than eNodeB, but more danger than MME. Centralized MME equipments always locates on safe site, e.g. telecom building. Decentralized UPEs on unsafe site threaten directly the security of LI. For example, in case that anyone UPE equipment is stolen, LI information, especially the objective ID list, will be revealed. 
Summary: From point of view of LI, UPE shouldn’t locate in corporate or other unsafe site but locate on similar site as MME.

4. Lawful Interception in SAE/LTE
This section describes lawful interception solutions and procedures for cases below:

1. MME and UPE are combined.

2. MME and UPE are separated and SM locates in MME.
3. MME and UPE are separated and SM locates in UPE.
Note: It assumes that UE has already attached to SAE/LTE in this paper. The LI procedures for the detached UE are omitted because they are similar to the procedures in this paper.
4.1 Lawful Interception when MME and UPE are combined 

ADMF, DF2 and DF3 are connected to MME/UPE. Lawful interception command is sent from ADMF to MME/UPE via X1 interface. MME/UPE reports the IRI (Intercept Related Information) event to the DF2 via X2 interface. MME/UPE forwards the CC (Content of Communication) of the objective to the DF3 via X3 interface. 
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Figure1: Lawful Interception when MME and UPE are combined
Step1:
When an objective is needed to be intercepted, ADMF sends LI Configuration Request including the objective ID and the LI parameters to MME/UPE. 

Step2:
MME/UPE stores the LI parameters for the objective and response ADMF a LI Configuration Response. 

Step3:
The objective initiates communication, for example, phone call, web browse, FTP download, etc.
Step4:
MME/UPE generates IRI events of the communication and reports the IRI events to DF2 via X2 interface. 

Step5:
MME/UPE establishes LI connection (e.g. tunnel) to the DF3 and forwards the copy of service packets to the DF3 via X3 interface, if service is activated.

4.2 Lawful Interception when MME and UPE are separated and SM locates in MME
ADMF and DF2 are connected to MME, and DF3 is connected to UPE. Lawful interception command is sent from ADMF to MME via X1 interface. MME reports the IRI event to the DF2 via X2 interface. UPE forwards the CC of the objective to the DF3 via X3 interface. 

Figure2 denotes the lawful interception procedure when MME and UPE are separated and SM locates in MME. UE has already attached to SAE/LTE in figure2 as an example. 
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Figure2: Lawful Interception when MME and UPE are separated and SM locates in MME
Step1:
When an objective is needed to be intercepted, ADMF sends LI Configuration Request including the objective ID and the LI parameters to MME. 

Step2:
MME stores the LI parameters for the objective and responses ADMF a LI Configuration Response. 

Step3:
Because UE has already attached to SAE/LTE, MME indicates the serving UPE to intercept the objective. LI parameters are transferred from MME to UPE by LI signalling. 

Step4:
The objective initiates communication, for example, phone call, web browse, FTP download, etc.
Step5:
MME generates IRI events of the communication and reports the IRI events to DF2 via X2 interface. 

Step6:
UPE establishes LI connection (e.g. tunnel) to the DF3 and forwards the copy of service packets to the DF3 via X3 interface.

Note: The serving UPE can establish LI connection (e.g. tunnel) to the DF3 after step3, because the default IP bearer has been established for the UE. Or, LI signalling is executed when the objective initiates communication. 
4.3 Lawful Interception when MME and UPE are separated and SM locates in UPE

It’s better to connect ADMF to UPE directly, because SM locates in UPE. But MME also need to report some IRI events to DF2, for example, attachment event, detachment event and TAU event, etc. MME need to be connected to DF2.

ADMF is connected to MME and UPE, DF2 is connected to MME and UPE, and DF3 is connected to UPE. Lawful interception command is sent from ADMF to MME and UPE via X1 interface. MME and UPE report the IRI event to the DF2 via X2 interface. UPE forwards the CC of the objective to the DF3 via X3 interface. 

Figure3 denotes the lawful interception procedure when MME and UPE are separated and SM locates in UPE. UE has already attached to SAE/LTE in figure2 as an example. 
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Figure3: Lawful Interception when MME and UPE are separated and SM locates in UPE
Step1:
When an objective is needed to be intercepted, ADMF sends LI Configuration Request including the objective ID and the LI parameters to MME. 

Step2:
MME stores the LI parameters for the objective and responses ADMF a LI Configuration Response. 

Step3:
ADMF also sends LI Configuration Request including the objective ID and the LI parameters to UPE. 

Step4:
UPE stores the LI parameters for the objective and responses ADMF a LI Configuration Response. 

Step5:
The objective initiates communication, for example, phone call, web browse, FTP download, etc.
Step6:
UPE generates IRI events of the communication and reports the IRI events to DF2 via X2 interface. 

Step7:
UPE establishes LI connection (e.g. tunnel) to the DF3 and forwards the copy of service packets to the DF3 via X3 interface.

Note1: The UPE can establish LI connection (e.g. tunnel) to the DF3 after step4, if the UE is attached in this UPE and the default IP bearer has been established. 

Note2: If MME generates IRI event when UE initiates communication, MME reports the IRI event to DF2.

5. Conclusion

In order to improve the security LI, UPE shouldn’t locate in corporate or other unsafe site but locate on similar site as MME. If MME and UPE are combined, the lawful interception is simplest. If MME and UPE are separated and SM locates in UPE, the lawful interception is most complex, because MME and UPE must provide X1 and X2 interfaces. 
From point of view of LI, combined MME/UPE is proposed. If separated MME and UPE are accepted in SA2 at last, it is better locating SM in MME. 
6. Proposal
It is proposed to include these LI procedures into TR23.882 as consideration when SA2 make decision about whether MME and UPE are separated or not. 
**** Start of 1st set of changes ****

Annex H: Signalling charts for combined or separated MME and UPE

This Annex presents information flows of SAE procedures that demonstrate on a high level the differences between alternative function allocation to MME and UPE and whether the MME and UPE are grouped or separated with an open interface.
Editor’s note: These information flows are work-in-progress and details and principles need to be clarified for each alternative for performing the final comparison and decision.

The information flows presented here only serve as illustrations of the principal differences between the proposed alternatives to support the comparison and selection of specific functional grouping and allocation of functions to functional entities. The information flows need to provide sufficient level of details to enable identification of main differences and thereby identifying the questions that need to be answered. It is not intended to develop the final information flows in this annex.

These draft information flows are shown for the following alternatives:

A. Combined MME/UPE.

B. Separate MME and UPE with control signalling mostly via the MME, and session and context management in MME.

C. Separate MME and UPE with control signalling via the MME or the UPE, and session and context management only in UPE.
For alternative A, the flows are adopted from the related key issue solution descriptions of this document where the MME/UPE is shown as a combined entity. Therefore they may lack details and may not be completely according to the views of the companies supporting alternative A.

The following non-exhaustive list of procedures are described, and other procedures can be added later on:

1. Attach including default bearer handling

2. TA Update without MME or UPE change
Note: Procedure has not been proposed for alternative A.

3. Inter eNB Handover in LTE_ACTIVE mode (intra MME and intra UPE)
Note: Various other procedures have been proposed where the MME and/or UPE are also relocated, but they are not shown here in order to simplify the discussions.
4. Inter 3GPP Handover between pre-SAE/LTE and SAE/LTE accesses in LTE_ACTIVE mode
Note: Procedures have not been proposed for alternatives B and C. Several procedures have been proposed for alternative A.
5. Paging and Service Request
6. Establishment of Dedicated Bearers
Note: Only the main preferred signalling chart is shown for each alternative, although further procedures may also be supported.

7. Inter MME and/or inter UPE change, including support for service continuity
Note: This procedure addresses an architecture requirement.
8. Lawful interception
Note: These procedures assume that UE has already attached to SAE/LTE. The LI procedures for the detached UE are similar to these procedures.
**** End of 1st set of changes ****
**** Start of 2nd set of changes ****

H.7
Inter MME and/or inter UPE change, including support for service continuity

TBD

Figure H.7.1: Alternative A
TBD

Figure H.7.2: Alternative B
TBD

Figure H.7.3: Alternative C
H.8
Lawful Interception
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Figure H.8.1: Alternative A
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Figure H.8.2: Alternative B
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Figure H.8.3: Alternative C
**** End of 2nd set of changes ****
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