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Abstract of the contribution:

This paper proposes further details on Alternative A (Mobile IP) for mobility between 3GPP and non-3GPP systems. It focuses on the following:

· Means for ensuring that the UE is at home in MIP sense when using a 3GPP RAT;
· Mobility between SAE/LTE and WLAN 3GPP IP Access;
· Mobility between SAE/LTE and WLAN Direct IP Access.
This proposal is in line with Nortel’s preferred functional grouping discussed in a companion paper for this meeting [1].

1. Ensuring that UE is at home in MIP sense
The basic assumption for this section is that the MIP HA is collocated with the UPE. This allows for the UE to feel at home in MIP sense when using the 3GPP radio (refer also to Section E.3.1 in Annex E).

If this is the case, then there is no need for MIP tunnelling and, therefore, there are no issues regarding the additional overhead over the 3GPP radio. With this approach it is also unnecessary to have a MIP4 FA functionality in the UPE.
If the UE initiates the MIP session on a 3GPP radio, it will normally be directed towards a collocated UPE/MIP_HA and be made “at home” in MIP sense.

However, if the MIP session is initiated from a non-3GPP system, then there is no guarantee that the UE can be made “at home” after moving under 3GPP coverage. Indeed, when associating with a UPE in the SAE system, the original MIP HA may not be collocated with this UPE, which then leads to additional overhead over the 3GPP radio.
It is possible to cope with the additional overhead in the following ways:
· By having a MIP4 FA functionality in the UPE (works only for MIP4), or

· By relying on header compression and/or removal techniques in the SAE/LTE system (applicable to both co-CoA MIP4 and MIP6).
Another possibility is to ensure that the UE connects to the right UPE i.e. the one which is collocated with the MIP HA. In order to achieve this, an additional parameter (e.g. “AGW id”) would have to be conveyed via the MIP protocol identifying the collocated UPE.
2. Mobiity with WLAN 3GPP IP Access
In the general case the PDG function is not collocated with the MIP HA and connects to it across the S2 reference point. According to Nortel’s preferred functional grouping (see [1]), S2 is identical to S8 and corresponds to a MIP tunnel, as depicted in Figure 1.
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Figure 1. Mobility between SAE/LTE and WLAN 3GPP IP Access (stand-alone PDG)
Standard MIP is used then for mobility between WLAN 3GPP IP Access and SAE/LTE as depicted in Figure 1. UE1 and UE2 in the figure illustrate the non-roaming and roaming case, respectively. As explained in Annex E, the PDG may include a FA functionality in case of MIP4.
Depicted in Figure 2 is the case when the PDG is collocated with the combined UPE/MIP_HA. In this case it is possible to make the UE always at home, regardless of whether it connects through a 3GPP radio or through a WLAN.
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Figure 2. Mobility between SAE/LTE and WLAN 3GPP IP Access (collocated PDG)
However, in order to ensure that the UE always retrieves the UPE or PDG which are collocated with the MIP HA, it is necessary again to convey the “AGW id” parameter within the MIP protocol, identifying the right gateway (i.e. UPE or PDG).
Note that the proposed mechanism does not work for roaming because the UE-PDG IPsec tunnel in this case would cross the roaming boundary which would prevent Lawful Intercept in the VPLMN.

3. Mobility with WLAN Direct IP Access
WLAN Direct IP Access is usually perceived as direct access to the Internet, but the truth is that it allows the UE to access the locally connected IP network. This local network can also be the operator’s private network. In case the hotspot is geographically distant from the operator’s private network, it can virtually be made part of the operator’s private network via standard means (e.g. site-to-site secure tunnels).
With such an approach the MIP HA is not exposed to security attacks from the Internet. The UE uses MIP in co-CoA mode i.e. the S2 reference point in this case connects the MIP HA to the UE.
In order to ensure that the UE always retrieves the UPE which is collocated with the MIP HA, it is necessary again to convey the “AGW id” parameter within the MIP protocol, identifying the right UPE.
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Figure 3. Mobility between SAE/LTE and WLAN Direct IP Access
Potential issue with this approach is the lack of encryption on the WLAN radio at IP level. It can be solved by using 802.11i enhanced security architecture for 802.11 WLANs [2] which allows for dynamic generation of a shared secret during the process of user authentication, as well as a means for secure distribution of this key to the UE. The ciphering then takes place at 802.11 MAC/PHY level, between the UE and the 802.11 access point.
Note that this configuration works only in non-roaming cases, as it is unrealistic to have pre-established secure tunnels to all the hotspots of one’s roaming partners.

4. Proposal

It is proposed to agree the solutions described in this paper for inclusion in the TR (Section 7.8.3). The text proposal is provided in an annex of the present paper.
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ANNEX: Text Proposal based on Section 1, 2 and 3 of this paper

7.8.3.2
Alternative solution A 

One example of IP layer solution is based on mobile IP. For example, application of Mobile IP for handover between interworking WLAN and GPRS is described in Annex E.

7.8.3.2.1 Ensuring that UE is at home in MIP sense
The basic assumption for this section is that the MIP HA is collocated with the UPE. This allows for the UE to feel at home in MIP sense when using the 3GPP radio (refer also to Section E.3.1 in Annex E).

If this is the case, then there is no need for MIP tunnelling and, therefore, there are no issues regarding the additional overhead over the 3GPP radio. With this approach it is also unnecessary to have a MIP4 FA functionality in the UPE.

If the UE initiates the MIP session on a 3GPP radio, it will normally be directed towards a collocated UPE/MIP_HA and be made “at home” in MIP sense.

However, if the MIP session is initiated from a non-3GPP system, then there is no guarantee that the UE can be made “at home” after moving under 3GPP coverage. Indeed, when associating with a UPE in the SAE system, the original MIP HA may not be collocated with this UPE, which then leads to additional overhead over the 3GPP radio.

It is possible to cope with the additional overhead in the following ways:

· By having a MIP4 FA functionality in the UPE (works only for MIP4), or

· By relying on header compression and/or removal techniques in the SAE/LTE system (applicable to both co-CoA MIP4 and MIP6).

Another possibility is to ensure that the UE connects to the right UPE i.e. the one which is collocated with the MIP HA. In order to achieve this, an additional parameter (e.g. “AGW id”) would have to be conveyed via the MIP protocol identifying the collocated UPE.

7.8.3.2.2 Mobility with WLAN 3GPP IP Access
In the general case the PDG function is not collocated with the MIP HA and connects to it across the S2 reference point. S2 is identical to S8 and corresponds to a MIP tunnel, as depicted in Figure X1.
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Figure X1. Mobility between SAE/LTE and WLAN 3GPP IP Access (stand-alone PDG)
Standard MIP is used then for mobility between WLAN 3GPP IP Access and SAE/LTE as depicted in Figure X1. UE1 and UE2 in the figure illustrate the non-roaming and roaming case, respectively. As explained in Annex E, the PDG may include a FA functionality in case of MIP4.

Depicted in Figure X2 is the case when the PDG is collocated with the combined UPE/MIP_HA. In this case it is possible to make the UE always at home, regardless of whether it connects through a 3GPP radio or through a WLAN.
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Figure X2. Mobility between SAE/LTE and WLAN 3GPP IP Access (collocated PDG)
However, in order to ensure that the UE always retrieves the UPE or PDG which are collocated with the MIP HA, it is necessary again to convey the “AGW id” parameter within the MIP protocol, identifying the right gateway (i.e. UPE or PDG).

Note:  the proposed mechanism does not work for roaming because the UE-PDG IPsec tunnel in this case would cross the roaming boundary which would prevent Lawful Intercept in the VPLMN.

7.8.3.2.3. Mobility with WLAN Direct IP Access
WLAN Direct IP Access allows the UE to access the locally connected IP network. This local network can also be the operator’s private network. In case the hotspot is geographically distant from the operator’s private network, it can virtually be made part of the operator’s private network via standard means (e.g. site-to-site secure tunnels, as depicted in Figure X3).

With such an approach the MIP HA is not exposed to security threats from the Internet. The UE uses MIP in co-CoA mode i.e. the S2 reference point in this case connects the MIP HA to the UE.
In order to ensure that the UE always retrieves the UPE which is collocated with the MIP HA, it is necessary again to convey the “AGW id” parameter within the MIP protocol, identifying the right UPE.
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Figure X3. Mobility between SAE/LTE and WLAN Direct IP Access
Potential issue with this approach is the lack of encryption on the WLAN radio at IP level. It can be solved by using 802.11i enhanced security architecture for 802.11 WLANs [2] which allows for dynamic generation of a shared secret during the process of user authentication, as well as a means for secure distribution of this key to the UE. The ciphering then takes place at 802.11 MAC/PHY level, between the UE and the 802.11 access point.

Note that this configuration works only in non-roaming cases, as it is unrealistic to have pre-established secure tunnels to all the hotspots of one’s roaming partners.

3GPP

SA WG2 TD


_1205050571.ppt
S1

Gi

Op.

IP 

Serv. 

(IMS, 

PSS, 

etc…)

Wu

MIP HA

Evolved RAN

HPLMN

EPC

MME/UPE

Rx+

PCRF

S7

WLAN Access Network

(incl. WAG)

PDG

UE

Wp



Nortel Corporate Presentation





© 2004 Nortel 








_1205050991.ppt
S1

Gi

Op.

IP 

Serv. 

(IMS, 

PSS, 

etc…)

S2 (MIP)

MIP HA

Evolved RAN

HPLMN

EPC

MME/UPE

Rx+

PCRF

S7

WLAN Access Network

SeGW

SeGW

aggr. secure tunnel

UE











Nortel Corporate Presentation





© 2004 Nortel 








_1205050399.ppt
Visited EPC

S1

Gi

Op.

IP 

Serv. 

(IMS, 

PSS, 

etc…)

S2 (MIP)

MIP HA

S8 (MIP)

WLAN 3GPP IP Access

Evolved RAN

VPLMN

HPLMN

Home EPC

MME/

UPE

PDG

Rx+

hPCRF

S7

S9

vPCRF

S7

UE 2

WLAN 3GPP IP Access

PDG

UE 1

S2 (MIP)



Nortel Corporate Presentation





© 2004 Nortel 








