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1
Introduction

This contribution discusses the pros and cons of architecture alternatives in the context of security, especially ciphering and integrity protection termination between UE and eNodeB (BS) or access gateway (aGW). The impacts are not limited to security, but also extend to performance in the UE, network elements, and last mile, as well as the capability of utilizing any type of functionality that depends in L3 information, i.e. capability of using IP access networks. Dependencies exist between security and QoS, header compression and mobility mechanisms.
The working assumption of the architecture with two user plane nodes as presented in [3] is assumed, and the document follows the RAN - CN functional allocation presented in [1] as well as the previous Nokia contribution on Security architecture alternative with a flat evolved access network [2]. This contribution then proposes related modifications to TR 23.882 [4].

2
Discussion

In addition to security management mechanisms, access security consists of capability to protect control plane (CP) and user plane (UP) in one dimension, and the means to do that by terminating security associations in BS or aGW in another dimension. The security association may encompass at one layer or another all of the particular traffic, or only the relevant parts within it. The concepts of Home Environment (HE) and Serving Network (SN) are also used in the contribution.

The architecture alternatives are as follows:

1. Termination in BS: UP integrity protection and ciphering, and RAN CP integrity protection and ciphering terminated in BS. CN CP integrity protection and ciphering terminated in aGW.

2. Split UP termination: RAN CP integrity protection and ciphering terminated in BS. CN CP integrity protection and ciphering terminated in aGW. Mandatory UP integrity protection terminated in BS for bulk traffic and in aGW for negotiated flows. UP ciphering optionally terminated in aGW or BS.

3. Termination in aGW: RAN CP integrity protection and ciphering terminated in BS. UP integrity protection and ciphering, and CN CP integrity protection and ciphering terminated in aGW.

The pros and cons of the architecture alternatives are summarized in Appendix A, and the conclusions are drawn in Appendix B. The first architecture alternative, as described in Appendix C, is preferred for the following reasons:

1. The choice needs to be made with knowledge that each alternative has advantages and disadvantages.

2. The first alternative is compatible with high performance and reduced cost structure objectives through utilization of IP protocols by IP aware access network, while addressing security as a combination of minimum common access security and additional protection based on varying application specific needs.

3. The second alternative has not been presented in SAE before and is not mature enough for consideration.

4. The third alternative provides better access security for user data, but requires add-on mechanisms for L3 functionality already available from underlying IP access networks, restricting system evolution potential.

3
Proposal

It is proposed to modify TR23.882 [4] as follows:

**** Start of 1st set of changes ****

7.x
Key Issue Security

7.x.1
Description of Key Issue Security

The security in access networks comprises features that prevent or mitigate threats at a sufficient level considering the likelihood and severity of the threat consequences, and the cost due to the features in terms of restrictions to the system capabilities such as performance of system complexity. The features include e.g. security management, protection of RAN signalling, protection of CN signalling, and protection of user plane traffic such as managed IMS services and bulk user data.

Documents describing the security objectives, requirements and features for existing 3GPP system architecture include documents such as TS 33.120 (Security principles and objectives for Release 4), TS 21.133 (Security Threats and Requirements for Release 4), and TS 33.102 (Security architecture for Release 6). It is still open whether these will be need to be updated due to the IP optimized and packet only design of the evolved system.

The security can be understood to address the following high-level targets:

1. Minimization of fraud by admission control and capability to charge for traffic.

2. Ensuring that charging is correct so that bills cannot be contested.

3. Protection of end user privacy, in particular for identity related information.

4. Prevention of malicious or unintended degradation or denial of service.

5. Providing lawful interception capability to authorities.

7.x.2 
Solution for key issue Security

· Security features shall not prevent utilization of IP protocols and IP header information in the Serving Network (SN) network elements.

· Subscriber credentials shall be visible to the Home Environment (HE) and shall not be visible to the SN.

· HE shall send SN specific and UE specific key material to the SN after successful subscriber authentication and authorization.

· HE network elements, SN network elements at the edge of the network (Evolved NodeB, or BS) and/or at the core of the network (Access Gateway, or Serving Gateway), and UE shall be able to derive new key material from existing key material.

· Key management shall ensure independence of key material used for security associations with the UE by the SN network elements terminating the security associations.

· Mutual authentication between UE and one or more of the SN network elements performing admission control shall be possible by the use of shared key material that they have acquired independently.

· UE and the SN network elements terminating the security associations shall be able to filter packets not protected with a valid CK or IK.

· Signalling traffic shall be protected with security associations between the signalling end points.

· SN network elements at the edge of the network (Evolved NodeB, or BS) and at the core of the network (Access Gateway, or Serving Gateway) shall be able to terminate security associations and maintain related key material.

· Routing or switching nodes between the edge of the network (Evolved NodeB, or BS) and at the core of the network (Access Gateway, or Serving Gateway) shall not need to be able to terminate security associations or maintain related key material.

· Services may use application level security to provide confidentiality and integrity protection for user data.

7.x.3
Impact on the baseline CN Architecture

The SN network elements at the core of the network (Access Gateway, or Serving Gateway) need to support derivation of new key material from existing key material. The termination of ciphering and integrity protection for RAN and CN signalling and user plane data may need to be relocated to the core of the network (Access Gateway, or Serving Gateway).

7.x.4
Impact on the baseline RAN Architecture

The SN network elements at the edge of the network (Evolved NodeB, or BS) may need to support derivation of new key material from existing key material. The termination of ciphering and integrity protection for RAN and CN signalling and user plane data may need to be relocated to the edge of the network (Evolved NodeB, or BS) and/or to the core of the network (Access Gateway, or Serving Gateway).

7.x.5
Impact on terminals used in the existing architecture

UE needs to support derivation of new key material from existing key material.
**** End of 1st set of changes ****

It is proposed to modify TR23.882 [4] section 7.3., “Table 1: RAN-CN functional split” as follows:

**** Start of 2nd set of changes ****

	Location:

High-level Function:
	RAN
	CN
	Comments

	Attach, Subscriber & Key Management, Authentication and Authorisation
	
	
	

	    - Long term credentials
	
	X
	Stored in AAA home server and used for e.g. initial access authentication.

	    - Control over local key management
	
	X
	UE and CN node (i.e. aGW) create BS specific session keys based on initial authentication. BS cannot create a session key for another BS.

	    - Ciphering and integrity key generation for RAN
	X
	
	BS creates fresh ciphering and integrity protection keys with UE from the BS specific session key.

	Integrity protection terminating in UE 
	
	
	

	    - For user plane data
	-
	-
	As yet, not required to be provided by the “access system”.

	    - For CN signalling
	
	X
	Between UE and first CN node.

	    - For RAN signalling
	X
	
	

	Ciphering terminating in UE
	
	
	

	    - For generic user plane data
	X
	-
	Universal IP packet ciphering over radio terminated in BS. I.e. end-to-end security for confidential data.

	    - For application specific user plane data
	
	If needed
	Optional application level ciphering terminated outside BS.

	    - For CN signalling
	-
	If needed
	The requirements for CN signalling encryption need to be clarified.

	    - For RAN signalling
	If needed
	
	The requirements for RAN signalling encryption need to be clarified.


**** End of 2nd set of changes ****
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APPENDIX A

The pros and cons of architecture options are highlighted in the following tables.

	1.Termination in BS
	2.Split UP termination
	3.Termination in aGW

	+ subscriber credential visibility only in HE
	+ subscriber credential visibility only in HE
	+ subscriber credential visibility only in HE

	+ aGW control over key management
	+ aGW control over key management
	++ aGW control over key management. aGW distributes only BS RAN CP keys

	+ key independence between BSs
	+ key independence between BSs
	++ key independence between BSs. Need only independent BS RAN CP keys.

	- RAN signalling keys in BS if tampered
	- RAN signalling keys in BS if tampered
	- RAN signalling keys in BS if tampered

	+ no CN signalling keys in BS if tampered
	+ no CN signalling keys in BS if tampered
	+ no CN signalling keys in BS if tampered

	- UP keys in BS if tampered
	+ only low value UP keys in BS if tampered
	++ no UP keys in BS if tampered

	-- aGW distributes UE, BS keys to BS
	- aGW distributes some UE, BS keys to BS
	+ aGW distributes only BS RAN CP key

	++ aGW distributes keys only to BSs.
	- aGW distributes some keys both to BSs and aGW
	- aGW distributes some keys both to BSs and aGW

	+ proactive or reactive session keys context HO (less signalling with aGW)
	+ proactive or reactive session keys context HO (less signalling with aGW)
	++ proactive or reactive session keys context HO (RAN CP). UP protection keys in aGW remain the same. No need for the UE to change the UP protection keys.

	+ dynamic SKC update
	+ dynamic SKC update
	+ dynamic SKC update (RAN CP keys only) 

	++ common radio ciphering for CP and UP
	-- SPDs for splitting UP termination
	- SPD for splitting CP and UP termination

	++ flow admission control before backhaul
	- flow admission control split across backhaul
	-- flow admission control after backhaul


Table 1: Pros and cons for authorization, key management and control.

	1.Termination in BS
	2.Split UP termination
	3.Termination in aGW

	+ integrity protection prevents deception and disruption
	+ integrity protection prevents deception and disruption
	+ integrity protection prevents deception and disruption

	+ ciphering additionally prevents disclosure, including confidentiality of subscriber identity information
	+ ciphering additionally prevents disclosure, including confidentiality of subscriber identity information
	+ ciphering additionally prevents disclosure, including confidentiality of subscriber identity information

	+ BS can process all traffic with the same radio ciphering block
	- BS separates RAN signalling from ciphered or integrity protected IP traffic
	- BS separates RAN signalling from ciphered IP traffic


Table 2: Pros and cons for RAN signalling in BS.

	1.Termination in BS
	2.Split UP termination
	3.Termination in aGW

	+ ciphering prevents deception, disruption, disclosure, including confidentiality of subscriber identity information
	+ ciphering prevents deception, disruption, disclosure, including confidentiality of subscriber identity information
	+ ciphering prevents deception, disruption, disclosure, including confidentiality of subscriber identity information

	+ bogus traffic dropped in BS
	- bogus traffic dropped in aGW
	- bogus traffic dropped in aGW

	- redundant crypto in BS and UE
	- no redundant crypto in BS and UE
	- no redundant crypto in BS and UE


Table 3: Pros and cons for CN signalling in aGW.

	1.Termination in BS
	2.Split UP termination
	3.Termination in aGW

	+ HC and flow filter support in BS only 
	- HC and flow filter support in BS and aGW
	++ HC and flow filter support in aGW only 

	++ one-hop HC load distributed to BSs
	+ mixture of one-hop HC load distributed to BSs and multi-hop HC in centralized aGW
	-- multi-hop HC problem and load in centralized aGW

	++ flow filter load distributed to BSs
	+ flow filter load distributed to BSs and aGW
	-- flow filter load in centralized aGW

	- radio layer ciphering for all traffic in UE and BS
	++ IP layer crypto for some traffic in UE and aGW, radio layer integrity in UE and BS
	+ IP layer crypto for all traffic in UE and aGW, radio layer integrity in UE and BS

	++ last mile utilization if UP recompressed in BS. No increased headers because of security.
	+ last mile utilization by differential security 
	- last mile SA tunnel and retransmission overhead

	- all BS ciphering state restart after HO
	- BS ciphering state restart after HO
	+ ciphering state remains after HO, except for RAN CP.

	+ header protection for ID, location privacy (all traffic)
	- header protection for confidential traffic (selected traffic)
	+ header protection for ID, location privacy (all traffic)

	++ full IP and flow awareness in BS for QoS
	+ some IP and flow awareness in BS for QoS
	- no IP and flow awareness in BS for QoS

	- no compromise of security for performance for applications
	+ authorized applications can compromise security of UL/DL UP traffic for performance
	- no compromise of security for performance for applications

	+ confidentiality for all traffic over radio for ignorant users, applications
	- disclosure of UL/DL UP traffic possible over last mile and radio for authorized applications
	++ confidentiality for all traffic over last mile and radio for ignorant users, applications

	- application level security or re-encryption with BS-aGW SA needed for confidentiality over unsecure last mile links
	+ application level security or application choice of network access security needed for confidentiality over unsecure last mile links
	++ inherent support for confidentiality over unsecure last mile links

	- UP traffic visible in BS if tampered (assuming no application level security)
	+ only low value UP traffic in BS if tampered (assuming no application level security)
	++ no UP traffic visible in BS if tampered

	++ no UE security awareness needed
	- traffic class security level support in UE
	+ only CP/UP level UE security awareness


Table 4: Pros and cons for UP traffic.

Table 5 below compares the three architecture options with IMS (application level) security for UP and CP. Note that IMS UP protection should be standardized for this to be possible. There are two alternatives for securing UP for IMS. In the end-to-end (e2e) security alternative, an IMS GW would create keys and deliver them to the UEs, therefore supporting lawful interception but having issues with legacy support. In the end-to-middle (e2m) security alternative, UEs in an evolved access would use UP protection up to the IMS GW whereas UEs in other 3GPP or compatible accesses could use IMS as currently, without UP protection. Lawful interception would be done with the IMS GW as in the first alternative.

	1.Termination in BS
	2.Split UP termination
	3.Termination in aGW

	++ no redundant ciphering and/or integrity protection on the backhaul or last-mile
	- partial redundant integrity protection on last-mile
	-- redundant ciphering and/or integrity protection on the backhaul or last-mile

	- some headers are visible in the BS and last-mile
	- some headers are visible in the BS and last-mile
	+ headers are not visible in the BS or last-mile


Table 5 Pros and cons with IMS UP protection.

Table 6 below compares the architecture and IMS UP security solution alternatives. Architecture option 3 is assumed to utilize the IMS without UP protection, and alternatives 1 and 2 with IMS UP protection. This is the most probable scenario with these architectural alternatives.

	1.Termination in BS
	2.Split UP termination
	3.Termination in aGW

	++ e2e security with UP encryption and/or integrity protection with IMS
	++ e2e security with UP encryption and/or integrity protection with IMS
	-- no e2e security for IMS UP. Hop-by-hop security requires decryption+encryption of the same packet in multiple nodes.

	- requires UP encryption support for IMS
	- requires UP encryption support for IMS
	+ no support for IMS UP encryption needed (if CN is secure after aGW)

	+ does not require secure network between aGW and IMS elements
	+ does not require secure network between aGW and IMS elements
	- requires secure network between aGW and IMS elements

	++ IMS security is not dependent on hop-by-hop security
	++ IMS security is not dependent on hop-by-hop security
	-- IMS security is dependent on hop-by-hop security

	++ IMS security is not dependent on the security of the UP network elements
	++ IMS security is not dependent on the security of the UP network elements
	-- IMS security is dependent on the security of the UP network elements

	+ no redundant ciphering and/or integrity protection on the backhaul or last-mile
	- partial redundant integrity protection on last-mile
	+ no redundant ciphering and/or integrity protection on the backhaul or last-mile

	- some headers are visible in the BS and last-mile
	- some headers are visible in the BS and last-mile
	+ headers are not visible in the BS or last-mile


Table 6 Pros and cons with IMS UP protection for alternatives 1 and 2.

APPENDIX B

The conclusion from the tables is that there are advantages and disadvantages for each of the architecture alternatives. The second alternative, composed of features adopted from the other two alternatives, has not been previously presented in SAE and is not yet known to a level of detail needed in decision-making. The difference between the remaining alternatives is that while the third alternative provides better access security for UP data by categorically forcing the encryption to take place in the central access gateway, it removes the possibility of locating L3 functionality to network elements beyond the gateway without resorting to costly add-on mechanisms that redundantly perform functionality already provided by underlying IP networks, which seriously compromises system evolution also in the future. The first alternative supports the overall system evolution goal of providing high performance with a reduced cost structure through utilization of IP protocols by IP aware BSs and access network, while also addressing the security issues in a more modular approach that consists of means such as distributed security management, protection of control plane traffic, ciphering of user plane traffic on radio link, and application level security for sensitive user data.

The first alternative allows the SAE access to be made competitive and scalable for future requirements while still improving the security of managed services compared to that provided by 2G and 3G systems by terminating UP ciphering and integrity protection in the BS, and additionally utilizing application level security in the form of UP protection with IMS for call sessions and other IMS based managed services.

Compared to the above, the third alternative provides mandatory ciphering all the way to the aGW for all UP traffic. This requires significant processing power in the aGW but still requires the extension of key management to the BS for ciphering and integrity protection of RAN CP traffic. The centralized processing load would reduce the number of BSs that a single aGW can serve, and therefore increase the frequency inter-aGW handovers depending on load distribution mechanisms and geographical locations of the aGWs, making it less scalable. The second alternative would merely provide integrity protection all the way to the aGW for UP traffic that is not secured by applications, at the cost of considerable additional management and control complexity.

For bulk data, it is sufficient to terminate ciphering in the BS as proposed in the first alternative, without performing redundant encryption and decryption in subsequent access network elements. Assuming IMS support for UP protection for more valuable managed IMS services is justified since such an upgrade is required in any case in order to bring IMS up to date with comparable and competing Internet services. VPN and other mechanisms at higher layers are feasible for protecting sensitive unmanaged services and content.

Compared to the above, using application level security (IMS UP protection, VPNs, secure web services etc.) with the third alternative introduces heavy processing overhead in the evolved access for the small added capability of mitigating the threat of packet injection and modification of bulk data in the last-mile through filtering of packets in the aGW based on its security association with the UE. The second alternative with optional encryption and mandatory integrity protection in the BS scales better from processing perspective since it does not introduce double encryption on the radio link, but leaves the outer headers of bulk traffic visible on the radio link and may perform redundant integrity protection.

Following the Internet model where application security is used for services requiring confidentiality and integrity protection, complemented with ciphering over the radio link to hide header information and protect the access network behind the BSs, leaves only two security issues in the first alternative: a possible location privacy problem in the last-mile of the evolved access, i.e. between the BSs and aGW, and a BS hijacking attack.

Location privacy is not a serious problem in the last-mile because the addresses visible in headers (but not on the radio link) cannot be easily mapped into subscriber identities due to disconnect between temporary local addresses between different parts of the access network, between local and home addresses, and between temporary home addresses and subscriber identifiers. Furthermore, the protection of CP separately from the UP and the difficulty of monitoring multiple links in switched networks reduce the benefit and increase the cost of an attack. The attacker would have to perform a distributed attack (i.e. hijacking and/or getting control of multiple access network elements and following the L2 and/or L3 identities) just for being able to follow the movement of a single temporary IP address within the evolved access. If this attack would become a concern the internal addresses could be changed periodically.

The BS hijacking attack is a threat for all the three architecture alternatives, although less serious for the third one. Regarding the first alternative, an assessment of what the attacker stands to gain reveals that the effort required of the attacker is not justified t oa degree that would make the attack serious. The confidentiality of services is not compromised due of end-to-end application level security, which also applies in nodes beyond the BS. Regarding managed IMS services, there is functionality outside the access network elements that also monitors the traffic and consequently mitigates threats against charging. In order to protect the other traffic, the system can be built in such a way that packet counters in the UE and the BSs are reported to the aGW, which would then be able to detect packet injection attack in the evolved access by comparing the reports to its own counters. This would transform an attempt to masquerade and steal e.g. bulk data service into a degradation of service attack. For flat rate bulk data service this is the case even without such a counter synchronization mechanism.

The SKC concept, where the session keys are bound to the BS identity and the master key for BS specific keys is stored only in the UE and the aGW, additionally provides mutual authentication between the UE and the BS. It makes the BSs cryptographically separate, meaning that even if an attacker would manage to hijack a BS it would not be able to leverage that success to another BS. The capability of the attacker to intercept a session is therefore limited to the part of the session while the UE is connected via the single compromised BS. The SKC concept also mitigates the false BS attack.

Thus we can conclude that the threat of a hijacked BS is addressed because:

· DiffServ QoS is used for both bulk and service sessions. For bulk data, capped flat rate best effort seems to be sufficient, and this limits charging implications.

· Complementing radio link ciphering with application level security and packet filtering in the aGW expands access security into a layered defense with multiple layers of security boundaries.

· BS does not contain long-term keys. It does not share keys with other BSs, and cannot derive or create keys for other BSs. Every BS has different shared keys with the aGW. Thus, the benefit of hijacking one BS is minimal for the attacker. For example, an attacker cannot leverage its possession of a BS key into creating new BS keys, because the aGW would immediately detect this. However, an attacker is in theory able to completely replace the BS. With separate session keys for every BS and UE, the target BS is able to authenticate the context transfer requests from other BSs (because the UE can sign them using the key of the target BS). Therefore, a hijacked BS can impersonate neither context transfer messages, nor location updates to the aGW.

· Packet injection in the BS and on the last-mile is detectable utilizing coordinated packet counters between UE, BS, and aGW. The CP SAs between the nodes are used to guarantee correct transmission of reports. For example, if the hijacked BS would use the UE’s session keys and inject packets by attempting to masquerade as the UE, this would be detected by the aGW because of the difference between reports from the UE and the aGW on one hand, and the report from the BS on the other hand. Another alternative for protection against attacks is to apply BS-aGW security association on potentially insecure last-mile links in a case-by-case manner, but this does not require standardization.

· If the attacker modifies packets instead of injecting additional ones, a sufficient level of tamper resistance is required in the BS. Despite detection, service quality would be affected.

· Hijacking a BS does not allow an attacker to hijack UE sessions protected at the application level, or sessions between the UE and the aGW. It does not allow an attacker to hijack sessions through another BS, or UE sessions moving to a different BS.

· Initial access authentication signaling is handled transparently and without state in the BS, which makes it possible to change BS while access authentication is in progress, and therefore support connectivity for UEs that are moving with a high physical velocities. The access authentication is also protected against man-in-the-middle attacks through the use of e.g. AKA authentication method. This prevents the hijacked BS to steal the Master Key (located in the UE and in the aGW) that is used to derive keys for all the BSs.

· False or man-in-the-middle BS attack is mitigated with mutual authentication between BS and UE, based on BS specific session keys bound to the BS identity and the master session key, and stored only in the UE and the aGW.
The existing security threats evaluation document TS 21.133 does not differentiate between security requirements of packet based user data types, in particular those of managed IMS services and bulk data. The evolved system is designed for purely packet-based access instead of CS bearers, which should be reflected in TS 21.133.

APPENDIX C

The functionality of the first architecture alternative can be described as follows.

Home Environment (HE)

· Exchange with UE to create Master Session Key (MSK).

· Derivation from MSK, and maintenance of aGW specific Master Key (MK) using identity of interrogating aGW.

· Sending of MK to aGW over persistent SA between the relevant HE node (e.g. AAA home server) and aGW (only needed during initial access authentication or re-authentication procedures).

· Sending of MK to UE over persistent SA between the relevant HE node (e.g. AAA home server) and UE (only needed during initial access authentication or re-authentication procedures).

Access Gateway (aGW)

· Reception from HE, and maintenance of MK.

· Derivation from MK, and maintenance of Ciphering Key (CK) and Integrity protection Key (IK) for CN signalling.

· Derivation from MK of BS specific Session Keys (SK) from MK using BS identities, separately for each UE.

· Creation and maintenance of UE specific SK Contexts (SKC) containing SKs encrypted with persistent aGW-BS CP CKs, with SKC contents aligned with tracking areas.

· Sending of UE specific SKC to BS upon successful subscriber authorization.

· Sending of SKC updates to BS upon BS request (reactively) or alternatively when aGW notices that BS requires SKC updates (proactively).

· Filtering of packets from UE to aGW that are not protected with a valid CK or IK.

· CN signalling is treated independently, or as IP traffic with separation from UP traffic at SPD/SAD level.

· Filtering of packets from BS to aGW that are not protected with a valid CP CK, or UP CK (operator deployment option).

· Routing of UP traffic.

· Security Associations for UP traffic transparent to aGW.

· Integrity protection and ciphering done at application level.

· Accounting for charging if needed.

ENodeB (BS)

· Reception from aGW, and maintenance of SKC. Acquiring SK by decrypting the relevant part of SKC.

· Derivation from SK, and maintenance of CK and IK for RAN signalling.

· Derivation from SK, and maintenance of CK and IK for UP traffic, or use of CK and IK for RAN signalling also for UP traffic.

· Authentication of UE based on BS specific SK.

· Filtering of packets from UE to BS that are not protected with a valid CK or IK.

· Filtering of packets from aGW to BS that are not protected with a valid CP CK, or UP CK (operator deployment option).

· Filtering of packets from UE to destinations other than aGW that are not protected with a valid CK or IK.

· Re-encryption of UP traffic with UP CK to aGW (operator deployment option).

· Integrity protection and/or ciphering of UE traffic in radio layer cipher block.

· Integrity protection and/or ciphering of RAN signalling.

· Integrity protection and ciphering of UP traffic.

· CN signalling is treated independently, or as IP traffic with redundant integrity protection and ciphering in radio layer.

· BS design uses trusted computing principles to prevent tampering and provide intrusion detection.

User Equipment (UE)

· Exchange with HE to create Master Session Key (MSK).

· Derivation from MSK, and maintenance of aGW specific MK using identity of interrogating aGW (only needed during initial access authentication or re-authentication procedures).

· Derivation from MK, and maintenance of BS specific SK using detected BS identity.

· Authentication of BS based on SK (separately for each BS).

· Derivation from MK, and maintenance of CK and IK for CN signalling.

· Derivation from SK, and maintenance of CK and IK for RAN signalling.

· Derivation from SK, and maintenance of CK and IK for UP traffic, or use of CK and IK for RAN signalling also for UP traffic.

· Filtering of packets that are not protected with valid CK or IK.

· Integrity protection and/or ciphering of traffic in radio layer cipher block.

· CN signalling is treated independently, or as IP traffic with separation from UP traffic at SPD/SAD level and subject to redundant integrity protection and ciphering in radio layer.

· Optional UP integrity protection and ciphering at application level, with redundant integrity protection and ciphering transparently in radio layer.
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