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Introduction

This is a revised version of the Nortel Networks contribution that was presented at the SA1#15 meeting in Saalfelden. The contribution has been updated to address the concerns some delegates raised during the Saalfelden meeting.

An IP-based application operating between an application in an IP network and a UMTS UE requires three layers of association between terminal and network:

· An application layer association between the Application Server and the UE

· An IP session between UE and the IP network to which it is connected

This provides for the IP layer services (allocation of IP address, transport of packets between UE and the IP network)

· One or more UMTS bearer services (PDP Contexts) between UE and the edge of the UMTS network (Gi reference point)

This provides for transport of packet data between the Gi reference point and the UE

This is illustrated in Figure 1 below.
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Figure 1: Associations required for UE access to application

The second and third of these may be set up simultaneously on establishment of a Primary PDP Context, but they are in fact distinct associations. This is clear when you consider that the systems allocating IP addresses and controlling admission to the IP network are not only physically separate, but may be owned by a different organisation from the UMTS network, as is the case with corporate networks. Also, the UMTS Bearer Service used to access an application may be established subsequently using an Establish Secondary PDP Context process.

Presently, applications based on OSA access to the UMTS network have access to the first and third association, directly or by means of the Data Session SCS respectively.

No means is available for access to parameters of the IP session.

Discussion

Key to this capability, is the requirement for the application to obtain the IP session parameters based on information obtained through the application layer association, namely the IP address of the UE.

The IP session service allows applications to access (read only) IP session information associated with connected and authenticated end user terminals.  The access to the data, which is typically stored within a network authentication server such as RADIUS server, is obtained via the OSA gateway (i.e., through the SCF). The IP session information/data would only be released based on specific defined policies between the network operator and the application service provider. The reason for providing access to the IP session information through OSA, rather than other means, is that it allows the operator to strictly control who has access and what data they have access to (i.e., allows the operator to control access to the IP session information in a controlled manner using policy/screening mechanisms within the OSA Gateway).
There is a danger if this functionality is not provided that operators will be placed under pressure by third-party service providers (and potentially regulators) to allow open access to network equipment such as RADIUS servers within the operator network. 

The parameters that are presently unavailable are essentially those that are exchanged in the RADIUS Authentication as described in 29.061 (MSISDN, Session Correlation ID).

The reason to externalize through OSA:

(a) The MSISDN of the originating mobile device --- is to provide MSISDN-based subscriber identification where needed at the application level. For example, this capability enables the supply of relevant / approved user id data (MSISDN) to the application, and subsequent user profile retrieval within the application system (e.g., the portal), while avoiding a re-prompting of the user for his identification (already done at the network level). This provides for a better user experience with single, network level sign on, and not repeated at every application the user accesses during the session.

(b) Session Correlation ID --- is that it can be provided to the application level if/when the operator wants to provide means of correlating for example application level billing records with core network (at the GGSN). Also, this capability may be used for other things such as allowing an application to determine if a user’s request is part of a new or previous session.

Use Case example:


1. User establishes session with packet network.

2. Network authenticates user with the Authentication server (RADIUS server)

3. User accesses a Web Portal to gain access to external applications.

4. Web Portal checks if user is an authenticated mobile user using the IP session SCF 

5. OSA Gateway queries the Authentication server (RADIUS server) to check if the given IP Address is an authenticated user and gets a confirmation.

6. From the Web Portal, the user accesses an application. The user is only able to gain access to the application after being authenticated by the Web Portal.

7. The application logic executes and determines that it requires supply of relevant / approved user id data (MSISDN) to say personalize the users visit “Hello John. Welcome to Hollywood Videos” or billing.

8. The OSA Gateway queries the Authentication server (RADIUS server) for the IP session information based on the users IP address.

Proposal

It is proposed to include a simple API for obtaining the IP session information. 
The attached CR provides the change to TS 22.127. 
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