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Introduction

This paper tries to highlight some problems that arise from the current OSA functionality. These concern the way by which an application obtains services from an OSA gateway (signing an on-line service agreement) and will mainly concern local services. It is proposed to allow for “Transitive Authentication” and “Temporary Service Agreements”.
Discussion

The present status:
The OSA trust and security management feature provides the necessary mechanisms which define the security mechanisms by which client applications may access the network. This includes a mechanism by which the application and the OSA Framework authenticate each other (using an application ID and a challenge/response mechanism) After authentication the application and Framework negotiate a service agreement which will involve each party digitally signing the agreement using cryptographic techniques. This service agreement is required if the application subsequently wants to use functions provided by OSA

The problem:
This will work well as long as the OSA Framework knows in advance by which application it is going to be accessed. (The framework will e.g. associate a certain application ID with the correct response for the challenge/response mechanism). This mechanism will fail in the case that an application needs to request services from an OSA gateway where the application is not known in advance.

An example for such an application could provide e.g. a local electronic tourist-guide service (i.e. executing in a country the user has roamed into) which would like to charge the user on her telephone bill. Such an application would need to use the charging functionality of the home OSA gateway of the user.
Since it cannot be assumed, that every application is known by every network, the example local application above can probably not be authenticated by the home OSA gateway. Therefore a service agreement cannot be signed and the service cannot proceed. 

Proposal

It is proposed to conceive a mechanism that allows for:

· Transitive Authentication, i.e.
If an application can be authenticated by a OSA gateway and this OSA gateway can – by whatever means – be authenticated by another OSA gateway then the application can also be authenticated by this second OSA gateway.

· Temporary service agreements, i.e.
An application may obtain (restricted) access to certain OSA service capability features for a limited time and only for services to a particular user (e.g. for the time the user roams in the network)

Comments

It could be advantageous to combine the above mentioned mechanisms with the proposal in OS01002 (application-transparent User ( OSA gateway authentication).

Contact: 
Jörg Swetina, SIEMENS AG Austria

1 of 1
GSM: +436764912429
joerg.swetina@siemens.at

