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Introduction

An application using the OSA interface may be required to access a user's private data on behalf of that user. This paper highlights some problems that concern user privacy in the OSA approach.

Discussion

The present status:
An application using the OSA interface may be entitled to perform user data related functions which are, among others:

· Charge a user's account,

· Access (read, modify..) a user's User Profile,

· Read the user's location.

With respect to these functions there are some explicit or implicit requirements in TS 22.127 that concern privacy of user data, e.g.:

A. An application, that charges a user, should be capable to do so without knowing the identity of the user.  (anonymous charging, explicit requirement in ch. 12.2.4)

B. An application, that makes changes in a user's User Profile or reads a user's Location should only do so on behalf of that particular user. (implicit requirement, see note in also ch 7: "Level of authorisation: Service vs. Subscriber level")

The Authentication problem:
The OSA Framework authentication functions at present only allow for authentication of an application - as a whole - towards the network. A particular user of a service cannot be authenticated, except implicitly. This makes anonymous services impossible.

· There is no mechanism available for an application to access user data without knowing the identity of the user.
This follows from the fact that according to 22.127 User-Application authentication is:

(a) either implicit through a preceding User-Network authentication. In this case the application learns the identity of the user (e.g. her MSISDN) from the network (e.g. through some activated trigger).
=> no anonymous access to user data possible.
=> can only be used for ‘triggered’ services, but not for services where the user contacts the service in a network-transparent way (e.g. by accessing a web page)

(b) Transparent to the network. In this case the user has a private identity (e.g. username/password combination) with the application. The user's identity in the network needs to be made available to the application by other means so that the application can access the user's data (e.g. her account) in the network. 
=> no anonymous access to user data possible.

The Authorisation problem:
· There is no mechanism available for an application to prove to the network, that this application has indeed been authorised by a particular user to perform a certain action (i.e. invoke some OSA function).
An application may access user data for all users, not just the one that required the function.

Proposal

A mechanism should be introduced, that allows an (OSA) application to perform functions specific to a user without the application having to know the user identity in the network (user-anonymity).

A mechanism should be introduced, that allows an (OSA) application to perform functions specific to a user but only after explicit authentication of that user.

Comments

The proposed mechanisms would probably involve an authentication/authorisation functions other than the OSA gateway - application interface as well, e.g. exchanging tokens (Keys...) between the terminal and OSA gateway
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